NOT MEASUREMENT
SENSITIVE

MIL-STD-464

SUPERSEDING
(See section 6)

DEPARTMENT OF DEFENSE
INTERFACE STANDARD

ELECTROMAGNETIC ENVIRONMENTAL EFFECTS

REQUIREMENTS FOR SYSTEMS

AMSC: XXXX AREA: EMCS

DISTRIBUTION STATEMENT A. Approved for public release; distribution is unlimited.




MIL-STD-464

FOREWORD

1. This Military Standard is approved for use byCdpartments andgenciesof the Department
of Defense.

2. Commentsand datavhich maybe of usan improvingthis documentshouldbe addressetb:
USAF/AeronauticaBystem<Center, ASC/ENSI, 2530o00p Road West, Wright-Pattersa@FB,
OH 45433-7101,by using the StandardizationDocumentimprovementProposal (DD Form
1426) appearing at the end of this document or by letter.

3. This standardcontainstwo sections, thenain body and amppendix. The main body of the
standardspecifiesa baselineset of requirements. The appendixportion providesrationale,
guidance andlessondearnedfor eachrequiremento enablethe procuringactivity to tailor the
baselinerequirementdor a particularapplication. The appendixalso permits governmentand
industry personnelto understand the purpose of thequirementsand potentialverification
methodology for a design. The appendix is not a mandatory part of this document.

4. A joint committeeconsistingof representativesf the Army, Navy, Air Force, other DoD
Agencies, and industry participated in the preparation of this standard.
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1. SCOPE

1.1 Purpose. This standardestablisheslectromagneticenvironmentaleffects (E3) interface
requirements and verification criteria for systems.

1.2 Application. This standard is applicable for complete systems, both new and modified.

1.3 Use.This standard is intenddédr use on airborne, sea, space, and graystemsincluding
associated ordnance.

2. APPLICABLE DOCUMENTS

2.1 General. The documentiistedin this section argeferencedn sections 3, 4, and 5 dfis
standard. This section doesot include documents citeéh other sections ofthis standardor
recommendedor additionalinformation or as examples. While every effort hasbeenmadeto
ensure thecompletenesf this list, document users are cautioned that they must m@iket
specifiedrequirementslocuments citeth Section 4 and 5 dhis standard, whethesr not they
are listed.

2.2 Government documents

2.2.1 Specifications, standards, and handbooksThe following specificationsstandards, and
handbooksform a part of this documentto the extentspecified herein. Unless otherwise
specified theissuesf these documents are thdistedin theissueof the Department dbefense
Index of Specificationsand Standardéd>oDISS)andsupplementhereto,citedin the solicitation
(see 6.2).

STANDARDS

Department of Defense

MIL-STD-331 Fuze and Fuze Components, Environmental and
Performance Tests for

MIL-STD-461 Requirenents for the Control of Electromagnetic
Interference Emissions and Susceptibility

MIL-STD-462 Measurement of Electromagnetic Interference
Characteristics

MIL-STD-1399-070 Interface Standard for Shipboard Systems, D.C.

Magnetic Field Environment

(Unless otherwiseindicated, copies offederal and military specifications,standards, and
handbooks aravailablefrom the StandardizatiorDocuments Order DeslkBuilding 4D, 700
Robins Avenue, Philadelphia, PA 19111-5094.)
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2.2.2 Other Government documents, drawings, and publications.The following other
Governmenidocumentsdrawings,and publicationsform a part of this documentto the extent
specified herein. Unless otherwise specified, the issues are those cited in the solicitation.

MISCELLANEOUS

DoDD 4650.1 Management and Use of the Radio Frequency Spectrum
DoDI 6055.11 Protection of DoD Personnel from Exposure to Radio
Frequency Radiation and Military Exempt Lasers
NACSEM 5112 NONSTOP Evaluation Techniques
NSTISSAM Compromising Emanations Laboratory Test
TEMPEST/1-92 Requirements, Electromagnetics
NTIA Manual of Regulations and Procedures for Federal Radio

Frequency Management

(Copies of NTIA Manual are available from the U.S. GovernmentPrinting Office,
Superintendentf Documents, P.O. Box 371954, Pittsburgh, PA 15250-7954. Copies of DoD
documents aravailablefrom the StandardizatiorDocuments Order DeslBuilding 4D, 700
Robbins Avenue, Philadelphia, PA 19111-5094. Copies of NACSEM and NSTISSAM
documents are available only through the procuring activity.)

2.3 Non-Government publications. Thefollowing documentdorm a part of this documento
the extentspecifiedherein. Unlessotherwisespecified,the issuesof the documentsvhich are
DoD adoptedare thoselisted in the issue of the DoDISS cited in the solicitation. Unless
otherwisespecified, the issuesof documentsnot listed in the DoDISS are theissuesof the
documents cited in the solicitation (see 6.2).

AMERICAN NATIONAL STANDARDS INSTITUTE
ANSI C63.14 Standard Dictionary for Technologies of
Electromagnetic Compatibility (EMC),
Electromagnetic Pulse (EMP), and
Electrostatic Discharge (ESD)

(Application for copiesshouldbe addressetb the IEEE ServiceCenter, 445 Hoes Lane, P.O.
Box 1331, Piscataway, NJ 08855-1331)

INTERNATIONAL ORGANIZATION FOR STANDARDIZATION
ISO 46 Aircraft - Fuel Nozzle Grounding Plugs and Sockets
(Application for copies should be addressedo ISO, Intenational Organization for
Standardization, 3 rue déarembe, 1211 Geneve20, GeneveSwitzerland;Phone: 41 22 734
0150).

2.4 Order of precedence.In the event of @onflict between the text ahis document and the
referencegited herein,the text ofthis document takes precedence. Nothimghis document,

2



however, supersedeapplicable laws and regulationsunless a specific exemption has been

obtained.

3. DEFINITIONS

3.1 Acronyms used in this standard. The acronymsusedin this standard aralefined as

MIL-STD-464

follows.
E® electromagnetic environmental effects
EID electrically initiated device
EMC electromagnetic compatibility
EMCON emission control
EME electromagnetic environment
EMI electromagnetic interference
EMP electromagnetic pulse
EMRADHAZ electromagnetic radiation hazards
EP electronic protection
HERF hazards of electromagnetic radiation to fuel
HERO hazards of electromagnetic radiation to ordnance
HERP hazards of electromagnetic radiation to personnel
IMI intermodulation interference
ISO International Standards Organization
MNFS maximum no-fire stimulus
NDI non-developmental item
p-static precipitation static
RF radio frequency
rms root-mean-square

3.2 General. The terms used in this standard are defin@®NSI Standard C63.14. laddition,
the following definitions are applicable for the purpose of this standard.

a. Above deck. An area onshipswhich is not consideredo be below deck adefined
herein.

b. Below deck. An area onshipswhich is surroundedby a metallic structureor an area
which provides arequivalentattenuationto electromagneticadiation, such as thmetal hull or
superstructur@f a surfaceship, the hull of a submarineand the screened roornmsnon-metallic
ships.

c. Compromising emanations. Unintentional intelligence-bearingsignals which, if
intercepted and analyzed, disclose the national security information transmitted, réwedéet],
or otherwise processed by any classified information processing system.

d. Electrically initiated device. Any component activated throughectricalmeansand
having an explosive, pyrotechnic, or a mechanicaloutput resulting from an explosive or
pyrotechnic action, andelectrothermaldevices having a dynamic mechanical,thermal, or
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electromagneticoutput. Examplesinclude bridgewire electroexplosivedevices, conductive
composition electric primers, semiconductorbridge electroexplosivedevices, laser initiators,
exploding foil initiators, slapper detonators, burn wires, and fusible links.

e. Electromagnetic environmental effects. The impact of the electromagnetic
environment upon the operational capability of military forces, equipsgstemsandplatforms.
It encompassesall electromagnetic disciplines, including electromagnetic compatibility;
electromagneticinterference; electromagneticvulnerability; electromagneticpulse; electronic
protection; hazards daflectromagneticadiationto personnelordnance, andolatile materials;
and natural phenomena effects of lightning and p-static.

f. Launch vehicle. A composite of thdanitial stages,injection stages, spaceehicle
adapter, andairing having the capability of launchingandinjecting a spacevehicle or vehicles
into orbit.

g. Lightning direct effects. Any physicaldamageo the systemstructureandelectricalor
electronicequipmentdue to the direct attachment of thHehtning channeland currentflow.
These effects include puncture, tearing, bending, burning, vaporization, or blasting of hardware.

h. Lightning indirect effects. Electricaltransientsnducedby lightning dueto couplingof
electromagnetic fields.

I. Margins. The difference between tlsebsystenandequipmenklectromagnetistrength
level, and thesubsystenand equipmentstresslevel causedby electromagneticoupling at the
system level. Margins are normally expressed as a ratio in decibels (dB).

j. Maximum no-fire stimulus. The greatediring stimuluswhich doesnot causanitiation
within five minutesof more than 0.1% odll electricinitiators of a given designat a confidence
level of 95%. When determiningmaximumno-fire stimulusfor electric initiators with a delay
elementor with a responséme of more tharfive minutes the firing stimulusshallbe appliedfor
the time normally required for actuation.

k. Mission critical. Unlessotherwisedefinedin the procuremenspecification,a term
appliedto a condition,event, operation, process, item whichif performedmproperly,may: 1)
prohibit executionof a mission; 2) significantly reduce the operationalapability; or 3)
significantly increase system vulnerability.

|. Multipaction. Multipactionis an RFeffectthathappenstrictly in a high vacuumwhere
RF field accelerates free electromesulting in collisions with surfacescreating secondary
electrons that are acceleratexultingin more electrons andltimately a major dischargeand
possible equipment damage.

m. Non-developmental item. Non-developmentaitem is a broad,genericterm that
coversmaterial,both hardware and softwaravailablefrom a wide variety of sources witHittle
or no development effort required by the Government.
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n. Ordnance. An explosiveor pyrotechniccomponenbr subsystenof an airborne, sea,
space, or ground system.

0. Safety critical. Unlessotherwisedefinedin the procuremenspecification,a term
appliedto a condition, event, operation, processy item whose proper recognition, control,
performanceor tolerances essentiato safesystemoperationor use; forexample safetycritical
function, safety critical path, or safety critical component.

p. Space vehicle.A complete, integrated set stibsystem&nd componentsapableof
supporting an operational role space. A spaceehicle may be anorbiting vehicle, a major
portion of anorbiting vehicle,or a payloadof anorbiting vehiclewhich performsit missionwhile
attachedto a recoverabldaunchvehicle. The airbornesupportequipmentwhich is peculiarto
programsutilizing a recoverabldaunchvehicle is considereda part of the spacevehicle being
carried by the launch vehicle.

g. System operationaperformance. A set ofminimal acceptablgparameters tailoreth
the platform andreflecting top level capabilitiessuch as rangerobability of kill, probability of
survival, operational availability, and so forth.

r. TEMPEST. An unclassified,short namereferringto the investigationand study of
compromising emanations.

4. GENERAL REQUIREMENTS

4.1 General. The systemshall be electromagneticallycompatibleamongall subsystemsand
equipmentwithin the systemand withenvironmentsausedy electromagnetieffectsexternalto

the system. Verification shall be accomplishedas specifiedhereinon productionrepresentative
systems.Safetycritical functionsshallbe verified to be electromagneticallgompatiblewithin the
systemand with externalenvironmentsprior to usein those environments. Verification shall
addressll life cycleaspects of theystem,including (as applicable)normalin-serviceoperation,
checkout, storage, transportation, handling, packaging, loading, unloading, launch, and the normal
operating procedures associated with each aspect.

5. DETAILED REQUIREMENTS

5.1 Margins. Marginsshallbe provided based @ystemoperationaperformanceequirements,
tolerancesn systemhardware, andincertaintiesnvolved in verification of system-leveldesign
requirements. Safety critical and mission critical sydtamstionsshallhavea marginof atleast 6
dB. Ordnancehallhavea marginof at least 16.5 dB ofmaximumno-fire stimulus(MNFS) for
safetyassuranceand 6 dB of MNFS footherapplications. Complianceshall be verified by test,
analysis,or a combinationthereof. Instrumentationnstalledin systemcomponentsluringtesting
for marginsshall capture themaximumsystemresponse anshall not adverselyaffect the normal
response&haracteristic®f the componentWhenenvironmensimulationsbelow specifiedlevels
are usedinstrumentationmesponsesnay be extrapolatetio the full environmentfor components
with linear responses (suchfast bridgewireEIDs). Whenthe responses belowinstrumentation

5
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sensitivity, the instrumentationsensitivity shall be used as théasis for extrapolation. For
components witmon-linearresponses (such as semicondubtaige EIDs), no extrapolatiotis
permitted.

5.2 Intra-system electromagnetic compatibility (EMC). The system shall be
electromagnetically compatible within itself such that system operational performance
requirementsare met. Compliance shall be verified by system-leveltest, analysis, or a
combination thereof.

5.2.1 Hull generated intermodulationinterference (IMI).  For surfaceship applicationsthe
aboverequirementis consideredto be metwhen the 19thproduct order and higher of IMI
generatedby High Frequency(HF) transmittersnstalled onboard ship are not detectableby
antenna-connectegkceiversonboardship. Complianceshall be verified by test, analysis,or a
combination thereof, through measurement of received levels at system antennas and evaluation of
the potential of these levels to degrade receivers.

5.2.2 Shipboard internal electromagnetic environment (EME).For shipapplicationsglectric
fields (peak V/Im-rms) below deckfrom intentional onboard transmittershall not exceed the
following levels:

a. Surface ships.
(1). Metallic: 10 V/m from 10 kHz to 18 GHz.

(2). Non-metallic: 10 V/m from 10 kHz to 2 MHz, 50 V/m
from 2 MHz to 1 GHz, and 10 V/m from 1 GHz to 18 GHz.

b. Submarines. 5V/m from 10 kHz to 1 GHz.

Complianceshall be verified by test of electric fields generated below deck withll antennas
(above and below decks) radiating.

5.2.3 Powerline transients. For Navy aircraft andArmy aircraft applications, electrical
transientf lessthan 50microsecond#n durationshallnot exceed +50 perceotr -150 percent
of the nominal DC voltageor +50 percent of thenominal AC line-to-neutralrms voltage.
Compliance shall be verified by test.

5.2.4 Multipaction. For spaceapplications,equipmentand subsystemsshall be free of
multipaction effects. Compliance shall be verified by test and analysis.

5.3 Inter-system EMC. The systemshall be electromagneticall}compatiblewith its defined
externalEME such that itsystemoperationalperformanceequirementsare met. Fosystems
capableof shipboardoperation,Table IA shallbe used. For space atalinchvehicle systems
applications,TableIB shallbe used. For grounsystemsTableIC shallbe used. Foall other
applicationsandif the procuringactivity hasnot definedthe EME, TableID shallbe used. Inter-
systemEMC coverscompatibility with, butis not limited to, EME’s from like platforms(such as
aircraft in formation flying, ship with escort ships and shelter-to-shelter in ground systems)
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TABLE IA. External EME for systems capable of shipboard operations (including topside
equipment and aircraft operating from ships) and ordnance

Frequency Environment
(Hz) (V/m - rms)
Peak Average
10k-150M 200 200
150M-225M 3,120 270
225M-400M 2,830 240
400M-700M 4,000 750
700M-790M 3,500 240
790M-1000M 3,500 610
1G-2G 5,670 1,000
2G-2.7G 21,270 850
2.7G-3.6G 27,460 1,230
3.6G-4G 21,270 850
4G-5.4G 15,000 610
5.4G-5.9G 15,000 1,230
5.9G-6G 15,000 610
6G-7.9G 12,650 670
7.9G-8G 12,650 810
8G-14G 21,270 1,270
14G-18G 21,270 614
18G-40G 5,000 750

TABLE IB. External EME for space and launch vehicle systems

Frequency Environment
(Hz) (V/Im - rms)
Peak Average
10k-100M 20 20
100M-1G 100 100
1G-10G 200 200
10G-40G 20 20

TABLE IC. External EME for ground systems

Frequency Environment
(Hz) (V/Im - rms)
Peak Average
10k-2M 25 25
2M-250M 50 50
250M-1G 1500 50
1G-10G 2500 50
10G-40G 1500 50
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TABLE ID. Baseline external EME for all other applications

Frequency Environment
(Hz) (V/m - rms)
Peak Average
10k-100k 50 50
100k-500k 60 60
500k-2M 70 70
2M-30M 200 200
30M-100M 30 30
100M-200M 150 33
200M-400M 70 70
400M-700M 4020 935
700M-1000M 1700 170
1G-2G 5000 990
2G-4G 6680 840
4G-6G 6850 310
6G-8G 3600 670
8G-12G 3500 1270
12G-18G 3500 360
18G-40G 2100 750

friendly emitters andhostile emitters. Complianceshall be verified by system,subsystemand
equipment level tests; analysis; or a combination thereof.

5.4 Lightning. Thesystemshallmeet its operationaderformanceequirementgor both direct
andindirect effectsof lightning. Ordnanceshall meet its operationglerformanceequirements
after experiencinga near striken an exposedonditionand a direct strikén a storedcondition.

Ordnanceshall remainsafeduring and afterexperiencinga direct striken an exposedaondition.

Figure 1 shall be used for the direct effects lightning environment. Figure 2 andiAabiallbe

used for the indirect effects lightning environment from a direct strike. Ti&khallbe used for
the nearlightning strike environment. Complianceshall be verified by system, subsystem,
equipmentand component (such as structural coupons and raddenek)ests,analysis,or a

combination thereof.

TABLE IIA. Lightning indirect effects waveform parameters

Current Description i(t) = 1, (€™ - €®) tis time in seconds (s)
Component
I, (Amperes) o (sh) B (s
A Severe stroke 218,810 11,354 647,265
B Intermediate current 11,300 700 2,000
C Continuing current 400 for 0.5 s | Not applicable Not applicable
D Restrike 109,405 22,708 1,294,530
D/2 Multiple stroke 54,703 22,708 1,294,530
H Multiple burst 10,572 187,191 19,105,100
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TABLE IIB. Electromagnetic fields from near strike lightning
(cloud-to-ground)

Magnetic Field Rate of Change @ 10 meters 2.2x10 Alm/s
Electric Field Rate of Change @ 10 meters 6.8x10* V/m/s

COMPONENT A (initial Stroke)

Peak Amplitude = 200 kA 0% COMPONENT D (Restrike)
Action Integral =2 x1D A2s +20% Peak Amplitude = 100 kA 0%
Action Integral = 0.25 x ¥0A2s +20%
- COMPONENT B (Intermediate Cuemt)
w Maximum Charge Tnsfer = 10 Coulombs
8 Average Amplitude = 2 KA 10 %
N
R COMPONENT C (Continuing Cuert)
'5 Charge Transfer = 200 Coulomb28%
Z Amplitude =200 - 800 A
'_
pd
2V oA B C D
<50qus | <5x103s | 025s<T<1s <50us |
TIME (NOT TO SCALE)
ELECTRICAL CURRENT WAVEFORMS
m Average dV/dt = m
a 1,000 kVjus +50 % a
5 5 -
D " Flashover D t)/olftlagﬁonot limited t
9 ' oceurs to 9 y flashover or puncture
= . limit voltage =
% ‘ % \— 50 % of Crest
e e Amplitude
V] V]
< <
[ [
| | '
S S ‘ ‘
12pus+20 % 50us +20 %

TIME (NOT TO SCALE) TIME (NOT TO SCALE)

ELECTRICAL VOLTAGE WAVEFORMS

FIGURE 1. Lightning direct effects environment

5.5 Electromagnetic pulse (EMP). The system shall meet its operationaperformance
requirementsafter being subjectedto the EMP environment. If an EMP environmentis not

defined by the procuring activity, Figure 3 shall be usBais requirements not applicableunless
otherwisespecifiedby the procuringactivity. Complianceshall be verified by system subsystem,
and equipment level tests, analysis, or a combination thereof.
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One @mponent A followed by 23 component D/2’s
— 200 KA+ distributed over a period of up to two seconds
il
% 10 ms <At < 200 ms
)
3} >
S0kAq Mz D/2 /\D/Z N/Z
[
] ) ¢
1 2 3 23 24

MULTIPLE STROKE WAVEFORM

50 ps <At < 1000ps

30 ms_<At <300 ms

R
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|_
Z
L
0
/\ /\ /K /\ 3
H H H H O
/[ /[
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One burst is eamposed of 20 pulses 20 pulses
MULTIPLE BURST WAVEFORM
FIGURE 2. Lightning indirect effects environment
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FIGURE 3. Default free-field EMP environment
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5.6 Subsystems and equipmerglectromagneticinterference (EMI). Individual subsystems
and equipmentshall meetinterferencecontrol requirementgsuch as the conductezmissions,
radiatedemissions,conductedsusceptibility,and radiatedsusceptibility requirementsof MIL-
STD-461) so that theverall systemcomplieswith all applicablerequirementsof this standard.
Complianceshall be verified by tests that are consistent with timelividual requiremenisuch as
testing to MIL-STD-462 to verify MIL-STD-461 requirements).

5.6.1 Non-developmental items (NDI) andommercial items. NDI and commercialitems
shall meet EMI interface control requirementssuitable for ensuringthat system operational
performancerequirementsare met. Compliance shall be verified by test, analysis, or a
combination thereof.

5.6.2 EM spectrum compatibility. Subsystemsand equipmentshall comply with the DoD,
national,andinternationakegulationsor the use of thelectromagnetispectrum (such as NTIA
“Manual of Regulationsand Procedures for RadiequencyManagementand DoDD 4650.1).
Complianceshall be verified by test, analysis,or a combinationthereof, as appropriate for the
equipment development stage.

5.6.3. Shipboard DC magnetic field environment Subsystemsand equipmentused aboard
shipsshall not be degradeevhenexposedo its operational DGnagneticenvironment(such as
MIL-STD-1399, Section 070). Compliance shall be verified by test.

5.7 Electrostatic charge control. The systemshall control anddissipatethe build-up of
electrostatic charges caused by precipitation static (p-static) effects, fluichitdow, space and
launch vehicle charging, and other charge generatingmechanismgo avoid fuel ignition and
ordnance hazarddpo protect personnelfrom shock hazards, antb prevent performance
degradatioror damageo electronics. Complianceshall be verified by test,analysis,inspections,
or a combination thereof.

5.7.1 Vertical lift and in-flight refueling. The systemshall meet its operationgderformance
requirementswvhen subjectedto a 300 kilovolt discharge. This requirementis applicableto
vertical lift aircraft, in-flight refueling of any aircraft, andsystemsoperatedor transported
externallyby verticallift aircraft. Complianceshallbe verified by test(such as MIL-STD-331 for
ordnance) analysis,inspectionsor a combinationthereof. Thetest configurationshall include
electrostaticdischargein the vertical lift mode andin-flight refueling mode from a simulated
aircraft capacitance of 1000 picofarads, through a maximum of one ohm resistance.

5.7.2 Precipitation static(p-static). The systemshall control p-staticinterferenceo antenna-
connectedreceiversonboard thesystemor on the hostplatform such thatsystemoperational
performance requirements are met. Compliance shall be verified by test, analysis, inspections, or a
combination thereof. For Navy aircraft and Araiycraftapplicationsp-static protectiorshallbe

verified by testing thatappliescharginglevels representativeof conditionsin the operational
environment.

5.7.3 Ordnance subsystems. Ordnancesubsystemsshall not be inadvertentlyinitiated or
duddedby a 25kilovolt electrostatiadischargecausedoy personnehandling. Complianceshall
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be verified by test(such asMIL-STD-331), discharginga 500picofaradcapacitor through a 500
ohm resistorto the ordnancesubsysten(such aselectricalinterfaces,enclosuresand handling
points.

5.8 Electromagnetic radiation hazards (EMRADHAZ). The systemdesignshall protect
personnelfuels,and ordnancéom hazardou®ffects of electromagneticadiation. Compliance
shall be verified by test, analysis, inspections, or a combination thereof.

5.8.1 Hazards of Electromagnetic Radiation to Personnel(HERP). Thesystemshallcomply
with currentnationalcriteriafor the protection opersonnehgainstthe effect of electromagnetic
radiation. DoDpolicy is currentlyfoundin DoDI 6055.11. Complianceshall be verified by test,
analysis, or combination thereof.

5.8.2 Hazards of electromagneticradiation to fuel (HERF). Fuelsshall not be inadvertently
ignited by radiated EMEs. The EME includes onboard emitters and the externaldebledin
paragraph 5.3. Compliance shall be verified by test, analysis, inspection, or a combination thereof.

5.8.3 Hazards of electromagneticradiation to ordnance (HERO). Ordnance wittelectrically
initiated devices (EIDs) shall not be inadvertently ignited during, or experiencedegraded
performancecharacteristicafter, exposureo the externalradiated EME ofTable IA for either
direct RFinducedactuationor couplingto the associatediring circuits. Complianceshall be
verified by system subsystemandequipmentevel tests andinalysis. For EME’sin the HFband
derived from near field conditions, verification by test shall use transmitting antennas
representative of the types present in the installation.

5.9 Life cycle, E hardness The systemoperationaperformanceand B requirementsf this
standardshallbe methroughoutthe ratedife cycle of the systemandincludes,butis not limited
to, the following: maintenancesepair,surveillanceand corrosion control.Complianceshall be
verified by test, analysis, inspections,or a combinationthereof, of system design features.
Maintainability, accessibility,and testability, and the ability to detect degradationsshall be
demonstrated.

5.10 Electrical bonding. The system,subsystemsand equipmentshall include the necessary
electricalbondingto meet the Erequirementf this standard. Complianceshall be verified by
test, analysis, inspections, or a combination thereof, for the particular bonding provision.

5.10.1 Power current return path For systemsusing structurefor power return currents,
bonding provisions shall be provided for current return pathhélectricalpower sourcesuch

that the total voltage drops between the pointredulation for the powersystemand the

electricalloads arewithin the tolerances of thapplicablepower quality standard. Compliance
shall be verified by analysisof electrical current pathsglectrical current levels, and bonding

impedance control levels.

5.10.2 Antenna installations.Antennasshallbe bondedo obtain require@ntenngatterns and

meet the performance requirements for the antenna. Compliance shaifibd by test,analysis,
inspections, or a combination thereof.
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5.10.3 Electromagnetic interference (EMI). The systemelectrical bonding shall provide
electricalcontinuity acrossexternalmechanicainterfaceson electricaland electronicequipment,
both within the equipmentand between thequipmentand systemstructure,for control of B
such that thesystemoperationaperformanceequirementare met. FoNavy aircraft andArmy
aircraftapplicationsthe EMI bondsshall havean interfacedirect current (DCYesistanceof 2.5
milliohms or lessfor eachfaying interfacebetween thesubsystenor equipmenienclosureand the
systemground reference. Complianceshall be verified by test, analysis, inspections,or a
combination thereof.

5.10.4 Shock and fault protection.Bonding ofall exposecelectricallyconductiveitemssubject
to fault conditionpotentialsshallbe providedo control shock hazard voltages aaitbw proper
operation ofcircuit protection devices. Complianceshall be verified by test, analysis,or a
combination thereof.

5.11 External grounds. Thesystemand associateslibsystemshallprovideexternalgrounding
provisionsto control electricalcurrentflow and staticchargingfor protection ofpersonnefrom
shock,preventionof inadvertenignition of ordnancefuel andflammablevapors, and protection
of hardwarefrom damage. Complianceshall be verified by test, analysis,inspections,or a
combination thereof.

5.11.1 Aircraft grounding jacks. Groundingjacksshall be attachedo the systemto permit
connection of grounding cablés fueling, storesmanagemengervicing,maintenanceperations
andwhile parked. ISO 4&ontainsrequirementdor interfacecompatibility. Groundingjacks
shallbe attachedo the systemgroundreferenceso that theresistancébetween thanating plug
and thesystemgroundreferencedoesnot exceed 1.0 ohm DC. THellowing groundingjacks
are required:

a. Fuel nozzleground. A groundack shall be installed at eachfuel inlet. To satisfy
internationalagreementsor interfacingwith refuelinghardware, thgack shall be locatedwithin
1.0 meter of the center of the fuel inlet for fuel nozzle grounding.

b. Servicinggrounds. Groungacks shall be installedat locationsconvenientfor servicing
and maintenance.For Navy and Army aircraftapplications,a minimum of two groundingjacks
shallbe required foutility andhelicopteraircraft and aminimumof four groundingjacksshallbe
required for other types of aircraft, in addition to thosguired forfueling or weapondoadingor
downloading.

c. Weapon groundsGroundingjacks shall be installed at locationsconvenientfor usein
handling of weapons or other explosive devices.

Compliance shall be verified by test and inspections.

5.11.2 Servicing and maintenancequipment grounds. Servicingandmaintenancequipment

shall havea permanentlyattachedgroundingwire suitablefor connectionto earth ground. All

servicing equipment that handles or processes flammable fuels, fluids, explosives, oxygen, or other
potentiallyhazardougnaterialsshall havea permanentlyattachedgroundingwire for connection

to the system. Compliance shall be verified by inspection.
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5.12 TEMPEST. Nationalsecurityinformationshall not be compromisedy emanationgrom

classified information processingequipment. Complianceshall be verified by test, analysis,
inspectionsor a combinationthereof. Note: NSTISSAM TEMPEST/1-92and NACSEM 5112
provide testing methodology for verifying compliance with TEMPEST requirements.

5.13 Emission control (EMCON) For Army applications,Navy applications,and other
systemsapplications capable of shipboard operation, unintentional electromagneticradiated
emissionsshall not exceed -11@Bm/nT at one nauticalmile (-105 dBm/nt at one kilometer)in

any direction from the systemover thefrequencyrange of 500 kHzo 40 GHz; for aircraft,
EMCON shall be activatedby a single control function, unless otherwise specified by the
procuring activity. Compliance shall be verified by test and inspection.

5.14 Electronic protection (EP). For Army aircraft andNavy aircraftapplicationsjntentional
and unintentional electromagneticadiated emissionsin excessof the EMCON limits shall
preclude theclassification and identification of the system such that system operational
performancerequirementsare met. EPshall be activatedoy a single control function, unless
otherwisespecifiedby the procuringactivity. Complianceshall be verified by test, analysis,
inspections, or a combination thereof.

6. NOTES

(This sectioncontainsinformation of a generalor explanatorynature thaimay be helpful, but is
not mandatory.)

6.1 Intended use. This standardcontainselectromagneti@nvironmentaleffectsrequirements
for systems.

6.2 Issue of DoDISS. Whenthis standardis usedin acquisition,the applicableissueof the
DoDISS must be cited in the solicitation (see 2.2.1 and 2.3).

6.3 Data Item Descriptions (DIDs). This standardis cited in DoD 5010.12-L,Acquisition
ManagemenBystemsand DataRequirementControl List (AMSDL), as the source document
for the following DIDs. Whenit is necessaryo obtain the data, thapplicableDIDs mustbe
listed on theContractDataRequirementd.ist (DD Form 1423), except where the Délederal
Acquisition Regulation Supplement exempts the requirement for a DD Form 1423.

DID Number DID Title

DI-EMCS-XXXXX Electromagnetic Environmental Effects’Ehtegration and
Analysis Report

DI-EMCS-YYYYY Electromagnetic Environmental Effects’®erification
Procedures

DI-EMCS-z22727ZZ Electromagnetic Environmental Effects’®erification
Report
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The above DIDs were current as of the dat¢éhaf standard. The curremsueof the AMSDL
must be researchdéd ensure thabnly current and approved DIDs are cited on the DD Form
1423.

6.4 SupersessianThe following documents have been superseded by this standard:

MIL-STD-1818A (4 October 1993)
MIL-E-6051D (7 September 1967)
MIL-B-5087B (15 October 1964)
MIL-STD-1385B (6 August 1986)

6.5 Tailoring guidance. Application specific criteria may be derived from operational and
engineeringanalyseson the systembeing procured for usedn specific environments. When
analysesreveal that a requirementin this standardis not appropriateor adequate for that
procurement, therequirement should be tailored and incorporated into the appropriate
documentation. The appendix of this standard provides guidance for tailoring.

6.6 Subject term (key word) listing.

ES

Electrical bonding

EMC

EMCON

EMI

EMP

EP

Electromagnetic compatibility
Electromagnetic environment
Electromagnetic emission
Electromagnetic interference
Electromagnetic radiation hazards
Electromagnetic susceptibility
Electronic protection

Grounding

HERF

HERO

HERP

Inter-system electromagnetic compatibility
Intra-system electromagnetic compatibility
Lightning

Multipaction

RADHAZ

System

TEMPEST

6.7 Tiering. The standards constructedo account for new DoDequirementghat only first
tier referencesare contractuallybinding. Eachrequirementparagraphbeginswith at least one
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stand-aloneperformancestatementwhich does not referenceother documents. Follow-on

wording will sometimes reference an appropriate document which is the sourceesfutinement
or containsadditional information. The requirementsof this standard can benplementedin

different ways. The standard can bdirectly referencedin a procuremenspecificationfor a
systemas a source of Hequirements. The standard thebecomesa first tier reference. Each
requirementshould be reviewedfor applicability and possibleneed fortailoring. An alternate
approachis to extract appropriate paragrapfiem the standard, tailor them agcessaryand
insert thendirectly into the procuremerdpecification. Underthis approach, direateferencecan
be madeto otherdocumentsincluding the text ofthis standard. Theseeferencesare thenfirst

tier and become contractual.

6.8 International standardization agreements.Certainprovisionsof this standardnay be the
subjectof internationalstandardizatiormgreements.Whenamendmentrevision, or cancellation
of this standardis proposedwhich will modify the internationalagreement concerned, the
preparingactivity will take appropriate action throughternationalstandardizatiorchannels,
including departmental standardization officeshangethe agreemerndr makeotherappropriate
accommodation.

6.9 Technical points of contact. Requests foadditional information or assistanceon this
standard can be obtained from the following:

Air Force

ASC/ENA, Bldg. 560

2530 Loop Road West

Wright Patterson AFB, OH 45433-7101
DSN 785-5078, Commercial (937) 255-5078

Army

Director, AMSAA

AMXSY-RE

APG, MD 21005-5071

DSN 298-6994, Commercial (410) 278-6994

Navy

Commander, Naval Air Systems Command

NAVAIR 4.1.7

Arlington, VA 22243-5120

DSN 664-6060; Commercial (703) 604-6060, Ext. 5651

Any information relating to Government contracts must be obtained through contracting officers.
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Al SCOPE

Al.1 Scope. This appendixprovides backgrounshformationfor eachrequiremenin the main
body of the standard. Thaformation includesrationalefor eachrequirement,guidanceon
applying the requirement, afessondearnedrelatedto the requirement. This informationshould
help users understand the intdm¢hind the requirementsand adapt them asecessaryfor a
particular application.

A2 APPLICABLE DOCUMENTS

A2.1 Government documents

A2.1.1 Specifications, standards, and handbooksThe following specificationsstandards,
and handbooks ameferencedn this appendixand form a part of this documentto the extent

specified herein.

SPECIFICATIONS

Military
MIL-1-23659 Initiator, Electric, General Design Specification
MIL-C-83413 Connectors and Assemblies, Electrical, Aircraft Grounding, General
MIL-W-83575 Wiring Harness, Space Vehicle, Design and Testing
STANDARDS
Military

MIL-STD-188-124 Grounding, Bonding and Shielding for Common Long
Haul/Tactical Commupations Systems Including Ground
Based Communication-Electronics Facilities and Equipments

MIL-STD-188-125 High Altitude Electromagnetic Pulse (HEMP) Protection for
Ground-Based {CFacilities Performing Critical, Time-Urgent

Missions

MIL-STD-331 Fuze and Fuze Components, Environmental and Performance
Tests for

MIL-STD-449 Radio Frequency Spectrum Characteristics, Measurement of

MIL-STD-461 Requirements for the Control of Electromagnetic
Interference Emissions and Susceptibility

MIL-STD-462 Measurement of Electromagnetic Interference
Characteristics

MIL-STD-469 Radar Engineering Design Requirements, Electromagnetic
Compatibility

MIL-STD-704 Aircraft Electric Power Characteristics

MIL-STD-1310 Shipboard Bonding, Grounding, and Other Techniques for
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Electromagnetic Compatibility and Safety

MIL-STD-1399-070 Interface Standard for Shipboard Systems, DC Magnetic Field
Environment

MIL-STD-1399-300 Interface Standhfor Shipboard Systems, Section 300, Electric
Power, Alternating Current

MIL-STD-1542 Electromagnetic Compatibility and Grounding Requirements
for Space System Facilities

MIL-STD-1568 Materials and Processes for Corrosion Prevention and
Control in Aerospace Weapon Systems

MIL-STD-1576 Electroexplosive Subsystem Safety Requirements and Test
Methods for Space Systems

MIL-STD-1605 Procedures for Conducting a Shipboard Electromagnetic
Interference (EMI) Survey (Surfaceif)

MIL-STD-1680 (SH) Installation Criteria for Shipboard Secure Electrical Information
Processing Systems

MIL-STD-2169 High Altitude Electromagnetic Pulse Environment

HANDBOOKS

MIL-HDBK-235 Electromagnetic (Radiated) Environment Considerations for
Design and Procurement of Electrical and Electronic
Equipment, Subsystems and Systems

MIL-HDBK-237 Electromagnetic Compatibility Management Guide for
Platforms, Systems, and Equipment

MIL-HDBK-419 Grounding, Bonding, and Shékhg for Electronic
Equipments and Facilities

MIL-HDBK-423 High-Altitude Electromagnetic Pulse (HEMP) Protection for
Fixed and Transportable Ground-Based Facilities

MIL-HDBK-454 Electronic Equipment, General Guidelines for

MIL-HDBK-274 Electrical Grounding for Aircraft Grounding

(Unless otherwise indicated, copies of federal and military specifications, standards, and
handbooks are available from the Standardization Documents Order Desk, Building 4D, 700
Robbins Avenue, Philadelphia, PA 19111-5094. Application for copies of MIL-STD-2169 should
be addressed with a need-to-know to: Defense Special Weapons Agency, Electronics Technology
Division, 6801 Telegraph Road, Alexandria, VA 22310-3398.)

A2.1.2 Other Government documents, drawings, and publications.The following other
Government documents are referenced in this appendix.

Air Force

AFAPL-TR-78-56  Static Electricity Hazards in Aircraft Fuel Systems
AFAPL-TR-78-89 Factors Affecting Electrostatic Hazards
AFWL-TR-85-113 Guidelinesor Reducing EMP Induced Stresses in Aircraft
LA-5201-MS Response of Airborne Electroexplosive Devices to
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Electromagnetic Radiation (AD 912 599)
R-3046-AF Techniques for the Analysis of Spectral and Orbital Congestion
in Space Systems (DTIC No. ADA140841)
TO 00-25-172 Ground Servicing of Aircraft and Static Grounding/Bonding
TO 31Z-10-4 Electromagnetic Radiation Hazards

Department of Defense (DoD)

DoDI 6055.11 Protection of DoD Personnel from Exposure to Radiofrequency
Radigion and Military Exempt Lasers
DoDD 4650.1 Management and Use of the Radio Frequency Spectrum

DoDD 5200.19 Control of Compromising Emanations (Classified)

Federal Aviation Administration (FAA)

AC 20-53 Protection of Aircraft Fuel Systems Against Fuel Vapor
Ignition Due to Lightning
AC 20-136 Protection of Aircraft Electrical/Electronic Systems Against

the Indirect Effects of Lightning
DOT/FAA/CT-89/2 Aircraft Lightning Handbook
DOT/FAA/CT-86/40 Aircraft Electromagnetic Compatibiit

NASA
TP2361 Design Guidelines for Assessing and Controlling Spacecraft
Charging Effects
TR 32-1500 Final Report on RF Voltage Breakdown in Coaxial Transmission
Lines
Navy
NAWCWPNS Electronic Warfare and Radar Systems Engineering
TS 92-78 Handbook

NAVSEA OP 3565/ Electromagnetic Radiation Hazards
NAVAIR 16-1-529/
NAVELEX 0967-

LP-624-6010
OD 30393 Design Principles and Practices for Controlling Hazards of
Electromagnetic Radiation to Ordnance (HERO DESIGN
GUIDE)

Miscellaneous

NACSEM 5112 NONSTOP Evaluation Techniques
NSTISSAM Compromising Emanations Laboratory Test Requirements,
TEMPEST/1-92 Electromagnetics
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NSTISSAM Compromising Emanations Field Test Evaluations
TEMPEST/1-93
NSTISSAM Red/Black Installation Guidelines
TEMPEST/2-95
NTIA Manual of Regulations and Procedures for Federal Radio

Frequency Management
OMB Circular A-11 Preparation and Submission of Budget Estimates

(Copies of FAA publications and military techncal reports are available from National
TechnicalInformation Service (NTIS), 5285 Port Royal Road, Springfield, VA 22161 or the
Defense Technical Information Center (DTIC), Bldg. 5, Cameron Station, Alexandria2 ¥@4-
6145. Air ForceTechnicalOrders areavailablefrom OklahomaCity Air Logistics Center (OC-
ALC/MMEDT), Tinker AFB, OK 73145-5990Copies of DoD documents aagailablefrom the
StandardizatiorDocuments Order DeskBBuilding 4D, 700 RobbinsAvenue, Philadelphia,PA
19111-5094. Copies of NASA documents arailable from NASA Industrial Application
Center/USC, 37165outh Hope St. # 200, LosAngeles, CA 90007. Copies oNAVSEA
documentsavailablefrom CommandingOfficer, Naval SurfaceWarfare Center,Port Hueneme
Division, Naval Sea Data Support Activity (Code 57@@partment of th&lavy, PortHueneme,
CA 93043. Copies of NACSEM, NSTISSAM, and NSA documentsaeadableonly through
the procuring activity.)

A2.2 Non-Government publications. The following non-Governmentiocumentdorm a part
of this standard to the extent specified herein.

International Organization for Standardization
ISO 46 Aircraft - Fuel Nozzle Grounding Plugs and Sockets
(Application for copies should be addressed to 1ISO, International Organization for
Standardization, 3 rue de Varembe, 1211 Geneve 20, Geneve, Switzerland; phone 41 22 734
0150)
Franklin Applied Physics

F-C2560 RF Evaluation of the Single Bridgewire Apollo Standard Initiator
M-C2210-1 Monograph on Computation of RF Hazards

(Application for copies should be addressed to Franklin Applied Physics, P.O. Box 313, Oaks,
PA 19456)

National Fire Protection Association (NFPA)
70 National Electrical Code

780 Lightning Protection Code
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(Application for copies of the Codshould be addressetb the National Fire Protection
Association, Batterymarch Park, Quincy, MA 02269-9101.)

North Atlantic Treaty Organization (NATO)

ANEP 45 Electro-Magnetic Compatibility (EMC) in Glass Reinforced Plastic
(GRP) Vessels

(Application for copies should be addressed to Central US Registry, The Pentagon, Room
1B889, Washington, DC 20310-3072)

RTCA

DO-160 Environmental Conditions and Test Procedures for Airborne
Equipment

(Application for copies ofthis standardshouldbe addressetb RTCA, 1425 KStreetNW,
Washington, DC 20005; phone (202) 682-0266.)

Society of Automotive Engineers, Inc.

AE4L-87-3 Protection of Aircraft Electrical/Electronic Systems Against
the Indirect Effects of Lightning

ARP 1870 Aerospze Systems Electrical Bonding and Grounding for
Electromagnetic Compatibility and Safety

ARP 4242 Electromagnetic Compatibility Control Requirements,
Systems

(Applicationfor copiesshouldbe addresseib the Society of AutomotivEngineerdnc., 400
Commonwealth Drive, Warrendale, PA 15096; phone (412) 776-4841.)

Statistical Research Group

AMP Report Statistical Analysis for a New Procedure in Sensitivity
No. 101-1R Experiments (ATI-34558)
SRG-P, No. 40

(Application for copiesshould be addressetb the DefenseTechnical Information Center
(DTIC), Bldg. 5, Cameron Station, Alexandria, VA 22304-6145)

A3. ACRONYMS. The acronyms used in this appendix are defined as follows.

AAPG antenna inter-antenna propagation with graphics
AGC automatic gain control
AM amplitude modulation
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ASEMICAP
BIT

C’l

C’l
CTTA
Cw

E3
ECCM
ECM
EID

EM
EMC
EMCON
EME
EMI
EMP
EMRADHAZ
EMV

EP

ESD
GPS
HEMP
HERF
HERO
HERP
HIRF
IMI
MHD
MNFS
NDI
POR
p-static
RF
SEMCIP
TWT
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air management information tracking system

air systems EMI corrective action program
built-in test

command, control, communications, and intelligence
command control, communications, computers, and intelligence
certified TEMPEST technical authority
continuous wave

electromagnetic environmental effects

electronic counter counter-measures

electronic counter-measures

electrically initiated device

electromagnetic

electromagnetic compatibility

emission control

electromagnetic environment

electromagnetic interference

electromagnetic pulse

electromagnetic radiation hazards
electromagnetic vulnerabijit

electronic protect

electrostatic discharge

global positioning system

high altitude electromagnetic pulse

hazards of electromagnetic radiation to fuel
hazards of electromagnetic radiation to ordnance
hazards of electromagnetic radiation to personnel
high intensity radiated fields

intermodulation interference
magnetohydrodynamic

maximum no-fire stimulus

non-developmental item

point of regulation

precipitation static

radio frequency

ship EMC improvement program

traveling wave tube

A4. GENERAL REQUIREMENTS AND VERIFICATION. In this section, theequirements
from the main body are repeated and are then folldwedtionale guidanceandlessondearned
for eachinterfacerequirementandrationale,guidanceandlessondearnedfor eachverification

requirement. Interface andverification requirementdiscussionsare treatedseparatelybecause
they addresdifferentissues. Tablesandfiguresassociated with theequirementgrom the main

body are also repeated with theimealphanumeriadesignations.Tablesandfigureswhich are

unigue to the appendix have alphanumeric designations which are preceded by an “A”.
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A4.1 General. The system shall be electromagnetically compatible among all subsystems and
equipment within the system and with environmeatsed by electromagnetic effects external to
the system. Verification shall be accomplished as specified herein on prodegtiesentative
systems. Safety critical functions shall be verified to be electromagnetically compiatiitate

the system and with external environments prior to use in those environments. Verification shall
address all life cycle aspectsf the system, including (as applicable) normal in-service
operation, checkout, storage, transportation, handling, packaging, loading/unloading, launch,
and the normal operating procedures associated with each aspect.

Requirement Rationale (A4.1) The B area addresses raimberof interfacing issueswith
environmentsboth externalto the systemand within the system. Externalto the systemare
electromagnetieffectssuch adightning, EMP andman-madeRF transmissions.Internalto the
system are electromagneticeffects such aselectronic noise emissions, self-generatedRF
transmissionsfrom antennas,and cross-couplingof electrical currents. Systemstoday are
complexfrom a materialsusage anelectronicsstandpoint. Many materialsbeingused are non-
metallic and have unique electromagneticproperties which require careful consideration.
Electronicsperforming critical functionsare common. Wide use of RF transmittersensitive
receivers,other sensors, anddditional electronicscreates a potential fggroblemswithin the
systemandfrom externalinfluences. Increasinguse ofcommercialequipmentn uniquemilitary
operationaknvironmentposesspecialinterfaceconsiderations.Eachsystemmust becompatible
with itself, other systems,and external environmentsto ensure requiregberformanceand to
prevent costly redesigns for resolution of problems.

Requirement Guidance (A4.1): The systemand all associatedsubsystemsand equipment,
includingordnance, neet achievesystemcompatibility. Every effort needso be madeto meet
these requirementsduring initial design rather than on an after-the-fabasis. System E°
Integration andAnalysis Reportsare usedo aid in technicalmanagemenof programs. These
reportsdescriberequirementflowdown from this standard andgpecific designmeasureseing
implementedo meet therequirement®f this standard. Thetherrequirementf this standard
addressspecificaspects of the Econtrol area. Additional guidanceon EMC can be founah
MIL-HDBK-237, DOT/FAA/CT-86/40, SAE ARP 4242, and NATO ANEP 45.

An overallintegrated EMQdesignand verification approach for theystemmust beestablished.
Based onsystem-levelarchitecture, appropriateardeningrequirementsare allocatedbetween
systemdesignfeatures angubsystemandequipmenthardness.Transferfunctionsfrom system-
level environmentsto stressesat the subsystemand equipment-levelare determinedand
appropriate electromagnetic interference controls are imposed.

An E° integration approach can be organized into five activities:
a. Establish the external threat environment agaimgtich the system is required to

demonstrate complianag immunity. The externalenvironmentfEME, lightning and EMP)to
which the system should be designed and verified are addressed in other sections of this appendix.
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b. Identify the system electrical and electronic equipment performing functions required for
operation during applicationof the external threat. Normally all functions essentialfor
completing the missions are protected against the external threats.

c. Establish the internal environment caused by external electromagnetic effects for each
installed equipment.All of the environmentsexternalto the systemspecifiedin this standard
cause relatednvironmentsnternalto the system. The level of this internalenvironmenwill be
the result ofmany factors such as structurdktails, penetration of apertures amsgams,and
systemand cableresonances. Thaternalenvironmentfor each threashouldbe establishedy
analysis,similarity to previouslytestedsystemsor testing. Thenternal environmentis usually
expressed as thevel of electricalcurrent stressesppearingat the interfaceto the equipmentor
electromagnetifield quantities. Thesenternalstresses argypically associated witlstandardized
requirementdor equipment(for example,MIL-STD-461). Trade-offs needo be madeof the
degree ofhardeningto be implementedat the system-level(such asshielded volumes or
overbraidingon interconnectingwiring) versusequipment-leve(more stringentlectromagnetic
interferencerequirements}o establishthe mosteffective approachfrom performanceand cost
standpoints.

d. Design the system and equipment protecti®ystemfeatures are thewlesignedas
necessaryto control the internal environment (including margin considerations)to levels
determinedrom the trade-off studies and appropriadguirements@reimposedon theelectrical
and electronic equipment. The equipment immunity levels must be above thenternal
environmentsby necessarynarginsto account forcriticality of the equipment,manufacturing
tolerances, andncertaintiesn verification. Normally there aredesignandtestrequirementsn
MIL-STD-461 and MIL-STD-462applicablefor each of theexternalenvironmentsbut theymay
needmodificationfor the particularsystemapplication. For example externalenvironmentmay
result in internal environmengbove thesusceptibilitylevel specifiedin MIL-STD-461. If so, the
limit must be tailored for thparticularsystem alternativerequirementsnust beimposedor the
internal environment must be reduced to an acceptable level. The systesigBmust beviable
throughoutthe systemlife cycle. This aspect requires aawarenes®f 1) properapplicationof
corrosion controprovisionsand 2)issuesrelatedto maintenancections thaimay affect EMC,
such agnsuringelectricalbondingprovisionsare not degradedmaintainingsurfacetreatmentsn
placefor E® control, andconsideringexposure oflectronicsto EMEs when accesspanelsare
open.

e. Verify the protection adequacyl hesystemandequipmenlE3 protectiondesignmustbe
verified as meeting contractualrequirements. Verification of the adequacyof the protection
designincludesdemonstratinghat the actualevelsof the internalenvironmentsappearingat the
equipmentnterfacesand enclosuregio not exceed thejualificationtestlevels of the equipment
for eachenvironmentby requiredmargins. All electronicand electrical equipmentsmust have
beenqualified to their appropriatespecificationlevel. Systems-levetestingis normally required
to minimize the required-margindemonstration. Analysis may be acceptableunder some
conditions; however, the required margins will typically be larger.

28



MIL-STD-464
APPENDIX

These verification activities needto be documentedn detail in verification procedures and
verification reports,asapplicable. Section 6.3 of thenainbody provides datdem descriptions
for documents that are suitable for this purpose.

Requirement Lessons LearnedA4.1): Theearlyimplementatiorof E requirementfhavebeen
instrumentalin preventingproblemson previous programgzvolving systemdesignsregarding
changingmaterialsandincreasingcriticality of electronicsdemandthat effective electromagnetic
effects controls be implemented.

It is important thatll externalenvironmentse treatedin a single unified approach. Duplication
of efforts in different disciplines have occurred in the past. Forexample, hardeningto
electromagnetipulseandlightning-inducedtransientshavebeenaddresseddependentlyather
than as aommonthreat withdifferent protectionmeasuredeingimplementedfor each. This
situationis apparentlyduein partto organizationaktructuresat contractorfacilities which place
responsibility in different offices for each of the threats.

Verification Rationale (A4.1): Each separateequirementmust beverified. The developing
activity must demonstrate that tlegstem subsystenandequipmentoperatecompatiblywith the
externalenvironment§ EME, lightning, and EMP)containedin the systemrequirementsandin

accordance with theystemcontract Statement of Work. Theevelopingactivity must also
assign verification responsibility to associatecontractors for their supplied systems and
subsystems to demonstrate compliance Mtheﬁuirements.

Verification Guidance (A4.1): Most of the requirementsn this standard areverified at the
system-level. Compliancefor somerequirementss verified at the subsystemgquipment,or
componentevel, such aslectromagnetiinterferencerequirementn asubsystenor lightning
certification of an airframe component.

The selectionof test, analysis,or inspectionor somecombinationto demonstrate garticular
requirements generallydependent on the degree aidnfidencein the results of thearticular
method, technical appropriateness, associatedsts, and availability of assets. Some of the
requirements included in this standard specify the methoduedze Foexample yverification of
subsystenmand equipment-leveklectromagnetiénterferencerequirementsnust be demonstrated
by test, because analysis tools are not available which will produce credible results.

Analysisand testing oftesupplementachother. Priorto the availability of hardware analysis
will often be theprimary tool being usedto ensure that thalesignincorporates adequate
provisions. Testingmaythen be orientetbward validatingthe accuracyand appropriateness of
the models used. If model confidence is high, testing may then be lirkite@xample designof
an aircraft for protectiomgainstEMP or the indirect effectsof lightning hasto rely heavily on
analysis.

E requirementseedto be verified through anincrementalverification process. "Incremental”
impliesthat verification of compliancewith E requirementss a continuingprocess obuilding an

argument (audit trailfhroughoutdevelopmenthat thedesignsatisfiesthe imposedperformance
requirements. Initial engineeringdesignmust be based oanalysisand models. As hardware
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becomesavailable, testing of components of thsubsystemcan be usedo validate and
supplementthe analysisand models. The designevolvesas betterinformation is generated.
Whenthe systemis actually produced,inspection final testing, andollow-on analysiscomplete
the incrementalverification process. It is importantto note that testings often necessaryto
obtaininformationthat may not be amenabldo determinatiorby analysis. However, testing also
is often used to determine a few data points with respeqiddiaularinterfacerequirementvith
analysis(and associatedimulations)filing in the total picture. It should be noted that the
guidancesections foindividual E requirementspecifiedin othersections belovgenerallytreat
the predominantmethods forfinal verification rather thandealingwith the overall philosophy
described in this section.

The following list provides guidance on issues which should be addresséd/eaifigation:

a. Systemsused forverification should be productionconfiguration, preferably the first
article.

b. The system should be up-to-datewith respectto all approved engineeringchange
proposals (both hardware and software).

c. Electromagngc interference qualification should be completed onsubsystemsand
equipment.

d. Subsystemsand equipmentshould be placedin modes of operation thatill maximize
potential indication of interference or susceptibility, consistent with system operational
performance requirements.

e. Any externalelectrical power used forsystemoperationshould conformto the power
quality standard of the system.

f.  Any anomaliefoundshouldbe evaluatedo determinewhether they arguly an E issue
or some other type of malfunction or response.

g. Any system modifications resulting from verification efforts should be validated for
effectiveness after they have been engineered.

h. Margins need to be demonstrated wherever they are applicable.

Verification Lessons Learned (A4.1): Historically, failure to adequatelyverify system
performancen an operational EME has resultedcostly delaysduring systemdevelopment,
missionaborts, and reducexystemandequipmentoperationakffectiveness.It is important that
assets required faorerification of E requirementde identified early in the programto ensure
their availability when needed.
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AS5. DETAILED REQUIREMENTS

A5.1 Margins. Margins shall be provided based on system operational performance
requirements, tolerances in systdrardware, and uncertainties involved in verificatioof
system-level design requirements. Safety critical and mission critical system functions shall have
a margin of at least 6 dB. Ordnance shall have a margat tdast 16.5 dB&f maximum no-fire
stimulus (MNFS) for safety assurances and 6ofiBINFS for other applications. Compliance

shall be verified by test, analysis, or a combination thereof. Instrumentation installed in system
components during testing for margins shall capture the maximum system response and shall not
adverselyaffect the normal response characteristio§ the component. When environment
simulationsbelow specified levels are used, instrumentation responses may be extrapolated to
thefull environment for components with linear responses (such dsitigewireEIDs). When

the response iBelowinstrumentation sensitivity, the instrumentation sensitivity shall be used as
the basis for extrapolation. For components with non-linear responses (such as semiconductor
bridge EIDs), no extrapolation is permitted.

Requirement Rationale (A5.1): Variability existsin systemhardwarefrom factors such as
differencesdn cableharnessouting and makeumdequacyof shieldterminationsconductivity of
finishes on surfacesfor electrical bonding, componentdifferencesin electronicsboxes, and
degradation wittagingandmaintenance.Marginsmust beincludedin the designto account for
these types ofariabilities. In addition,uncertaintiesare presenin the verification process du¢o
the verification method employed, limitations in environment simulation, and accuracy of
measureddata. Theproper applicationof marginsin systemand subsystemdesign provides
confidence that all production systemswill perform satisfactorily in the operational E
environments.

Requirement Guidance (A5.1): Margins are generallgpplicableto all environmentexternalto

the system,ncluding lightning (only indirect effects),inter-systemEMC, and EMP}o aspects of
intra-systemEMC associated witlany type of couplingto explosivecircuits; and with effects
causedyy RF transmissions.For Navy andArmy aircraft, marginsareappliedto otheraspects of
intra-systemEMC. Generally,marginsare not applicableto the section 5.2.powerlinetransient
requirement. Verification hasbeenlimited to analysisfor the other aspects where testing

impractical.

Marginsneedto be viewedfrom the properperspective. The use ofarginssimply recognizes
that thereis variability in manufacturingand thatrequirementverification hasuncertainties. The
margin ensures thaevery producedsystemwill meetrequirementsnot just the particularone
undergoinga selectedverification technique. Smaller marginsare appropriate fosituations
where production processes are under tighter cordratsre accurate antioroughverification
techniguesare used. Smallermarginsare also appropriaté many productionsystemsundergo
the sameverification processsincethe productionvariability issueis beingaddressed.Margins
arenot anincreasean the basicdefinedlevelsfor the variouslectromagnetienvironments. The
most common technique is to verify that electromagnetic and electrical stresses induced internal to
the systemby externalenvironmentsare belowequipmentstrengthby at least themargin. While
marginscan sometimesbe demonstratetly performing verification at a level in excessof the
defined requirement, the intent of the margin is not to increase the requirement.
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The 16.5 dBmargin specifiedfor safetyassurance for ordnanederivedfrom the criterion in
MIL-STD-1385 (supersedelly this document) that thenaximum allowable inducedlevel for
electrically initiated devices(EIDs) in requiredenvironmentsis 15% of the maximum no-fire
current. The ratio ofo-fire to allowablecurrentsin decibelsis 20 log (0.15)or - 16.5 dB. The
requiremenis expresseth decibelsso that therequirementan beappliedto ordnance designs
which do not use conventional hot bridgewire EIDs and whereno-fire current may be
meaninglessMIL-STD-1385 also indicated a 6 dB margin for ordnance vihere are consequences
other than safety.

Hot bridgewireEIDs with a one amp/ongatt MNFS are often useith ordnanceapplicationsto
helpin meetingsafetyrequirements.As analternativeto usinglargesamplesizesto demonstrate
that thestatisticalcriteria containedn the definition of MNFS (no more than 0.1%ring with a
confidencelevel of 95%) is met, the methods of MIL-1-23659 can be udeddefine a one
amp/one watt MNFS.

MNFS valuesfor ordnance areormally specifiedby manufacturerin terms such as DC currents
or energy. Margins are often demonstrated with respeot observedeffects (such as the
temperatureise of bridgewires)during the applicationof electromagnetienvironmentgelative
to effectsobservedby applying a stimuluslevel in the form underwhich the MNFSis defined
(such as DC currenevel relatedto the requirednargin). The spaceommunityhas electedo
use MNFSlevels determinedusing RF rather than DC. This approachis based onFranklin
Institute studies, such asportF-C2560. Outside of the spacemmunity,the use of DQevels
has provided successful results.

Margins are closely linked to both design and verification since the planned verification
methodology influencethe sizeof themarginand theresultingimpacton the required robustness
of the design. The specific margin assignedfor a particular design and environmentis an
engineering judgment. If the margin is too larttpenpenaltiesn weight andcostcan benflicted
on thedesign. If the marginis too small, then thelikelihood of a undesirablesystemresponse
becomes unacceptably high.

The size of the margin assignedis inversely proportional to the inherent accuracyof the
verification methodemployed. One method ofterifying lightning protectionis to exposean
operational aircraft to simulatedseverdightning encounter (most seveflasheswith worstcase
attachment points)With this relatively accurate method oferification, a smalleroverall margin
should be required. Another method wérifying lightning protectionis the use oflow-level
pulsed or continuous-wave(CW) testing with extrapolation afeasuredinduced levels on
electricalcablingto a full scalestrike. Thesdevelsare then eitheappliedto the cablesat the
systemlevel or comparedo laboratory data.This type of approach woultypically requirean
overallmarginof 6 dB. Similar marginsmay be appropriate for puranalysisapproachesvhich
produce results which have been shdoymprevious testingo be consistentlyconservativdor the
particular type of system being evaluated.

The least accurateerification methodis the use of aranalysiswhich hasnot beenpreviously
verified as yielding “accurate” results for theystemtype of interest. The terrfpreviously
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verified" in this casemeangthat theanalysisis based on accepteautinciples(such agreviously
documentedn E handbooks) but thparticularsystemconfigurationpresented focertification
hasnot beenpreviouslytestedto verify the accuracyof the analysis. For this case,marginsas
large as 30 dB are not unrealistic.

For most approachesjarginstypically fall in the range of 6o 20 dB. Forequipmenthatis not
classifiedas safety critical, missioncritical, or ordnance, itmay be desirableto use a reduced
(possibly zero) margin to conserve program resources.

Requirement Lessons LearnedA5.1): The use ofmarginsin verifying intra-systemeEMC

requirementamongsubsystemby testhasbeenattemptedn the past; howevethis practicehas
largely beenabandone@xcept forelectroexplosiveircuits. A basicdifficulty existedin the lack

of availabletechniquedo evaluatehow close &circuit is to beingupsetor degraded. With the

numerouscircuits on mostplatforms,it can be a@ormidabletaskto evaluateall circuits. One

techniguethat hasbeenusedis to identify the circuits throughanalysiswhich are potentially the

most susceptible. The intentional signal being transmitted across the electrical intedduead
in amplitudethe requirechumberof dB to decrease theelativelevel of the intentionalsignalto

whateverinterferencas present. However, thei@some controversin this type of testingsince

the receiving circuit does not see itsnormal operatinglevel. Margins for EIDs have been
commonly demonstratedusing techniquessuch as electro-opticdnfrared, current probes,
thermocouples, RF detectors, and temperature sensitive waxes.

Verification Rationale (A5.1): To obtainconfidencethat thesystemwill performeffectivelyin

the variousnvironmentsiarginsmust beverified. In additionto variability in systemhardware,

test and analysisinvolve uncertaintieswhich must be taken into accoumthen establishing

whether asystemhas met itglesignrequirements. Theseuncertaintiesnclude instrumentation
tolerances, measurement errors, and simulator deficiencies (such as inadequate spectral coverage).

Verification of marginsfor space anthunchvehiclesis essentiakincetheseitemsare costly and
must meet performance the first and only time. There are no on-orbit repairs.

Verification Guidance (A5.1): Some uncertainties,such assystemhardwarevariations or
instrumentation errorsnaybe known prioto the verificationeffort. Otheruncertaintiesnustbe
evaluatedat the time of atestor asinformation becomesavailableto substantiate aanalysis.
Marginsmust beconsiderecearlyin the program so that theyaybeincludedin the design. It is
apparent that bettererification techniquescan resultin leanerdesigns,since uncertaintiesare
smaller. Caution must bexercisedn establishingnarginsso that thepossiblelack of reliable or
accurate verification techniques does not unduly burden the design.

During an E test, the contributionto uncertaintiesrom the testare eithererrorsor variations.

The errors fall into categories oimeasurementextrapolation(simulation), and repeatability.
Variationsare causedby variousissuessuch assystemorientation with respedb the incident

field, polarizationof theincidentfield, anddifferent systemconfigurationgsuch as power on/off,

refuel, ground alert). Thecontributionsof errors and variations are combined for margin
determination. They can be directly added; howeverathpsoachwill tendto produce aroverly
conservative answer. The more common approach is to combine them using the root-sum-square.
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Verification Lessons Learned(A5.1): An example of margin demonstration useduring
verification of lightning indirect effectsandelectromagnetipulseprotectionis the demonstration
that theelectricalcurrentlevelsinducedin systemelectricalcablesby the particularenvironment
are lessthan the demonstrateshuipmenthardnessat leastby the margin. This verification is
generallyaccomplishedy a combinationof tests andanalyses. The equipmenthardnesdevel is
generally demonstratedn the laboratoryduring testing in accordance with MIL-STD-462.
Testing can also be performediondividual equipmenitemsat the system-level. There are some
concerns withinducedtransientwaveformsdeterminedat the system-levebeing different than
those usedduring equipment-leveltesting. Analysis techniquesare available for waveform
comparisonsuch as norm attributes. Tdsthniquesare availableto inject measuredcurrent
waveforms into electrical cables at amplified levels during a system-level test.

A5.2 Intra-system electromagnetic compatibility (EMC). The system shall be
electromagnetically compatible within itself such that system operational performance
requirements are met. Compliance shall be verified by system-level test, analysis, or a
combination thereof.

Requirement Rationale (A5.2): It is essentialwithin a systemthat the subsystemsand
equipmentbe capableof providing full performancen conjunctionwith other subsystemsand
equipmentwhich are requiredo operateconcurrently. EMI generatedy a subsystenor other
subsystems and equipment must not degrade the overall system effectiveness.

Electromagneticompatibility amongantenna-connecteslibsystemgtermed RFcompatibility on
some programs$ anessentiaklementof systemperformance.Inability of anantenna-connected
subsystento properly receive intentional signals can significantly affect mission effectiveness.
Achieving compatibility requirescareful, strategicplanning for the placementof receiverand
transmitter antennas on the system and on the interoperability of the subsystems

Requirement Guidance(A5.2): Intra-systemEMC is the mostbasicelementof E® concerns.
The variousequipmentindsubsystemare designedand integratedo coexist ando provide the
operationalperformancerequiredby the user. Howevelarying degrees ofunctionality are

necessarydependingupon the operationalequirementsof individual items during particular

missions. Certainequipmentmay not needto be exercisedat the time of operation of other
equipment. For this situation,intra-systemcompatibility requirementsio not necessarilyapply.

The procuring activity and system user should be consultedto determine the required
functionality. An exampleof thesecircumstancess that it is unlikely that an aircraftnstrument
landing systemneedsto be compatiblewith a radiating electronicwarfare jamming subsystem
during precisionapproaches. However, they neede compatibleduring otheroperationssuch

as when BIT is exercised.

Requirement Lessons LearnedA5.2): Whenappropriate controls arenplementedn system
design,such ashardeningEMI requirement®n subsystemandequipmentandgood grounding

and bonding practices, there are relatively few intra-system EMC problems found. Most problems
that are foundnvolve antenna-connectetlansmitters andeceivers. Receiverperformancenas
beendegradedy broadbandhermalnoise,harmonicsand spuriousutputscoupled antenna-to-
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antennafrom transmitters. Microprocessor clotlarmonicsradiatingfrom systemcabling and
degradingreceivershave beenanothercommonproblem. Electromagnetidields radiatedfrom
onboardantennashave affecteda variety of subsystemsn platforms. Typical non-antenna-
related problems have been transients cougabte-to-cablérom unsuppresseitiductivedevices
and powerfrequenciescouplinginto audiointerphoneand videosignallines. Problemsdue to
cable-to-cablecoupling of steadystatenoiseand direct conduction of transienit steady state
noise are usually identified and resolved early in the development of a system.

Generation of broadband EMI ahips from electrical arcing has beena commonsource of
degradation ointenna-connectagceiversand must be controlled. Sources of #neing have
beenbrushnoisefrom electricalmachineryandinducedvoltages and currents betweetallic
itemsfrom antennaransmissions.Intermittentcontactof the metallicitemsdueto wind or ship
motion is a contributor. MIL-STD-1605 provides guidance on controlling and locating sources of
broadband EMI.

An effective softwaretool for antenna-to-antenr@upling analysison aircraftavailablethrough
the Joint Spectrum CentsrAAPG (Antennainter-AntennaPropagation wittGraphics). AAPG
modelsthe aircraft with acombinationof cylinders or truncatedcylinders and flat platesto
estimateisolationbetweenantennass afunction of free-spacdoss andshadingby the fuselage
and wings. Isolation in conjunction with the other parametersallows a first estimate of
interferencdevelsbetweensubsystems.AAPG considersall signalsas continuous; the program
doesnot account for theeffects of pulsedRF. Also, blanking is not consideredin AAPG.
Limitations of any analysis program must beconsideredwhen using the resultsto draw
conclusions.

A common problem in systems occurs when the system uses both ECM/(electronic
countermeasures) and radaguipmentoperatingat overlappingfrequencies. The following
measuresmay be helpful to provide RF compatibility between these types aslbsystems:
blanking, pulsetagging, utilization of coherentprocessingdeadtime, bandsplitting, and digital
feature extraction. A blankingatrix is commonlyusedto depict therelationshipoetween source
and victim pairs.

A relatively new technique to attenuate an interfering signal at a receiver is frequency cancellation.
This techniquesamplesthe interfering signal separatefrom the receiver'santenna,performsa

phase inversion, aratlds the resutb the overallreceivedsignal. Thus, thanterferingsignalcan

be reducedubstantiallyleavingthe desiredreceivedsignal essentiallyunaffected. The hardware

to perform this action is complex and expensive.

Verification Rationale (A5.2): Verification of intra-system electromagneticcompatibility
through testingsupportedoy analysisis the mostbasicelementof demonstratinghat =5 design
efforts have been successful.

Verification of RF compatibility by testis essentiato ensure an adequatkesignwhich is free
from the degradation causdyy antenna-to-antenna coupl@terference. Prior analysisand
equipment-levetesting aranecessaryo assess potentiploblemsandto allow sufficienttime for
fixing subsystem problems.
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Verification Guidance (A5.2): Although analysisis an essentialpart of the early stages of
designingor modifying a system testingis the only truly accurateway of knowing that adesign
meetsintra-systemEMC requirements.An anechoiacchambelis usuallyrequired forsystem-level
testingto minimize reflectionsand ambientinterferencethat can degrade thaccuracyof the

testing and to evaluate modes of operation that are reserved for war or are classified.

The following list providesguidanceon issueswhich shouldbe addressed fantra-systemEMC
testing:

a. Potentialinterferencesource versugictim pairs should be systematicallyevaluatedby
exercisingthe subsystemaand equipmentonboard thesystemthrough their various modes and
functionswhile monitoringthe remainingitemsfor degradation. Both one source verswscim
and multiple sources versus a victim conditions need to be considered.

b. A frequency selection plan should be developed for exercising antenna-connected
transmitters and receivers. This plan should include:

1). Predicableinteractions between transmitters anekceiverssuch as transmitter
harmonicsjntermodulationproducts,other spurious responses (suchimsgefrequencies)and
cross modulation. The acceptability of certain types of responses will be system dependent.

2). Evaluationof transmitters anteceiversacross their entire operatifrgquencyrange,
including emergency frequencies.

3). Evaluationof electromagnetidnterferenceemissionand susceptibility issueswith
individual subsystems.

c. Margins should be demonstrated for explosive subsystems and other relevant subsystems.

d. Operationalfield evaluationof systemresponses founth the laboratoryenvironment
shouldbe performed (such dgyht testing of an aircrato assess responses fouhdingtesting
on the ground).

e. Testingshouldbe conductedh an area where thelectromagnetienvironmentdoes not
affectthe validity of thetestresults. The most troublesome aspect ofeth@ronments usually
dense utilization of the frequency spectrum, which can hamper effaslitatethe performance
of antenna-connectaéceiverswith respecto noiseemissionf otherequipmeninstalledin the
system.

f. Testingshouldinclude all relevantexternal systemhardware such as weaporssores,
provisioned equipment (items installed in the system by the user), and support equipment.

g. It should be verified that any exterredéctricalpower used fosystemoperationconforms
with the power quality standard of the system.
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Operationaltesting of systemsoften begins before athorough intra-systemelectromagnetic
compatibility testis performed. Also, theystemused forinitial testingis rarely in a production
configuration. The systemtypically will containtestinstrumentatiorandwill be lacking some
productionelectronics. This testing musinclude the exercisingand evaluationof all functions
that canaffectsafety. It is essentiathat aircraftsafety-of-flighttesting be donéo satisfy safety
concerns prior to first flight and any flight thereafter where major elecargilectronicchanges
are introduced.

A commonissuein intra-systemEMC verification is the use ofinstrumentatiorduring the test.
The mostcommon approachis to monitor subsystemperformancethrough visual and aural
displays and outputs. It is usually undesirable to modify cablingl@atronicdo monitorsignals
to assessubsystenperformancesincethesemodificationsmay changesubsystenmresponses and
introduce additional coupling paths. However, there are some areas whnsteumentationis
important. Demonstration ofmargins for critical areas normally requires some type of
monitoring. For example, EIDs require monitoring for assessment of margins.

Someantenna-connectadceiverssuch asirborneinstrumentandingsystemsandidentification
of friend or foe, require a baseline input signal (set at required performance leve&gjrimlation
to be effectively evaluated. Otheequipmentwhich transmitsenergyand evaluateshe return
signal, such as radarsr radar altimeters,need an actuabr simulatedreturn signal to be
thoroughly assessed for potential effects.

The needo evaluateantenna-connecte@ceiversacross their operating rangsesmportant for
properassessmentlt hasbeencommonin the pastto check a fewchannelsof a receiverand
concludethat there was nmterference. This practice wasot unreasonablén the pastwhen
much of the potentiainterferencewas broadbandh nature, such as brusioise from motors.
However, with thewaveformsassociated with modereircuitry such as microprocessolocks
and powersupply choppers, thegreatestchancefor problemsis for narrowband spectral
components of thessgnalsto interferewith thereceivers. Therefore, iis commonpracticeto
monitor all antenna-connecteautputswith spectrumanalysisequipmentduring an intra-system
electromagneticcompatibility test. Analysis of receivedlevels is necessarnto determinethe
potential for degradation of a particular receiver.

Outputcharacteristicef spread spectrum transmitters presandguetechnicalissueswvhich need
to be addressed to achieve EMC.

RF compatibility between antenna-connectedeceivers is an element of intra-system
electromagneticompatibilityand demonstration @bmpliancewith thatrequiremenneedgo be
integrated with these efforts. Any blanking techniques required for EMC should be included.

Verification Lessons Learned (A5.2): Performancedegradation ofantenna-connected
communicationreceiverscannot beeffectively assessetly simply listeningto openchannelsas
has been done commonly in the past. Squelch r@sbfterbeenused as theriteriafor failure.
There are number of problems with this technique.
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The most common receiver degradationbeing experiencedis from microprocessor clock
harmonicsradiating from cabling. Thesesignals are narrowband andtable in frequency.

Consideringa receiverdesignedo receiveamplitudemodulated (AM)signals,there areseveral

responses thahay be observed adiscussedelow. Similar analysisis applicableto othertype

receivers.

If an intentionalsignalabove thesquelchis present, the type of degradatisrdependent on the
location of the interfering signal with respect to the carrier. If the interfering signal is witn
hundred hertz of the carrier, timeain effect will probably be achangein the automaticyain
control (AGC) level of the receiver. If the interfering signalis far enoughfrom the carrierto
compete with thesidebandenergy,much more serious degradation caocur. This condition
givesthe bestexampleof why squelchbreakis not an adequatéailure criterion. AM receivers
are typically evaluatedfor required performanceusing a 30%-AM, 1-kHz tonewhich is
considered to have the same intelligibility for a listener as typical 80%-AM voice modulation. The
total powerin the sidebandss approximatelyl3 dB below thdevel of the carrier. Receiver
specificationsalso typically require 10 dB(signal plus noise)-to-noise ratiogluring sensitivity
demonstrations. Therefore, for mterfering signalwhich competes with theidebandsot to
interfere with receiver performance, it must be approxim&lgB below the carrierAn impact
of this conclusionis that aninterfering signal which is well below squelchbreak can cause
significant range degradatioin a receiver. If squelchbreak represents thiue sensitivity
required fommissionperformancean interferingsignaljust belowsquelchbreak can cause over a
90% loss in potential range.

If no intentionalsignalis present and thens insignificantAM on the clockharmonic,the main
resultis a quieting of the receiveraudiooutputdueto AGC action. To an observerthis effect
might actuallyappearto be animprovementn receiverperformance. If some AMis present at
audiopassbandrequenciesa signalwill be apparent thas dependent on the depth of tAd/;
however, the degree oéceiverdegradation cannot leffectively assessedinceit is maskedby
the AGC.

Two acceptablemethods ofassessinglegradation are apparent. A 30% Adignal can be
radiatedat eachchannelof interestat aninducedlevel at the receiverwhich correspondgo the
minimum requiredperformance. Changesn intelligibility can beassesse@ith and without the
interferencepresent. Also, théevel of the signalsource can beariedand the resultargffects
evaluated. Du¢o the largenumberof channelson manyreceivers(UHF receivers(225 - 400
MHz) typically have 7000 channels)this techniquemay often not be practical. An increasingly
popular approachs to monitor antenna-inducedignal levels with a spectrumanalyzer. A
preamplifieris usuallynecessaryo improvethe noisefigure of the analyzerand obtain adequate
sensitivity. The receivedlevels can then besasily assessedor potentialreceiverdegradation.
This techniquehasbeenfoundto bevery effective. Use of a spectruranalyzeris alsohelpful for
RF compatibility assessment.

Other than for EIDsmarginassessmerig practicalin severalareas. Marginscan beassessetbr
antenna-connectegkceiversusing the spectrumanalyzertechniquedescribedabove. Another
area wherenarginevaluationis practicalis potential degradation cubsystemslueto electrical
cable coupling from electromagnetic fields generatedn-boardantenna-connectadansmitters.
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Intra-systemcompatibility problemsdue to communicationtransmitters particularly HF (2-30
MHz), arefairly common. Theinducedlevelspresenin critical interfacecablescan bemeasured
and comparedo demonstratechardnesdevels from laboratory testingn the samemanneras
described in the appendix under section 5.3 for inter-system EMC.

System-levetestingshouldbe afinal demonstration that REompatibility hasbeenobtained.It
should not be a starting point to identify areas requitkeg. Previousanalysisandbenchtesting
should resolve compatibility questions beforehand.

Active signalcancellationtechniquegpresent aisky approachto EMC andshouldbe rigorously
testedbeforebeingimplemented. This approachis mostsensitiveto signal phaseerror and may
actuallyworsen arinterferenceproblemby injecting phasenoiseresultingfrom a changingmulti-
path situation (due to aircraft stores load, release, and so forth).

A5.2.1 Hull generated intermodulationinterference (IMI). For surface ship applications,

the above requirement is considered to be wietnthe 19th product order and highef IMI
generated by High Frequency (HF) transmitters installed onboard ship are not detectable by
antenna-connected receivers onboard ship. Compliance shall be verified by test, analysis, or a
combination thereof, through measuremehteceived levels at system antennas and evaluation

of the potential of these levels to degrade receivers.

Requirement Rationale (A5.2.1): In general,control of IMI in systemsis coveredby the

languageof section 5.2requiring intra-systemelectromagneticcompatibility.  Because of
difficulty on ships with limiting IMI produced by HF transmitters,only higher order
intermodulatiorproductsmust be controlletb permiteffectiveuse of the spectrum. Issugih

lower order products are addressed through frequency management.

Requirement Guidance(A5.2.1): The largenumberof HF transmittersputput power of the
transmitters, and constructiomaterialsandtechniquesised orshipsmakethe presence of IMI a
reality. Electromagnetidields from HF transmissionsnducecurrentflow in the shipshull. The
various currentgrom different transmittersmix in non-linearitieswithin the hull (termed the
“rusty bolteffect”) to producesignalsat sumanddifferencefrequenciesof the fundamentabnd
harmonicfrequencief theincidentsignals(F3 = £ n1F1 = n2F2 + ...; m, n2, ... are integers).
The order of the IMI is the sum of the n terms. Thenixing of a fundamentalwith a fourth
harmonic produces a fifth order IMI.

Requirement Lessons LearnedA5.2.1): Experiencehas shown thatontrolling 19thorderand
higher IMI provides frequencymanagemenpersonnelwith sufficient flexibility to effectively
manage the spectrum.

Verification Rationale (A5.2.1): Test and associateahalysisare theonly effective meansto
verify IMI requirements.

Verification Guidance (A5.2.1): Guidanceon evaluatingIMI is availablethrough theShip
EMC ImprovementProgram (SEMCIP}echnicalassistancenetwork. Accessto the database
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can be obtainedy contacting theNaval Surface Warfare Center, Code J54Dahlgren, VA
(Commercial phone 540-653-8021, military phone DSN 249-8021).

Verification Lessons Learned(A5.2.1): Testing,supportedby analysis,has proverto be an
effective tool in evaluating IMI.

A5.2.2 Shipboard internal electromagnetic environment (EME). For ship applications,
electric fields (peak V/m-rmggelowdeck from intentional onboard transmitters shall not exceed
the following levels:

a. Surface ships.
(1). Metallic: 10 V/m from 10 kHz to 18 GHz.

(2). Non-metallic: 10 V/m from 10 kHz to 2 MHz, 50 V/m
from 2 MHz to 1 GHz, and 10 V/m from 1 GHz to 18 GHz.

b. Submarines. 5 V/m from 10 kHz to 1 GHz.

Compliance shall be verified by test electric fields generatetielow deck with all antennas
(above and below decks) radiating.

Requirement Rationale (A5.2.2): Specific controls must beimposed to limit internal
electromagnetic fieldfor shipapplicationgo ensure that theariety of electronicequipmenused
onboard ships will be able to function with limited risk of performancedegradation. This
approach is partially due to the methodology by which equipment is installed on ships. For system
applicationsother than ships, it is generallythe responsibilityof the systemintegratorto ensure

that fields internalto the systemare controlledo levelsconsistent withmmunity characteristics

of installed equipment.

Requirement Guidance(A5.2.2): Many types ofelectronicequipmeniare used ohipswhich

have not been designed to be useltigherlevel electricfield environment. Most predominanin

this groupare NDI andcommercialitems. Therefore, the EME must be controlledprovide a
level of assurance that the equipment will operate properly.

Requirement Lessons LearnedA5.2.2): Compatibility problemshavebeenexperiencedvith
electronic equipment due to inadequate control of field coupling below deck.

Verification Rationale (A5.2.2): Testingis the only reliable methodto determinethe coupled
EME to a reasonable level of certainty.

Verification Guidance (A5.2.2): Testing needdo be performed withfrequency selective
receivers(spectrumanalyzeror EMI receiver)and appropriat@ntennassuch as those useal
Test Method RE102 of MIL-STD-462BroadbandmnidirectionalE-field sensors, such as those
usedin Test Method RS103 of MIL-STD-462D, can be usedearch for areas digherfields.
Sincethesedevicesare broadband, thayill detectthe resultanE-field from all sources present
within the bandpass of the device. The dominant source of the reading may not be odligmus.
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sincethesedevicesdo not use the peak detectidunction presenin spectrumanalyzersand EMI
receivers, indicated levels may be well below actual peak levels, particularly for pulsed fields.

Verification Lessons Learned(A5.2.2): Measurementsf the electricfields below deckis the
only means of verifying compliance with the internal EME requirements.

A5.2.3 Powerline transients. For Navy aircraft and Army aircraft applications, electrical
transients of less than 50 microseconds in duration shall not exceed +50 percent or -150 percent
of the nominal DC voltage or +50 perceof the nominal AC line-to-neutral rms voltage.
Compliance shall be verified by test.

Requirement Rationale(A5.2.3): Electricaltransientievels producedby utilization equipment
on prime power busseseedto be maintainedbelow levelsrequired to protectotherequipment
from potential upset or damage.

Requirement Guidance(A5.2.3): Powerquality standards, such as MIL-STD-704 faircraft
and MIL-STD-1399 forships, control the supply voltage for utilization equipmentwithin
specified limits. The voltageis maintainedat a monitoring location termed the “point of
regulation(POR)” with allocationfor allowablevoltage dropseyondthe PORto the input of
utilization equipment. MIL-STD-704 does not include provisions for the cootitohnsientdess
than 50microsecond# duration. Also, MIL-STD-461D no longémcludesa transienemission
requirement. Each equipment using power needsritrol transientgo levelsthatwill not cause
upset or damage to other power usdrge requiremengppliesfrom the base of the transient on
the normal power waveform to the peak of the transient.

Transientrequirementdor applicationsother than Navy aircraft andArmy aircraft areeither

coveredby other types of controlrequirementsor are consideredto be unnecessary. For

exampleship requirementsare addressei MIL-STD-1399, Section 300. ThAir Force does
not imposethe aboveequiremenfor aircraft because thdyavenot experiencegroblemsfrom

direct conduction of fastdéransientdbetweernsubsystemsver the power buses aosdnsiderthe

imposedlevelsto be muchtoo severe forAir Forceapplications. Powerinterfacesfor avionics
are typically quite robust and standardlectromagneticinterference requirementsimpose
significantimmunity levelson avionics. The only direct conductiorproblemsthe Air Forcehas
experienced on power busses is with longer-term, power surges.

Requirement Lessons LearnedA5.2.3): Powerlinetransientshavecausedunresettableipsets

to the primary attitude referencesystemof a Navy fighter aircraft degradingweapons control
functions and requiring mission abort.

Aircraft problems have occurred onAir Force aircraftfrom coupling of transientsfrom
unsuppressed inductive devices onto signal interface lines. Howdarevetransientevelson

the power buses argvestigated,the levels present are oftennsignificant. The general
observation has been that voltage levels on the power waveform near an unsuppressed source may
be high, but awayfrom the source and on the power Iside of the switchingdevice,the levels

are much lower.

41



MIL-STD-464
APPENDIX

Verification Rationale (A5.2.3): Testingis the only viable approachto determineactual
transient levels.

Verification Guidance (A5.2.3): Powerlinetransientsshouldbe measuredn each powebus
during power-on and power-offsequencing,mode switching of equipment,and powerbus
switching. Thesemeasurementshouldbe performedht a the powerdistributionpoint. Dueto
the high frequencyimpedanceeffectsand otherlosseson the power busneasurementsf any
significant transientsthat are detectedshould be repeated as cloge the other utilization
equipment as possible to determine if the level at the equipment exceeds the limits.

Verification Lessons Learned (A5.2.3) Not applicable.

A5.2.4 Multipaction. For space applications, equipment and subsystems shall beoffree
multipaction effects. Compliance shall be verified by test and analysis.

Requirement Rationale(A5.2.4): It is essentiathat RF transmittingequipmentandsignalsnot
be degradetby the action oimultipaction. It is essentiathat multipactionnot resultin spurious
signals that interfere with receivers.

Requirement Guidance(A5.2.4): Multipaction is an RFeffect that happensstrictly in a high
vacuum. An RF field accelerates free electronssultingin collisions with surfacescreating
secondaryelectrons. These are acceleratedulting in more electrondeading to a major
dischargeand possibleequipmentdamage. Theuiding document formultipaction analysisis
NASA TR 32-1500.

Requirement Lessons LearnedA5.2.4): Connectors,cables,and antennashave all been
involvedin multipactionincidents. Sometimesthe applicationof insulatorson antenna®r a vent
in connectorss sufficient to limit multipactionor damage. In some cases, transmitiggal
strength has been severely impactbtultipactionin RF amplifier circuitry hasbeenimplicatedin

semiconductor and insulator degradation.

Verification Rationale (A5.2.4): Multipactionis a resonanphenomenonn the dimensionsof
frequencyand power. An increasein power may well reduce theprobability of multipaction.
Analysisis absolutelynecessaryo determinehow marginis shown. Sincemultipactioncan show
flaws in machining and dielectrics that no other test will indicate, testing also must be performed.

Verification Guidance (A5.2.4): All component®&xperiencingRF levelsin excessof 5V need
to be testedfor multipaction. The test equipmentmust provide adequate power amansient
levelsto showmarginwith respecto the operatingtate. VSWR measurementgrovide a crude
method of detectingnultipaction; however, itis betterto detectfree electron®r changesn
harmonic emissions.

Verification Lessons Learned(A5.2.4): For multipactionto occur, seed electrons muse
present. In space, these electrons are provigeadiation. Some testt sealevel haveshown
no multipactionon componentsyhile severemultipactionoccurredin orbit. It is vital that a
source of radiation or electrons be provitedet an accurateest. Someclaimthat somanetals
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like aluminum are self seeding. However, since the effect is strongly dependent orsurface
treatment, aluminum should not be depended upon to be self seeding.

A5.3 Inter-system EMC. The system shall be electromagnetically compatible with its defined
externalEME such that its system operational performance requirements are met. For systems
capableof shipboard operation, Table IA shall be used. For space and launch vehicle systems
applications, Table IB shall be used. For ground systems, Table IC shall be used. For all other
applications andif the procuring activity has not defined tleME, Table ID shall be used.
Inter-system EMC covers compatibility with, but is not limited to, EME’s from like platforms
(such as aircraft in formatiorilying, ship with escort ships and shelter-to-shelter in ground
systems), friendly emitters and hostile emitters. Compliance shall be verified by system,
subsystem, and equipment level tests; analysis; or a combination thereof.

TABLE IA. External EME for systems capable of shipboard operations (including topside
equipment and aircraft operating from ships) and ordnance

Frequency Environment
(Hz) (V/m - rms)
Peak Average
10k-150M 200 200
150M-225M 3,120 270
225M-400M 2,830 240
400M-700M 4,000 750
700M-790M 3,500 240
790M-1000M 3,500 610
1G-2G 5,670 1,000
2G-2.7G 21,270 850
2.7G-3.6G 27,460 1,230
3.6G-4G 21,270 850
4G-5.4G 15,000 610
5.4G-5.9G 15,000 1,230
5.9G-6G 15,000 610
6G-7.9G 12,650 670
7.9G-8G 12,650 810
8G-14G 21,270 1,270
14G-18G 21,270 614
18G-40G 5,000 750
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TABLE 1B. External EME for space and launch vehicle systems

Frequency Environment
(Hz2) (V/m - rms)
Peak Average
10k-100M 20 20
100M-1G 100 100
1G-10G 200 200
10G-40G 20 20

TABLE IC. External EME for ground systems

Frequency Environment
(Hz2) (V/m - rms)
Peak Average
10k-2M 25 25
2M-250M 50 50
250M-1G 1500 50
1G-10G 2500 50
10G-40G 1500 50

TABLE ID. Baseline external EME for all other applications

Frequency Environment
(Hz2) (V/Im - rms)
Peak Average
10k-100k 50 50
100k-500k 60 60
500k-2M 70 70
2M-30M 200 200
30M-100M 30 30
100M-200M 150 33
200M-400M 70 70
400M-700M 4020 935
700M-1000M 1700 170
1G-2G 5000 990
2G-4G 6680 840
4G-6G 6850 310
6G-8G 3600 670
8G-12G 3500 1270
12G-18G 3500 360
18G-40G 2100 750
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Requirement Rationale (A5.3): The threat presentedy RF emitters around the world
becomingincreasinglymorehostile. Increasednulti-nationalmilitary operationsproliferation of
both friendlyandhostileweaponsystemsand theexpandedise of the spectrumorldwide have
resultedin operational EMEsot previously encountered. It is thereforeessentialthat these
environmentsbe defined and usedto establishthe inter-systemEMC design requirements.
Documents such as MIL-HDBK-23lst various land-basedship-basedairborne, and battle-
force emitters and associatedvironments. The electromagnetidields from these emitters,
which may illuminate systemsarevery high and can degradg/stemperformancef they are not
properly addressed.

Operational problems resulting from the adverse effects of electromagnetic energy on ordnance
systems are well documented. Problems include premature detonation, component failure, and
unreliable built-in-test indications. These problems underscore the importance of designing ordnance
systems that are compatible with their intended operational EME.

Joint serviceoperations further increase the potential for safety and reliability problems if the system is
exposedo operational EMEs different from those for which they were designed. For example, Army
systemsif designedor compatibility with a single (land) EMEay be adversely affected by exposure

to a Navy shipboard (joint operations) environment.

Table 1A represents a maximum composite of Navy mainbeam, Army aviation land-based, and world-
wide civilian aircraft certification EMBevels. MIL-HDBK-235 was used to a large extent to develop
this table.

TableIB wasderivedfrom an analysisof emitters nealaunchsites and potentialumination of
space vehicles in orbit.

TablelC describeghe minimum baselineEME for groundsystems. The EMEvaluesfor Table
IC were derived from a groundscenarioassumingcertain separationlistancesfrom various
classe®f emitters. Dips in the EME were smootheanlut so asnotto imply alevel of fidelity that
does not really exist and to simplify testing.

The SAE AE-4Rsubcommitteeand the EuropeaarganizationEUROCAE Working Group 33
developedthe environmentsf Table ID as criteria for worldwide certification of civil aircraft.
Theincreasinguse offull authorityflight andenginecontrolsin aircraftdemandsonsideratiorof
these threat$o ensuresafety. Theseenvironmentsare quite severe and represent the absolute
minimum that militaryaircraft must meetThis EME envelopehasbeenverified by examiningthe
databases foaccuracyand by taking measurementsf field strength throughflight tests at
selected sites. Thavil airline communityrefersto this EME as thehigh intensity radiatedfields
(HIRF) environment.This environmenis beingimposedn thisdocument as eeasonablelefault
baseline for all military systems. Tailoring of the environmentfor particular systemsis
encouraged.

The FAA will be publishingan advisorycircularand a HIRF usersanualwhich will be helpful
for designing to this environment. At publication time, these documents were not available.
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Assumptiondor the calculationof the TableID EME environmentare asollows. Thesedetails
are provided as aexampleto demonstrate thenany parameters that can hmnsideredin
developing a particular environment and to help in interpreting the environment.

a. All single transmitters and those in restricted air space are excluded.

b. Main beam illumination by transmitting antenna is assumed.

c. Maximum main beam gain of a transmitter antenna is used.

d. Modulation of a transmittesignal is not consideredexcept that a dutgycle is usedto
calculate the average power for pulsed transmitters.

e. Constructive groundeflectionsof high frequency (HF) signals- that is, direct and
reflected waves - are assumed to be in phase.

f. Non-cumulativefield strengthis calculated.Simultaneousllumination by more than one
antenna is not considered.

g. Near-field corrections for the aperture and phased-array antennas are used.

h. Field strengths are calculat@dminimumdistancesvhich are dependent on location of the
transmitter and aircraft. The minimum distances are defined as follows.

(1) Airport environment
(@) 250 feetslant range, forfixed transmitterswithin a 5-nautical-mileboundary
around therunway with the exceptionof airport surveillanceradar and airoute surveillance

radar. For these two radar types a 500-foot slant range is used.

(b) 500 feetslantrange, forfixed transmittersbeyonda 5-nautical-mileboundary
around the runway.

(c) 50 feet fomobile emitters,includingthose onothercommercialaircraft, and 150
feet for airborne weather radar.

(2) Air-to-air environment.
(a) 500 feet for non-interceptor aircraft with all transmitters operational.
(b) 100 feet for interceptor aircraft with only non-hostile transmitters operational.
(c) Airborne warning and control aircraft are excluded

(3) Ship-to-air environment.
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A 2.4% gradients used for the aircraftight path, clearingthe antennaby 300 feet. Theshipis
assumedo be 2.5nauticalmiles from the end of theunway. Slant ranges computedusing
maximum elevation angle. Where maximum elevation angle is not available, 45 degrees is used.

(4) Ground environments, including airport transmitters, while aircratft is in flight.

Aircraft areassumedo be at a minimumflight altitude of 500 feet anavoidingall obstructions,
includingtransmittershy 500 feet. Slant range calculatedfor the maximumelevationanglefor
the transmitter antenna. If maximum elevation angle is not available, 90 degrees is assumed.

I. Field strength for each frequency band is the maximum for all transmitters within that band.

j. Peak and average.

(1) Peakfield strengthis based on thenaximumauthorized power of the transmitter and
maximum antenna gain less system losses (estimated at 3 dB if not known).

(2) Averagefield strength is based on the averageputpower,whichis the productof
the maximumpeakoutputpower of the transmitter andaximumduty cycle. Duty cycleis the
product of pulse width and pulse repetition frequency,q ¥ VpeaX (duty cycle}’z. Thisapplies
to pulsedsystemsnly. The average power foron-pulsedsignalsis the sameas the peak power
(that is, no modulation present).

k. For transmitterg specialuse airspacdields are calculatedat the perimeterof the special
use airspace.

Army aviation systemswhich are capableof shipboardoperations are requiretb meet the
shipboardoperations EME ofTable IA. Army aviation systemswhich are not capable of

shipboardoperations are requirédd meet thedefault EME of TableID. For Army systemshe

actual operationalelectromagnetic environment is highly dependent uponoperational
requirementandshouldbe definedby the procuringactivity. The EME of theséablesprovide a
starting point for aranalysisto develop the actuaxternalradiatedfield environmentbased on
the system's operationaquirements.The actualevelsfor mostArmy groundequipmentwill be

somewheren between theminimum baseline(Table IC) and theshipboardoperations EME
(TablelA). However, itis possible,dueto specialoperationakequirement®or restrictions, for
the actuakenvironmento be higheror lower than these EMEalues. Thereis no substitute for
well thought out criteria for a system based on its operational requirements.

An relevant aspect ofenvironmentdefinition is the developmentof both modulation and
polarizationrequirementsin orderto fully describethe peak and averadields over theentire
frequency range. These requirements need to be based on the operational modufagndly,

hostile, and civilian systems. For instance,amplitude modulation(AM) may causesubstantial
interferenceat low field levels,whereas continuous wave (C\&)significantly higherlevelsmay
not causeanyinterference. This type ofdifferencecan holdtrue for frequencymodulation(FM)

and pulse modulation (PM), as well as variations in polarization (vertical, horizontal, and
circular).
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Requirement Guidance (A5.3): The EME in which military systemsand equipmentmust
operate is created by a multitude of sources. The contribution of each emitter may be dascribed
terms of itsindividual characteristicsncluding: power level, modulation,frequency,bandwidth,
antennagain (mainbeamandsidelobe) antennascanningand so forth. Theseharacteristicare
importantin determiningthe potentialimpacton systemdesign. A high-poweredemitter may
illuminate the systemfor only a very shorttime dueto its search patteror may operateat a
frequency where effects are minimized.

Antenna-connecterkceiversare not generallyexpectedo operatewithout degradation for EME
levelsincludedin the tablewhich areat or near the tunedrequencyof the receiver.Channelized
receivers should have sufficient selectivity to reject ambient RF energy that is within the receiver’s
tunable range but not at or near the desired channel of operation. Insufficient selectivity can result in
saturation of the front end and undesirable processing of unwanted signals. In all cases, the receiver
needs to be protected against burn-out.

The externalEME must bedeterminedor eachsystem. When consideringthe externalEMESs
(flight deck, airborne, desetbattlefieldand so forth), thdollowing areasshouldbe includedin
the evaluation.

a. Missionrequirements.Theparticubr emitterdo which the systemwill be exposed depend
upon itsintendeduse. MIL-HDBK-235 providesnformation on the characteristicoof many
friendly and hostile transmitters.

b. Appropriate standoff distance from each emitter. MIL-HDBK-235 typicglcifiesfields
50 feetfrom the emitter. Fields at the distancethat the systemwill passby the transmitting
antenna need to be determined.

c. Thenumberof sites and where they are located. Pphabability of intercept foreach
emitter and the dwell time should be calculated.

d. If applicable, high power microwave and ultra-wideband emitters should be included.

e. Operationaperformanceequirementgoptions ofsurvivableonly, degradecperformance
acceptable, or full performance required).

Requirement Lessons LearnedA5.3): Without specific designand verification requirements,
problemscausedby the external EME typically are not discovereduntil the systembecomes
operational. By the time interferenceis identified, the systemcan bewell into the production
phase of the program, amtiangeswill be expensive. In the past, the EME generatbg the
system'sonboard RFsubsystemgelectronicwarfare, radarscommunicationsand navigation)
produced thecontrolling environmentfor many systems. From aprobability of exposure, these
items still play a critical role. However, withexternaltransmitter powetevelsincreasing,the
external transmitters can drive the overall system environment.
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Issues withinter-systenEMC havebecomemorevisible dueto morejoint operations among the
military servicesandunforeseeruses ofsystems. For example,some aircraft and weapons that
were not originally intended for shipboard use have been deployed onboard ships.

A complication with modern systems is thge of exotic types of structuralaterials. Theclassic
systemis madeof aluminum,titanium, or steelstructures. Moderntechnologyand the neetio
develophigherperformancesystemsare providing alternativesusingcomposites such as carbon-
epoxy andkevlar structure. Metals can providgood shieldingagainstthe EME and protection
for electronic circuits. Electrically conductive compositestypically provide system shielding
comparableto metal at higher frequencies(approximately 100 MHz); however,at lower
frequenciegheydo not perform aswvell. Somestructureis madeof non-conductivecomposites
such as kevlar which provide no shielding, unless they are treated with appropriate finishes.

High-poweredshipboardradarshave causednterferenceto satelliteterminalslocated on other
ships,resultingin loss of lock on thesatelliteand completalisruptionof communication. The
interferencalisablesthe satelliteterminalfor up to 15 minutes,which is the time requiredto re-
establishthe satellitelink. Standoffdistancef up 20nauticalmiles betweenshipsare required
to avoid the problem.

A weapon system suffered severeinterferencedue to insufficient channel selectivity in the

receiver'sfront end. Energy originating from electronicwarfare systemsand anothemearby
“sister” channelized
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Aircrews have reported severe interference to communications with and among flight deck crew
members. UHF emissions in the flight deck environment caused interference severe enough that
crews could not hear each other for aircrew coordination. This problem poses a serious hazard to
personnel with the potential for damage to, or loss of, the aircraft and aircrew during carrier flight
deck operations.

Verification Rationale (A5.3): There aremanydifferentRF environmentghat asystemwill be
exposedo duringits lifespan. Many threatswill be seeronly infrequently. Normal operational
testing of asystemmay expose itto only a limited numberof threats. Dedicated testing and
analysis are required to verify the system capability in all RF environments it may see.

Verification Guidance (A5.3): Inter-systenEMC testingshouldbe performed under laboratory
conditionswhere thesystemundertestand thesimulatedenvironmentare controlled.Undesired
systemresponsesnay require arelectromagneticulnerability (EMV) analysisto determinethe
impactof the laboratory observeslisceptibilityon systemoperationalperformance. Only under
unusualcircumstancess systemverification accomplishedr systemsusceptibilitiesnvestigated
by operational testingn the actualexternalEME. Thereis much less control on variable
conditions fewer systemfunctionscangenerallybe exercisedandexpensesan bemuchgreater.
The results of the EM\analysisand operational testing guide tpessibleneed forsystem
modification, additional analysis or testing.

System-levelesting of largeplatformssuch as aircraft, tanks, astips,are usuallydonein an

open areaestsite. Thesystem’sinter-systemenvironmentis evaluatedto determine: which
frequenciesare of interestfrom the possibleemittersto be encounterethy the systemwhen
deployed, optimum coupling frequenciesto the system, potential system EMV frequencies,
available simulators,and authorizedest frequenciesthat can be radiated. Based on these
considerationsnd otheruniquefactorsto the systemor program, dinite list of testemittersis

derived. For each test emitter the system is illuminated and evaluated for susceptibilities. The test
emittersmay be swept withfixed frequencystepsor may dwell at selectedrequencies. For air
delivered ordnance, system-level testing should include: preflight, captive-carry, and free-flight
configurations.

Ideally, the entiresystemshould be illuminated uniformly at full threat for the mostredible
demonstration ohardness. However, at most frequenciestest equipmentdoes not exist to
accomplistthis task. Establishedesttechniquesire based on tha@zeof the systemcomparedo
the wavelengthof test frequency. At frequencieswhere thesystemis small comparedto the
wavelengthof the illumination frequency(normally below 30 MHz), itis necessaryo illuminate
the entire system uniformly or to radiate 8ystemsuch that appropriatelectromagnetistresses
are developedwithin the system. Where whole systemillumination is not practical, various
aspects of theystem’smajor physicaldimensionsshouldbe illuminatedto couple the radiated
field to the systemstructure. At frequenciegnormally above 400 MHz) where thaze of the
systemis large comparetb the wavelengthJocalized(spot)illumination is adequatd¢o evaluate
potential responsdyy illuminating specificaperturescablesandsubsystems30to 400 MHzis a
transition region from one concepto the other where eithertechniguemay be appropriate,
dependent upon the system and the environment simulator.
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Typically, for a newsystem4 to 6 positionsare used for lovirequencyilluminationand 12to 36
positions are used forspot illumination at higher frequencies. The emitters are radiated
sequentiallyin both vertical and horizontal polarization. Circular and crosspolarization are
usually not practicaltestradiators. For amxisting systemwhich is undergoingretesting after
installationof a newsubsystem? positionsare normally used for lowfrequenciesand 2to 4
positions for high frequencies.

For the situation where thexternalenvironmenexceedsll availablesimulatorsor it is necessary
to achievewhole systemillumination, the method ofbulk current testingmay be used. The
systemcan belluminatedfrom a distanceto obtain neauniform illumination but at a low levels.
The inducedcurrent on thecable bundlesfrom the uniform externalfield is measured. The
induced current levels are thenscaledto full current level based on thesystem’s external
environment. These extrapolateldvels are comparedo electromagnetiénterferencedata on
individual subsystemandequipment. If sufficientdatain not available,cablescan bedriven at
requiredlevelson-board thesystemto evaluatethe performanceof the system. The cabledrive
technique has been applied up to 400 MHz.

The systemduring an inter-systemEMC testis evaluatedas avictim of interferencefrom the
environment. Modes of subsystems agdipmenshouldinclude:built-in test(BIT), operational
proceduregommonto the testemitterenvironment(for example carrier deck operationgerses
airborne weapons release for an aircraft), and backup modes.

Pre-flight inter-system testing of air delivered ordnance is conducted to ensure that the system can
successfully perform those pre-flight operations required during service use. Operations such as
aircraft initiated BIT and mission or target data up-loading and down-loading are performed while
exposing the weapon to the test EME.

Captive-carry inter-systetastingof air deliveredordnances conductedo verify weapon survivability
following exposure to the main beam operational EMEs. Since this test simulates the weapon passing
through the radar’'s main beam during takeoff and landing of the host platform, the weapon should be
operated as specified for those flight conditions - typically standby or off. The duration of weapon
exposure to the EMEs from the main beam should be based on normal operational considerations.
Verification of system survivability may, in many cases, be made utilizing the weapon BIT function.
However, if this is not possible, verification utilizing an appropriate system test set is required.

Free-flight testing of ordnance is performed utilizingraert,instrumented weapon whichsuspended

in a noise free environment (anechoic chamber) simulating free space. A mode-stirred chamber is
frequently employed as a means of rapidly identifying EME induced susceptibilities. Since the RF entry
points and aspect angles associated with specific susceptibilities cannot be determined in the mode-
stirred chamber, use of the anechoic chamber is subsequently required. The free-flight test program
consists of evaluating weapon performance during the launch, cruise, and terminal phases of flight,
while exposed to friendly and hostile EMES.

The formal verification test of a systemfor inter-systemEMC usually comes latein system
development. A systemsuch as an aircraft often undergomgensive developmentand
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A5.4 Lightning. The system shall meet its operational performance requirements for both
direct and indirect effect®f lightning. Ordnance shall meet its operational performance
requirements after experiencing a near strike in an exposed condition and a direct strike in a
stored condition. Ordnance shall remain safe during and after experiencing a direct strike in an
exposed condition. Figure 1 shall be used for the direct effects lightning environment. Figure 2
and TablellA shall be used for the indirect effects lightning environment from a direct strike.
TablellB shall be used for the near lightning strike environment. Compliance shall be verified

by system, subsystem, equipment, and component (such as structural coupons and radomes) level
tests, analysis, or a combination thereof.
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FIGURE 1. Lightning direct effects environment
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FIGURE 2. Lightning indirect effects environment
TABLE IIA. Lightning indirect effects waveform parameters
Current Description i(t) =1, (€™ - €™ tistime in seconds (s)
Component
l, (Amperes), o (s?) B (s
A Severe stroke 218,810 11,354 647,265
B Intermediate current 11,300 700 2,000
C Continuing current 400 for 0.5 s| Not applicable| Not applicablg
D Restrike 109,405 22,708 1,294,530
D/2 Multiple stroke 54,703 22,708 1,294,530
H Multiple burst 10,572 187,191 19,105,100

(cloud-to-ground)

TABLE IIB. Electromagnetic fields from near strike lightning

Magnetic Field Rate of Change @ 10 metefs

2.2x10 A/m/s

Electric Field Rate of Change @ 10 meters

6.8x13* V/m/s
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Requirement Rationale(A5.4): Thereis no doubt thatlightning is hazardous fosystemsand
that systemamustinclude provisionsfor lightning protection. Thereis no knowntechnologyto
prevent lightning strikes from occurring; however, lightning effects can be minimized with
appropriate design techniques.

Lightning effectson systemscan bedivided into direct(physical)andindirect (electromagnetic)
effects. The physical effects of lightning are theburning and erodingplasting,and structural
deformationcausedby lightning, aswell as thehigh pressure shock waves anthgneticforces
producedby the associatedhigh currents. Theindirect effects are thoseresulting from the

electromagnetifields associated withghtning and theinteractionof theseelectromagnetidields

with equipmentin the system. Hazardouseffectscan be producedy lightning that does not
directly contact system structure (nearby strikes). In some cases, botphysical and

electromagnetieffects may occur to the samecomponent. An examplewould be alightning

striketo anantennawhich physicallydamageshe antennaand also sendfamagingvoltages into
the transmitteor receiverconnectedo that antenna. DOT/FAA/CT-89/2 an excellentsource
of lightning characteristics and design guidance.

An additionalreason forrequiring protectionis potential effects on personnel. For example,
seriouselectricalshockmaybe causetby currents and voltages conducted mechanicatontrol
cablesor wiring leadingto the cockpit of an aircrafirom control surfacesor other hardware
struckby lightning. This effectcan be quite hazardoushigh performanceaircraft, particularly
under the thunderstorms conditions during which lightning strikes generally occur.

Shock can also bhaducedon flight crews undedielectriccovers such asanopiedy the intense
thunderstormelectric fields. One of the most troublesonedfects is flash blindness,which
invariably occursto a flight crew memberlooking out of the aircraftin the direction of the
lightning and may persist for 30 seconds or more.

Requirement Guidance(A5.4): The directeffectsenvironmentis describedn Figurel. The
indirect effectsenvironmentis describedn TablelIA and Figure 2. In TablellA, the indirect
effects environment is defined by specifying parameteesdoubleexponentialvaveform(except
for component Cwhich is a rectangular pulse) for the varioelectrical current components.
Figure2 represents modelof the properties dightning eventswhich includea seriesof strokes
of significantcurrent spaced ovdmme (multiple stroke) and many individual strokesof lower
current moreclosely spaced and groupdd bursts overtime (multiple burst). This modelis
intendedto be associatednly with potential upset oélectronicsthroughindirect effectsandis
not intendedto addresgphysicaldamagdssues. Figure Al identifiesimportantcharacteristicef
the doubleexponentialwaveformand wavefrontwhich are listed in Table Al for each of the
indirect effects current components. The direct effects envirorim@ativedfrom paragraph 3.0
of SAE Report “Lightning Test Waveforms and Techniquesfor AerospaceVehicles and
Hardware.” Theindirect effects environmentis derived from Appendix Ill of SAE AE4L
Committee Report AE4L-87-3.
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TABLE Al. Lightning indirect effects waveform characteristics

Current

nds

Peak Action Decay | Timeto | Timeto | Timeto | Rateof | Peak rate
compo- | current | Integral | to 50% | 10% 90% Peak rise of rise
nent t=0+
kA) | (A%S) | (us) | (us) | (us) | (us) | (Als) | (Als)
A 200 2.0x10 69 0.15 3.0 6.4 1.0x10 | 1.4x107
@0.5us
B Produces average current of 2 kA over a 5 millisecond period
C Defined as rectangular waveform for analysis purposes of 400 A for 500 milliseco,
D 100 | 0.25x10 | 345 0.08 1.5 3.18 | 1.0xid | 1.4x10°
@ 0.254s
D/2 50 6.25x10 | 345 0.08 1.5 3.18 | 0.5xid | 0.7x10"
@ 0.254s
H 10 N/A 40 | 0.0053| 0.11 0.24 N/A 2.0x10

For spacesystemsthe launchfacility is expectedo provide protection for the space aladnch
vehicles from alirectlightning strike. The space amaunchvehiclesthemselvegsrenot normally
requiredto survivea direct strike. Indireaffectsrequirementgor the space ankdunchvehicles
apply forelectromagnetifields ata 100 meteor greater distance. Thsystemshouldbe capable
of detecting any loss in operational performance before launch caused by a lightning strike.

CURRENT
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Decayto 50 %
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WAVEFORM
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FIGURE Al. Lightning indirect effects waveform parameters

Table 11B is a special case applied to ordnance for a ndightying strike. Thendirectlightning
requirementspecifiedin TablellA and Figure2 are associated with tleéectricalproperties of a
direct attachment olightning. Ordnanceis not generallyrequiredto function after a direct
attachmentn the exposecdondition. However, it mustsurvive the electromagneticoupling
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effects of a near strike aslefinedin Table IIB. Ordnanceis requiredto survive a direct
attachment to the container where the ordnance is stored.

As nearbylightning gets closerto an object, theeffects approach those associated with the
definitions for direct or indirect lightning. The peak field intensity of extremely close lightning can
reach 3X10 V/im. For any system hardenedagainstthe defined indirect effects lightning
requirementprotectionagainstnearbylightning is included. Many ground systemscan accept
some risk that theystemoperateonly after a moderatéghtning strike at a reasonablelistance.

For example,a requirementfor equipmentin a tactical shelterto survive a 90th percentile
lightning strike at 50m may represent aeasonableisk criteria for that shelter. This type of
requirementvould resultin a high level of generallightning protectionat a reduceddesignand

test cost.

The direct andindirect effects environments,while describingthe same threat, are defined

differently to account for their use. The diregffectsenvironmenis orientedtowardsupporting

availabletest methodologyto assess thability of hardwareto protectagainstthe threat. The

indirect effects environmentis more slanted toward supporting analysis. While these

environmentswere developedfor aircraft applications,they should represent areasonable
environmentdefinition for other systems. Some recenmeasurementef naturallightning have

indicated that spectral content of some strikat higher frequencies may be greater than
represented by the defined lightning models. For small systems, there could banw@ment
of coupling due to exciting of resonances

The SAE AE-4Llightning subcommitteehas a cooperative effottnderwaywith EUROCAE

Working Group 31 to developcommondocumentation that can serve @@n-Governmental
standards formposinglightning designand verification requirements. Therewill be a total of
three documents: 1)lightning environmentdefinition, 2) lightning test methods, and 3)
lightning zoning of aircraft. When these documentdecome available, the international

environmentdefinition shouldreplacethe environmentdefinition presentlyin this standard. The
test methods document can be used Verification under section 5.4 and the aircraéining

document can be used in the design process for lightning protection of aircraft.

While all airborne systemsmust beprotectedagainstthe effects of a lightning strike, not all
systemgequire thesamelevel of protection. For example anair-launchedmissilemay only need
to be protected to the extent necessary to prevent damage to the carrier aircraft.

Direct effectsprotection onall-metalaircraft haseengenerallylimited to protection of thefuel
system,antennasand radomes.Most of the aircraft lost du¢o lightning strikeshavebeenthe
result offuel tank arcingandexplosion. Otherlosseshavebeencausedy indirect effectsarcing
in electricalwiring in fuel tanks. As aircraft arbuilt with nonmetallicstructures protection of
the fuel systembecomesmuch more difficult and stricter attentioto detailsis required. In
general,somemetal will haveto be put back intononmetallicstructuresto provide adequate
lightning protection. FAA Advisory Circular AC 20-53 and its usersnanual provide
requirements for protection of aircraft fuel systems.
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In aircraft, lightning protectionagainstindirect effectshasbecomemuch more important du¢o

theincreasedise ofelectricallyandelectronicallycontrolledflight andenginesystems. Also, the
nonmetallicskins that arebeing used on aircrafto save weight providéess shieldingto the

electromagnetidields associated witlightning strikes. FAA Advisory Circular AC 20-136 and
its users manual provide indirect effects protection information.

If these documents awdnsideredor use, the hazarterminologyand variousndirect effects
transientsrequirementsused by the civil air community needto be reviewed regardingtheir
applicability to particular military procurements.

Specific protectionmeasuredor groundfacilities are highly dependent on the types pifiysical
structuresandequipmeninvolved. Devicessuch adightning rods,arrestorsground gridsn the
pavementand moisture content of tremil all influencethe protection provided. Thguidance
providedin MIL-E-4158, MIL-STD-1542, MIL- HDBK-454, and NFPA 780 addressifterent
design approaches to reduce lightning effects on equipment.

Requirement Lessons Learne@A5.4): A lightning striketo an aircrafis describecasfollows.
As an aircrafflies through arelectricfield betweertwo charge centers, it diverts acdmpresses
adjacenequipotentialines. Thehighestelectricfields will occuratthe aircraftextremitieswhere
the lines are mostgreatly compressed. If the aircraft interceptsaturally-occurringlightning
flash, the on-comingstep leadewill intensify the electric field and induce streamerdrom the
aircraftextremities. One of these streamendll meet the nearestranchof the advancingstep
leaderforming a continuous sparkrom the cloud charge centéo the aircraft. Theaircraft
becomegpart of the path of the leader on weay to a reservoir of oppositeolarity charge,
elsewheran the samecloud (intra-cloud strike)in another cloud (inter-cloud strikedr on the
ground (cloud-to-ground strike). In many cases, the aircraft triggers the lightning event.

High peak currents occur after the stepped leaderpleteghe path between charge centers and
forms the returnstroke. These peak currents afypically 30 - 40 kA; howeverhigher peak
currents are encountered with peak currents in excess &”200The currentn the returnstroke

rises rapidly with typical values of 10-20 kA/microsecondand rarevalues exceeding100
kA/microsecond. Typically, the current decays to half its peak amplitude in 20-40 microseconds.

The lightning return stroke transportsa few coulombs (C) of charge. Higher levels are
transportedn the following two phasesof the flash. The first is an intermediatephasewith
currents of a few thousarmmperedor a few millisecondswhich transfers about 20 C. The
seconds a continuingcurrent phase with currents on theler of 200-400ampsflowing for 0.1
to 1 second, which transfers about 200 C.

Typical lightning eventsinclude severalhigh current strokesfollowing the first return stroke.
These occuat intervalsof severalmillisecondsasdifferentpocketsin the cloud feed their charge
into thelightning channel. The peakamplitudeof the restrikess about onehalf of theinitial high
current peak.

The effects of lightning can causeghysical damageto personneland equipment. In one of
numerous documentdahtning incidences lightning appearedo enter aNavy aircraft nose,
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travel down the right side, and exit mp of the rightverticaltail. The pilotsufferedfrom flash
blindnessfor 10-15 seconds. Upoaregaininghis vision, the pilot noticedall cockpit electrical
power was gone. After another 15 secondsdiapsedall cockpit electricalpower returned on
its own, with no cockpit indications of any equipment malfunction.

In another casdightning attachedo the nosepitot tube,inducingtransientshat damagedll 28
volt DC systems. The pilot, disoriented,broke out of a cloudbank at 2000 feet above the
ground,at 600 knots and a 45 degrdese. Nearly all cockpitinstrumentswere dysfunctional-
compass, gyrohorizon, and so forth. sécondaryeffect occurred but wasot uncovered for
severalmonths. Thdightning current path that carried the direaffectslightning currentdid
what it was supposetb do, but the path wasot inspectedon landing. Over 800man-hours
wereexpendedo correctelectrical(28 volt DC) problemsbut no effort went intanspectingfor
direct effectsdamageto ensure thdightning protectionsystemwas intact. Theigid coaxfrom
the front of the radomto the bulkheadhad elongated anakarlytorn awayfrom its attachment
point at the bulkheaddueto magneticforcesinvolved. This damagereduced theffectivenes®f
the designedightning protection. Anothersecondaryeffectwas themagnetizatiorof all ferrous
material which caused severe compass errors. The entire aircraft had to be degaussed.

Verification Rationale (A5.4): Verification of lightning requirementss essentiato demonstrate
that the design protects the system from the lightning threat environment.

Verification Guidance (A5.4): Thereis no single approachto verifying the design. A well-
structuredtest programsupportedby analysisis generallynecessary. SAE AE4L Committee
ReportAE4L-87-3 containsinformationon theelementghat are accepted #sadingto proof of
design. Thesesameelementscan be used foother electromagneticeffects areas such as
electromagnetic pulse and the external EME.

During developmenbf ansystemdesign,numerousievelopmentests andanalysesare normally
conducted to sort out the optimum desidimese tests amahalysexan beconsideregartof the
verification process, but they must Ipeoperly documented. Documenletails shouldinclude
hardware definition, waveforms, instrumentation, and pass-fail criteria.

Flight testing of aircraft often occurs pritw verification of lightning protectiondesign. Under
this circumstancethe flight test program mustinclude restrictionsto prohibit flight within a
specifieddistancerom thunderstormsysually 25 miles. Lightning flashessometimesccurlarge
distancedrom the thunderstorm clouds and can occutajan hour after the storm appeaos
have left the area. Large pockets of chargerearainthat can bealischargedy an aircraftflying

between oppositely charged pockets.

Verification Lessons Learned(A5.4): The naturally occurring lightning eventis a complex
phenomenon.Thewaveformspresentedh this standard are thichnicalcommunity'sbest effort
at simulating the naturalenvironmentfor design and verification purposes. Use of these
waveformsdoesnot necessarilyguarantee that thdesignis adequatevhen naturallightning is
encountered. Onexampleis an aircraft nose radome that Hightning protectioninstalledand
verified by testing. Whenthe aircraftis struck, naturalightning often punctures the radome.
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Subsequent testing hbsenunableto duplicatethe failure. This resultis mostlikely causecdby
our inability to duplicate the naturally occurring lightning event.

The use ofnon-metallic(composite)materialsfor parts such a$uel tanks and aircraftvings
introduces the need fgpecifictests forsparkingandarcingin thesemembers. A testin the wet
wing of an aircraftdentified streameringandarcing from fastener ends. The tests resulied
new process by the manufacturer to coat each fastener tip with an insulating cover.

A5.5 Electromagnetic pulse (EMP). The system shall meet its operational performance
requirements after being subjected to the EMP environméinan EMP environment is not
defined by the procuring activity, Figure 3 shall be used. This requirement is not applicable
unlessotherwisespecified by the procuring activity. Compliance shall be verified by system,
subsystem, and equipment level tests, analysis, or a combination thereof.
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FIGURE 3. Default free-field EMP environment

Requirement Rationale (A5.5): High-altitude EMP (HEMP) is generatedby a nuclearburst
above the atmosphewehich produces coverage over large areasiamelevantto manymilitary

systems. The entirecontinentalUS area can be exposed with a few burkigure3 providesan

unclassified version of the free-field threat developedby the International Electrotechnical
Commission(IEC). MIL-STD-2169, aclassifieddocument, providedetaileddescriptionof the

threatwaveforms. In anuclearwar, it is probablethat mostmilitary systemswill be exposedo

EMP.

Requirement Guidance(A5.5): EMP protectionshouldbe implementedfor selectednilitary
systems. Many systemsdo not havea specificneed expressead their operationatequirements
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for the EMPenvironment. In theseinstancesEMP requirementshouldnot be imposed,since
protection and verification can merely add unnecessary acquisition costs.

The electromagneti¢EM) fields near thesurfaceof the ground that resuftom a high altitude
nuclearburst are shown oRigure A2. Thefirst part, often denoted E1 (promgammasignal),
andspecifiedin greaterdetailin Figure3 is generatedy the motion of Compton electronsade
by prompt gammasfrom the burst. This mechanismdominatesout to about amicrosecond.
Between 1 and 10Microsecondsthe fields generatedy previouslyscatteredyammasare most
important. This effectis denoted E2¢scattereddammasignal). Both the prompt and scattered
gamma signals are usually representeplasewaves, with th@pproximatanagnitudeshownin
Figure A2. Between 1 and 1fillisecondsthe dominantelectric fields are generatedby the
gammasarisingfrom the inelasticcollision of high energyneutrons with ainuclei,and theeffect
is denoted E2b (neutrogammasignal). Mechanismdor the generation of HEMIh this time
regime are strongly influencedby the presence of the ground, and thagnitudeof the E2b
vertical electricfield is shownin FigureA2. Finally, attimeson theorderof a secondo 100's of
seconds, the motion the geomagnetidield of ionizedheated weapodebrisand entrappedir
induces electric fields in thground. This effectis known asmagnetohydrodynamigiHD) EMP
or E3. The portion of E3vhich couplesstronglyto systemss the horizontalcomponent of the
electric field which is shown in Figure A2.
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FIGURE A2. EMP environment (E1, E2, and E3)

The promptgammaHEMP (E1) couplesvell to local antennasequipmentin buildings (through
apertures),and to short and longconductivelines. E1 containsstrong in-band signals for
couplingto MF, HF, VHF and some UHF radios. The mostmmonprotection againstthe
effectsof E1is accomplishedisingelectromagnetishieldingfilters, and surge arresters. [Ean
temporarily or permanently disrupt the operatiofix@d, mobile,and transportable ground-based
systemsaircraft, missiles,surfaceships,and electronicequipmentand components. Thus, E1
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effectsmust beconsideredn protectingessentiallyall terrestrialmilitary systemsand equipment
that must be capable of operating in a high-altitude nuclear EMP environment.

The scattered gamma HEMP (E2a) couples well to long condlickggverticalantennaowers,
and aircraft withtrailing wire antennas. Dominantfrequenciesare in the LF and VLF range.
Protection against E2a is accomplished using EM filters and surge arresters.

The neutronnelasticgammaHEMP (E2b) couplesvell to long overhead anlduried conductive
lines andto extended VLF and LEntennan submarines. DominantfrequenciesoverlapAC
power and audio spectrums making filtering difficult.

MagnetohydrodynamidHEMP (E3) coupleswell to power and longcommunicationslines
including underseecables. Low frequencycontent (subHertz) makesshielding and isolation
difficult. Magnetic storm experiencendicatessignificant probability of commercialpower and
land line disruption.

El is the mostcommonportion of the EMPwaveformwhich is imposedon systemsand is
thereforeincludedin the main body ofthis standard agigure3. For systemapplicationsthat
need to address the E2 and E3 portions of the threat, MIL-STD-2169 should be consulted.

The requirementwording addressesneeting operational performance requirements“after”

exposurgo the EMPenvironment. This wordingis a recognitionthat at the instantof the EMP
event, theelectrical transientspresentwithin the systemmay be causingsome disruption of

performance.Immediatelyafter the evenbr within somespecifiedtime frame (driven by system
operational performance requirements), the system must function properly.

MIL-STD-188-125 prescribesminimum performancerequirementsfor low-risk protection of
ground-basedommandgcontrol, communicationscomputer, andhtelligence(C*l) facilities from
mission-impactingdamageand upsetfrom the HEMP threatenvironmentsas definedin MIL-
STD-2169. MIL-STD-188-125 also addressasnimum testingrequirementgor demonstrating
that prescribedperformancehas beenachievedand for verifying that the installed protection
subsystenprovides theoperationallyrequiredhardnesgor the completedacility. The standard
mayalso be used fasthertypes of ground-basddcilities that requireéhardening. MIL-HDBK-
423 contains guidance on implementing the requirements of MIL-STD-188-125.

AFWL-TR-85-113 providesguidanceon design considerationsvhich addresselectromagnetic
pulse concerns for aircraft.

While ionizing radiation is not within the scope othis document, some spacsehicleshave
performancerequirementsiuring exposureto the ionizing radiation environmentsof a nuclear
anti-satelliteweapon. In those cases, the spasfgicle needso be designedo operatethrough
and survive the effects. Specific requirements should be placed in relevant contracts.

Requirement Lessons LearnedA5.5): EMP poses a threainly to electricaland electronic
equipmentin systems. There are no structuralamagemechanismshowever, EMPinduced
arcing of insulatorson antennasystemscan permanentlydamagethe insulator, disabling the
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antenna. The EM®aveformresultsin a broadband transieexcitationof the system. Transient
currents aranducedto flow at the natural resonandeequenciesof the system. Currentsmay
flow into internal portions of thesystemthrough direct conduction oelectrical wiring or
mechanicabssembliesvhich penetrateexternalstructure. The magneticfields producedby the
large external currentsmay couple voltages and currents intdring internal to the system
through any available apertures.

Ground-basedmilitary systemstypically specify the HEMP environmenteven when other
components of thauclearenvironmentare not specified. This threatis an electromagnetidield
at ground level resulting from a high altitude burst.Hardeningagainstground-burstnuclear
radiation environmentsis often not cost effective because a burst near enoughproduce a
radiation and electromagnetic threat is also close enough for the blast to disable the facility.

The mostcommonly observedeffect from EMP is systemupset. Burnout ofelectronicshas
occurredlessfrequently. However, aslectronicchip sizescontinueto decreasgsub-micron),
the amount oktnergyrequired for burnouwvill reduce, andlesigneramustinsurethat adequate
interfaceprotectionis present. Upsets can rangem merenuisanceeffects,such adlickers on
displays and clicks iheadsetso complete lockups dfystems.Upsetswhich changethe stateof
a system can be either temporary (resettable) or permanent. Some upseirchseesatimost
instantaneouslyt the time a switch is activatedwhile others, such ageloadingof software,may
take minutes. With the introduction ofsafety critical functions controlled by electronicsin
systems, potential effects from upsets can be life-threatening.

Verification Rationale (A5.5): For systemswith an EMPrequirementyerificationis necessary
to demonstrate thamplementedmeasureprovide requiregrotection. Both analysisand test
are usually essential in verifying system performance.

Verification Guidance (A5.5): Analysisis the starting point foinitial systemdesignand for
hardeningallocations. Developmentests aregenerallyconductedto clarify analysispredictions
aswell asto determinethe optimum designs. Theseanalysesand tests ar@art of the overall
design verification.

For many systemsthe cost of EMP verification is a major driver. Therefore, the procuring
activity shoulddecidewhat level of verificationis consistent with the risk that they awvéling to
take.

The following are elementsof an iterative process fordesigningand verifying protection of a
system’s electrical and electronic equipment against the effects of EMP.

a. EMPcouplinganalysis A couplinganalysisis necessaryo determinethe EMPfree-field
coupling into the system. Existing coupling data onsimilar systemdesignsshould be used
whenevelpossible. This analysisprovides arestimateof the voltages and currents generatgd
the EMPat eachinterfaceof eachmission-criticalequipmentand can be usdd establishstress
levels to be included in electromagneticinterference (EMI) requirementsimposed on the
equipment. Requirement$CS115, CS116, and RS105 of MIL-STD-461D providbaaisfor
appropriate requirements for equipment.
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b. Identificationof relevantsubsystems Subsystemsndequipmenthat may be affectedby
EMP, and whos@roperoperationis critical or essentiato the operation of theystemmustbe
identified. The equipment locations within the system need to be determined.

c. Equipmentstrengthdetermination Theinherenthardnesof equipmentwithout specific
EMI susceptibilityrequirementseedsto be determined. These resultsogetherwith existing
EMI requirement®n equipmentestablisha lower bound on the upset addmagehresholdsor
each mission critical equipment.

d. Specificationcompliancedemonstration Verification that thesystemmeets EMPdesign
requirementss accomplishedby demonstratinghat the actual transietevels appearingat the
equipmeninterfacesdo not exceed thdardnesdevelsof the individual equipmentor subsystem
and that the requiredesignmarginshavebeenmet. Verification shouldbe accomplishedy a
combination of test and analysis.

MIL-STD-188-125 containsverification test methods fordemonstratinghat C'l ground-based
facilities meet HEMPrequirements. The test methodsdescribe coupling of threat-relatable
transientausingpulsecurrentinjectionto penetratingconductorsat injection points outside of the
facility’s electromagneticshielding barrier. Residualinternal responses are measured, and the
operation ofmissioncritical subsystemss monitored for upsebr damage. The standard also
contains shielding effectivenessand CW illumination test procedures usedo measurethe
performance of the facility shield.

Verification Lessons Learned(A5.5): Nuclear testingduring the 1960’sconfirmedthat the
effects of nuclear EMP are significant well beyond the detonation site.

The choiceof verificationmethodss somewhat dependent uponcertaintiesassociated with the
available methods. Verification schemeshat are oriented moreoward analysiswill usually
introduce much larger uncertaintiesthan test. Therefore, the requiretharginsthat mustbe
demonstrated will bthatmuchgreater. Also, analysigs not capableof anticipatingdesignflaws.
For example,larger-than-anticipatedurrentlevels resultedduring an aircraftsystem-leveltest
due to metallic lines which had not been desigonegroperelectricalbondingenteringa shielded
volume. In another casderminal protectiondevicesdid not operatedueto the lowimpedance
presentin the circuit which they weredesignedto protect,and as a resulhigh currentlevels
appearedn a shieldedvolume. Uncertaintiesn analysiscan be reducely selectivetesting of
sections of the system.

Protectionrmeasureselatedto structural componenthouldbe evaluatedor performanceluring
assemblyto verify that they meetequirementssinstalledin the system. After assemblyaccess
to some component®ay not be practical. Passinga testin the laboratory doesot necessarily
meanthat requirementswill be satisfiedin the actualassembly. Many times the final design
containsmaterials surfacesor fastenersvhich aredifferentfrom the laboratorynodel. Also, the
complexgeometry of dinal systemdesignmay be sodifferent from that which was modeledin
the laboratory that the electromagnetic behavior is substantially altered.
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There are aumberof waysto obtainsystem-leveexcitationfor purposes such agiality control

or hardeningevaluation. Low-level CW illumination of the systemor of individual componentss

relatively easyand can oftemevealan oversightn systemassemblyor a deficiencyin the design
of a hardeningelement. For aircraft,single point excitation (electrical connectionof a signal
sourceto a physicalpoint on theexternalstructureof the system)can be done (even a hanger)
and can similarly reveal any obvious problems in the airframe shielding.

Tests of structuradlesignandhardeningneasureshouldbe done agarlyin the assemblyof the
system as possible and should continue throughout the gesicgss. Iproblemsare uncovered
during theinitial assemblythe correctioris usuallystraightforward. Howeveif the deficiencies
are not found until the systemis completed, the result can bevery expensiveretrofit program.
Analysis, laboratory testing, and system-level testing with low-level signaispogtantelements
of compliance. However, asystem-leveltest of a functioning systemusing a high-level EMP
simulator is a high confidence method of demonstrating compliance.

A5.6 Subsystems and equipment electromagnetic interference (EMIndividual subsystems

and equipment shall meet interference control requirements (such as the conducted emissions,
radiated emissions, conducted susceptibility, and radiated susceptibility requiremhévlis-
STD-461) so that the overall system complies with all applicable requireofethis standard.
Compliance shall be verified by tests that are consistent with the individual requirement (such as
testing to MIL-STD-462 to verify MIL-STD-461 requirements).

Requirement Rationale(A5.6): EMI (emissionand susceptibility)characteristicof individual
equipmentsand subsystemsnust be controlledo obtain ahigh degree of assurance that these
items will function in their intended installations without unintentional electromagnetic
interactionswith other equipmentssubsystemspr externalenvironments. The electromagnetic
environmentwithin a systemis complex and extremely variable dependingupon thevarious
operating modes andequenciesof the on-boardequipment. Also, systemconfigurationsare
continuouslychangingas newor upgradedequipments installed. Equipmentdevelopedon one
platform may be used onother platforms. MIL-STD-461 and MIL-STD-462 provide a
standardizedset of interferencecontrol andtest requirementsvhich form a commonbasisfor
assessing the EMI characteristics of equipment.

Some of theprimary factorsdriving the need for controls are the presencserfsitiveantenna-
connectedeceiverswhich respondto interferencegeneratedvithin their tuning ranges, and the
environmentsproducedby on-board andexternal transmitters lightning, and electromagnetic
pulse.

Requirement Guidance (A5.6): The particular EMI requirements on individual itenesedto be
specifiedbased orsystemdesignconcepts relatedo transferfunctions betweenenvironments
external to thevehicleandinstallationlocations,jsolationconsiderationsvith respecto otheron-
boardequipmentand operationatharacteristic®f other equipment. MIL-STD-461 and MIL-
STD-462 aretri-service coordinated documentsvhich standardizeEMI design and test
requirements.Theserequirementshouldbe used as baseline. Appropriaterequirementgor a
particularapplicationmay also be obtainettom commercialspecificationssuch as RTCA DO-
160 or other industry standards. DO-16@ontainsa variety of limits which the equipment
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manufacturercan choose as @ualification level for his equipment. Care needs$o be takento

ensure that an appropriate limit is used for a particular applicdtloiquerequirementsnayalso

be specifiedas necessary. For example,additional requirementsmay be necessaryor reasons
such aslightning protection of systemsusing compositestructureor spectrumcompatibility.

Section 5.6.1 providesdditionalguidancefor the developmenbf tailored EMIrequirementgor

NDI and commercial items.

EMI requirementsare separated inttwo areas,interferenceemissionsfrom the subsystermand
susceptibility (sometimegeferredto asimmunity) to externalinfluences. Each of these areas
haveconducted and radiated controlslost emissionrequirementsre frequencydomainrelated
and data are taken with spectaablysisequipmentcurrent probes for conductedeasurements,
andantennagor radiatedmeasurementsSusceptibilityrequirementsare usuallydefinedin terms
of conducteddrive voltages and currents fdransientsand modulatedsinusoidsto evaluate
power andsignal interfacesand electromagnetidield levelsfor radiatedsignals. Susceptibility
measurementare performed with avide variety of signal sources, poweamplifiers, injection
devices, and antennas.

Electromagnetic coupling considerations for wiring and cable for spatlaunchvehiclescanbe
found in MIL-W-83575.

Requirement Lessons LearnedA5.6): The limits specifiedin MIL-STD-461 areempirically
derived levels to cover mostconfigurationsand environments;however, theymay not be
sufficient to guarantee systesompatibility. Tailoring needgo be consideredor the peculiarities
of the intendedinstallation. The limits havea provenrecord of success demonstratég the
relatively low incidenceof problemsat the system-level. Thereis usually reluctanceto relax
requirementsincesystemconfigurationsare constantlychangingandsubsystems/equipmerdse
often usedn installationswhere they wereaot originally intendedo be used.Measurementef a
particular environmentare usually not availableand actualevels would be expectedo vary
substantially with changes of physical location on the system and with changes in configuration

Pastexperiencehas shown thagquipmentcompliancewith its EMI requirementsassures &igh
degree ofconfidenceof achievingsystem-levelcompatibility. Non-conformanceo the EMI
requirement®ften leadsto systemproblems. The greater th@oncompliances with respecto
the limits, the higherthe probabilityis that aproblemwill develop. SinceEMI requirementsre a
risk reductioninitiative, adherencdo the EMI requirementswill afford thedesignteam ahigh
degree ofconfidencethat thesystemand its associateslibsystemsyill operatecompatiblyupon
integration.

There is often confusion regarding perceived margins between emission and susceptibility
requirements. The relationshipbetween mosemissioncontrol requirementsand susceptibility
levelsis not a direct correspondence. Fexample MIL-STD-461 requiremeniRS103specifies
electricfields which subsystemsnusttolerate. RequiremenRE102 specifiesallowable electric
field emissiondrom subsystems.RE102levelsare orders omagnitudelessthan RS103evels.
Marginson theorderof 110 dB could bénferred. Theinferencewould be somewhatistified if
the limits were strictly concerned with @ne-to-onenteractionsuch as wire-to-wireoupling of
both RE102 and RS1d8vels. Thistype ofcouplingis a minor concern for RE102. Theriving
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reason for RE10Rvelsis couplinginto sensitiveRF receiverghroughantennas.The front-ends
of receiversaretypically manyorders ofmagnitudemore sensitivethan wire-connectethterfaces
in systems. Similarly RS103levels directly correspondto electromagnetidields radiatedfrom
antenna-connecteadansmitters. Theskelds aretypically orders ofmagnitudelarger tharfields
produced by cable emissions. Consequently,the apparentexcessivemargins that can be
erroneously inferred from MIL-STD-461 do not exist.

Verification Rationale (A5.6): Testing is required to demonstrate compliance with
electromagnetiinterferenceaequirements.For most casegnalysistools arenot availablewhich
can produce credible results to any acceptable degree of accuracy.

Verification Guidance (A5.6): For programsusing MIL-STD-461, MIL-STD-462 provides
correspondingtest methods for each MIL-STD-46Xequirement(conducted and radiated
requirements for emissions and susceptibility).

RTCA DO-160is the commercialaircraftindustry'sequivalentof MIL-STD-461 and MIL-STD-
462. Some of the largepmmercialaircraftcompaniehavetheir ownin-housestandardsvhich
the FAA accepts focertification. Somemilitary aircraft(primarily cargo typehavea mixture of
military and commerciadubsystemsSubsystemghat arenewly designedr significantly modified
shouldbe qualified to MIL-STD-461 and MIL-STD-462. Unmodified off-the-shelf equipment
usually doesnot require requalification providing acceptableelectromagnetianterferencedata
exists (MIL-STD-461 and MIL-STD-462, DO-160or other approvedtest methods). Section
5.6.1 contains additional guidanceon verification for NDI and commercialitems. Some
additionallaboratoryevaluationmay be necessaryo ensure theisuitability for eachparticular
application.

Verification Lessons Learned(A5.6): The “D” revisionsof MIL-STD-461 and MIL-STD-462
emphasizetesting techniqueswhich are more directly related to measurablesystem-level
parameters. Fdnstancepulk cabletestingis beingimplementedor both dampedsinetransient
waveformsand modulated continuous wave. Theasurediatafrom these tests can lakrectly
comparedo stresses introducday system-levethreats. This philosophygreatly enhanceghe
value of the results and allows for acceptance limits which have credibility.

An argument hasometimeseenpresentedn the past thasuccessfutompletionof an intra-
systemcompatibility test negates the nedd completeelectromagnetiénterferencetestsor to
comply with requirements. Electromagnetic interference testt be completed prito system-
level testingto provide abaselineof performanceandto identify any areaswhich may require
special attention during the system-leveltesting. Also,system-leveltesting exercisesonly a
limited numberof conditionsbased on thearticular operating modes and parameters of the
equipment and electrical loading conditions. In addition, electromagneticinterference
qualificationof the subsystemgrovides protection for theystemwith configurationchangesn

the systemovertime. Oneparticularconcernis the additionof newantenna-connectag@ceivers

to the system, which can be easily degraded if adequate controls are not maintained.

A5.6.1 Non-developmental items (NDI) anddommercial items. NDI and commercial items
shall meetEMI interface control requirements suitable for ensuring that system operational
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performance requirements are met. Compliance shall be verified by test, analysis, or a
combination thereof.

Requirement Rationale(A5.6.1): NDI and commercialitems may be installedin systemsfor
any numberof reasons economic,availability, and so forth. Wheninstalledin the system,the
NDI and commercial items need to complith thesystemlevel E requirement®f this standard.
Therefore, NDI andommercialitems musthavesuitableEMI characteristicsuch that they are
not susceptibleto electromagneticstresses preseim their installation and that theydo not
produce interferencewhich degradesother equipment. Most equipmentbuilt these days is
designedand testedto someform of EMI requirementand the datamnay be available. Other
equipment may require testing.

Requirement Guidance(A5.6.1): The use of NDlor commercialitems presents alilemma
between the need fanposingEMI controls and thelesireto take advantage axistingdesigns,
which may haveunknownor undesirableEMI characteristics.Blindly usingNDI or commercial
items carries a risk ofncompatibilitiesonboard thesystem. To mitigate the risk, asuitability
assessments required to evaluate the installation environmentand the equipment’'s EMI
characteristics through a review of existing data, review of equipment design, or limited testing.

Existing EMI test data should be reviewedto determineif the equipmentis suitable for the
particularapplicationintended. If a pieceof NDI or commercialtem is beingconsideredor use
asmissionequipmenbon an aircraft, then thequipmenshouldmeet thesameEMI requirements
asimposedon otherequipmenbn the aircraft. Howeveif, the NDI or commercialtem is being
consideredfor usein an electromagneticallyhardened ground shelter, thismposition of EMI
requirementsnay not be necessary.Each potential use of N@r commercialitemsneedgo be
reviewedfor the actual usagmtended,and adeterminationneedsto be madeof appropriate
requirements for that application.

Thefollowing guidelinesshouldbe consideredn selectingandutilizing NDI or commercialitems
in the system:

a. The equipment EMI characteristics may be considered adequatsgétifecrequirementsgor

installed equipmenton a particular systemdevelopedfrom transferfunctions are less stringent

than those to which the equipment was designed and applicable EMI test data is available to verify
compliance. Compliancewith the equipment-levelEMI requirementsdoes not relieve the
developing activity of the responsibility of providing system compatibility.

b. Wherecompliancewith applicableequipment-leveEMI requirementgannot be substantiated,
laboratory EMI testingshould be performedto provide the datanecessaryto demonstrate
compliance with the requirements.

c. If afterevaluationof the equipmentievel EMI data, itis determinedhat theequipmentvould
probably not meet thesystemcompatibility requirementsthen it is the responsibility of the
developing activity to implement design modifications to meet the required EMI avielselect
other equipment with adequate characteristics.
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Requirement Lessons LearnedA5.6.1): Therehavebeenbothgoodand bad EMI resultwith
the use of NDI and commercial items in the past. The military has taken some comaiereifal
avionicsequipmentandinstalledthem onland-basednilitary aircraft withgoodresults. This is
due to the fact that thesequipmentswere testedand qualified to a commercialaircraft EMI
specificationsuch as RTCA DO-160. In some cases, dbemercialavionics required EMI
modificationsto makethemcompatiblewith a more severelectromagneti@nvironmenton the
military aircraft. Forward-looking infrared sensors originalgvelopedor commercialpolice use
werenot compatiblein the Army helicopterEME andsignificantrestrictions on their use needed
to beimposed. A night vision systemdevelopedy the Army was procuredy the Navy as NDI.
Significant EMC problems were experienced aboard ship due to the higher shipboard EME.

Severalinstanceshave been noted in ground-basedpplicationswhere EMI emissionsfrom
commercialdigital processingequipmenthave interferedwith the operation okensitiveradio
receivers. Of particular concern are radiateemissionsfrom processorclock signals causing
interference with communications equipment that operates from 30 to 88 Mé&t.commercial
equipments qualified by testingat a distanceof three meters. Theroblemshavebeenlargely
causedyy use of thecommerciaitemsat distance®f one meteor closer where théelds will be
higher.

An exampleof NDI and commercialitem problemsat the system-levelthat most travelerbave
observedjs restrictions on the use of portatdkectronicdeviceson commercialaircraft during
take-off andlandings. These restrictions ailia place because ogeveralproblemsnoted with
coupling of interferencefrom the portableelectronicsto antenna-connecteckceiversused for
navigation and communications .

The military has successfullyused NDI andcommercial items in many other situations.
Electronics maintenanceshops generally use test equipment built to commercial EMI
specificationsor industrystandards withoutequiring modifications. Groundsystemapplications
of data-processingquipmentdisplays,and office equipmentused withother commercialitems
and NDI haeensuccessfulwhere care haseentaken with integration. Thgrimary emphasis
needs to be whether the equipment is suitable for that particular application.

When a delivered item is composed of a nunabémdividual piecesof equipmentijt is sometimes
more cost-effectiveto qualify an integratedassemblyrather than theindividual pieces of

equipment. Also, theperformanceof the integratecassemblyasinstalledin the system,is the

more importanissuesincethe EMI characteristicof the individual items may be modified by

integration.

Verification Rationale (A5.6.1): WhenEMI requirementsare needed on NDdr commercial
items, then EMI testing data are requirénl demonstratecompliancewith thoserequirements.
The equipmentcannot besusceptibleto EMI that would degrade ibr render itineffective.

Likewise, the equipment cannot be a source of EMI that impacts the operation afqutipenent
within the system. NDI and commercialitems may have beenpreviously qualified to a wide

variety of types of EMIrequirements.Analysisof the applicability of the particulartype of EMI

qualification in relation to a particular system installation will be necessary.
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Verification Guidance (A5.6.1): Verification is required for theparticular requirements
imposedfor the systeminstallation.If the NDI or commercialitems selected areurrently in
military use, then in all probability EMI test data exist which can be evaluated for suitability.

Verification requires arunderstandingf the installation environmentboth from the aspect of
electromagnetictresses present and potensiagceptibilityof equipmentand from knowing the

EMI characteristicof NDI and commercialitems well enoughto reachconclusionson system
compatibility.

Verification Lessons Learned(A5.6.1): Mostcommercialequipmenis qualifiedby testingat a
distanceof three meters. MIL-STD-462 uses one meté&/henconsideringthe use of NDlor

commercialitems, the location of theequipmentwith respectto systemantennaseedsto be
consideredn assessinghe suitability of the equipment. The datafrom the three metedistance
may be appropriate.lt is difficult to translate theesultingcommercialdatato one meter. This
situationis dueto variablefield impedancesssociated withear-fieldemissionsandvariationsin

indeterminate near-field emission patterns.

NDI and commercialavionicsqualified to a commercialspecificationssuch as RTCA DO-160,
aregenerallyacceptabldor military use onland-basedircraft, sincethe commercialand military
EMI standards fomirborneavionicsare very similar in the tests required and thenits imposed.
Over time, more generaluse electrical and electronictype devicesare being requiredto meet
someform of EMI requirement. In some cases, those would alsaabeeptabldor military use,
and, in other cases, more testing or qualification to a tighter limit may be required.

Some testingo characterizamportantqualitiesof the NDI andcommercialitemswill often be
necessary.For example,if couplingto particularreceiversis the concern, an RE102stfrom
MIL-STD-462D limited to particular frequency bands may be all that is necessary.

Another exampleis a commercialglobal positioning system(GPS) receiverinterfering with a
military GPSreceiver. The out-of-bandantennaemissionsfrom the commercialreceiverwere
picked up by the antennaof the military receiverand processedt the in-band frequency. A
limited CE106 test may have identified the emission.

A5.6.2 EM spectrum compatibility. Subsystems and equipment shall comply with the DoD,
national, and international regulations for the usé the electromagnetic spectrum (such as
NTIA “Manual of Regulations andProceduredor Radio Frequency Management” and DoDD
4650.1). Compliance shall be verified by test, analysis, or a combination therapfyrapriate

for the equipment development stage.

Requirement Rationale (A5.6.2): The availability of adequate spectruto support military
electronic systemsand equipmentis critical to maximizing mission effectiveness. Spectrum
planningand frequencymanagemeniust begiven appropriate andimely consideratiorduring
the developmentprocurement, andeploymentof military assets thattilize the electromagnetic
spectrum.
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To ensuremaximum compatibility among the variousvorldwide users of theelectromagnetic
spectrum, itis essentialthat antenna-connectedquipmentcomply with spectrum usage and
managementequirements.The DoD’s use of the spectrusconstantlybeingchallengedy the
commerciakector.lt is expected that thmilitary’s control of the spectrurwill diminishin favor
of commercialuse. As more and more spectrigiaken away, thavailablespectrum musbe
managed as efficiently as possible to ensure the success of all military operations.

Requirement Guidance(A5.6.2): Internationalspectrummanagemenpolicy originatesfrom
the International TelecommunicationsUnion (ITU) which establishesworld-wide radio
regulations. The U.S.national hierarchy for spectrummanagementvas establishedby the
CommunicationAct of 1934. Under the&CommunicationsAct, the Federal Communications
Commission(FCC) oversees the U.Rivilian use of the spectrum, and the Department of
CommerceNational Telecommunicationand Information Administration(NTIA), oversees the
federal government’s use of the spectrum. The Director, NTIA, executes thesé¢hitatigh the
Interdepartment Radiédvisory Committee(IRAC), which consists of 2Gepresentativefrom
governmentepartments analgenciesincludinga representativérom eachmilitary service. The
AssistantSecretary oDefensefor CommunicationsCommand,Control andintelligence(C3))
oversees spectrum management within the DoD.

Spectrumcertification is a legal requirementderived from Office of Managementand Budget
(OMB) Circular No. A-11 and DoDD 4650.1. Paragraph 139 of OMB Circular No. A-11

states: "Estimatesfor the developmentor procurement ofmajor communicationselectronics
systemg(including all systemsemployingspacesatellitetechniqueswill be submittedonly after

certificationby the National Telecommunicationand Information Administration,Department of
Commerce, that the radio frequency required for such systems is available.”

Spectrumcertification denotes thesupportability of an electronic system or equipmentfor
operation in a designated frequency band. DbB spectruncertificationprocess requires that a
DD Form 1494,“Application for FrequencyAllocation,” be submitted through appropriate
service frequency managersfor approval. Instructions ardelineatedby each service for
compliancewith spectruncertificationregulations. An approvedrequencyallocationauthorizes
the developmenbr procurement oklectronicsystemsn a definedfrequencybandor specified
frequencies. Without an approveftequencyallocationthe progranmanagerdoesnot havethe
authority to procure electronic equipment, including commercial items.

The programmanageris responsiblefor obtaining an approvedrequency allocation for his
system. Contractoramay supportthe programmanagein acquiringdata fordescribingthe item,
but the programmanagerhas the responsibility for submitting the frequency allocation
application. The various stages applicable for obtaining spectrum certification are defined below:

a. Stage 1 (Conceptual) approisatequired for the Pre-Concept phase.fréquencyallocation
for Stage 1 must be requested (DD Form 1494) and approvedgtloe releasingof fundsfor
studies or assembling "proof-of-concept” test beds. The system purpose, planned freqgncy
andpower,andany otherplannedor estimateddetailsmust be providedoncerninghe item that
are available.
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b. Stage ZExperimental)approvalis required priorto contracting for the Concejiixploration

and Definition phase. An approvedfrequencyallocationfor Stage 2is required priorto the

release of funds for building a radiating test model or obtasmagpprovedrequencyassignment
for experimentalisage. Estimated awdlculateddata can be used faearlyall of the blockson

DD Form 1494 when requesting a frequency allocation for Stage 2.

c. Stage JDevelopmentalapprovalis required priorto contracting for theEngineeringand

ManufacturingDevelopmentphase. An approvedfrequencyallocationfor Stage 3is required

prior to the releaseof fundsfor developmentahnd operational testingFrequencyassignments
must likewise be obtained prior to operation of radiating equipment. Calculated alatapsable
during Stage 3.

d. Stage 4 (Operational) approvalrequired priorto contracting for the Production and
Deploymentphase. Prioto contracting for production units, an approveshuencyallocation
for Stage 4is mandatory. Measured ddsamandatoryfor Stage 4. Calculateddatais generally
unacceptable Commercial items normally require Stage 4approval; however, if extensive
modifications to the commercial item is planned, then Stage 3 may be appropriate.

Prior to operating electronic systemsand equipmentthat intentionally transmit or receive
electromagneticradiation, afrequency assignmentwhich authorizes the use o$pecified
frequencies is required.

Design requirementsfor radar equipmentand subsystemswhich are relatedto spectrum
compatibility are providedn MIL-STD-469. Theminimum designrequirementsn MIL-STD-

469 satisfy Section 5.3, Radar SpectruamgineeringCriteria,in the NTIA manual. MIL-STD-

469 also providedesignrequirementgor radars that are more stringent than the NTIA standards
for systems that operate in critical EMEs.

Analysistechniquesaddressingpectruncompatibility are foundn Air Force document R-3046-
AF.

Requirement Lessons LearnedA5.6.2): Currentlythere are numerouacidencesof co-site,
intra-ship,and inter-shipinterference as well as interferencewith the civilian community. For
example the Honolulu Airport air traffic control radardhavebeendegradedy shipboardradars
stationed adjacent to Pearl Harbor.

A program managerdevelopeda systemwithout requesting spectruroertification. After
developmentijt was discoveredhat thesystemhad the potentiaio interferewith other critical
systems. Costly EMC testing and operational restrictions resultegactingthe ability to meet
missionrequirements. Both items could have beenavoidedif spectrummanagementirectives
had been followed.

A basecommunicationfficer fundedthe purchase afommerciallyapprovedequipment. The
user wasunableto get afrequencyassignmenbecause thequipmentfunctionedin a frequency
range authorized foonly non-governmenbperation. A secondystemhadto be purchasetb
satisfy mission requirements.
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A tactical user boughtcommercialitems as part of a deployablecommunicationspackage.
Because spectrum certification was not acquired and resulting host nation coordinatiomger the
of that equipmentwas not accomplishedthe user found that they wereableto use the
equipmentn the host European amkian countries. This problemwould have beenidentified
prior to purchase had thproper coordination taken place. The user wasbleto meet
communication needs and had to buy additional equipment to satisfy requirements.

Verification Rationale (A5.6.2): Spectrumcertification practices must beroperly followed
including verification of the characteristicsof systemssubsystemsandequipmento ensure that
they are in compliance with spectrum usage requirements.

Verification Guidance (A5.6.2): Frequency allocation requests mustinclude technical
informationon the operatingharacteristic®f the equipmento assistauthoritiesin determining

the dispositionof the request.Whenrequesting drequencyassignmentthe developingactivity
shouldverify that the DoDFrequencyCoordinator has approved the request as required. The
data requireds detailedon the DD Form 1494. The stage of the reqadestrmineghe level of
testing or analysis required. MIL-STD-462, MIL-STD-449d MIL-STD-469 providguidance

for measuring the electromagnetic signal characteristics.

Verification Lessons Learned(A5.6.2): Numerousdevelopedsystemshave beendelayedin
being allowed to operate because of the lack of an approved allocation.

A5.6.3. Shipboard DC magnetic field environment Subsystems and equipment used aboard
ships shall not be degradethenexposed to its operational DC magnetic environment (such as
MIL-STD-1399, Section 070). Compliance shall be verified by test.

Requirement Rationale (A5.6.3): High level DC magneticfields are intentionally generated
onboardshipsfor degaussingand equipmentmust beable to operatein the presence of these
fields.

Requirement Guidance(A.5.6.3): MIL-STD-1399, Section 070, providegquirementsaand
guidancefor protection ofequipmentagainstDC magneticfields. Shipboardmeasurementsave
shown DCmagneticfields varying between 40 and 648/m dependent on location ariithe
during normal operations and 1600 A/m during deperming. They tevaltteehighestbelow the
flight and weather decks. t#pical requiremenimposedon equipments to operatein 400 A/m

andto survive 1600 A/m. Another important parameterthe rate ofchangethat themagnetic
field canvary, which is 1600 A/m per second. Ship surveysto determinemagneticfields are
usefulin locatingareas where thigelds are lessthan 400A/m or tailoring the requiremenfor a
particular installation location. There wile cases wheggerformancen 1600A/m is requiredor

where localized shielding will need to be used in the installation.

Requirement Lessons LearnedAb5.6.3): Items mostcommonlyinfluencedby DC magnetic
fields and itsvariationsare cathode ray tube monitors. The earthagneticfield variesin
magnitudebetween 24 and 58/m. Thesefields are as large as ttship generatedield in some
cases. Mobile platforms may experiebange®f two timesthe local earthfield simply through
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motion and thechangingorientation of theplatform. Unmodified commercialmonitors can
experience picture distortion when local fields change as little as 16 A/m.

Verification Rationale (A5.6.3): Testing is the only effective means to verify compliance.

Verification Guidance (A5.6.3): MIL-STD-1399, Section 070, provideguidanceon test
methodology. Testingormally needsto be performedn all three axes of orientatioaJthough
this is not always possible because of equipment size.

Verification Lessons Learned(A5.6.3): Simulatingthe rate ofchangein thefield is sometimes
more important than the absolute field magnitude.

A5.7 Electrostatic charge control. The system shall control and dissipate the buildefip
electrostatic charges caused by precipitation static (p-stafii€cts,fluid flow, air flow, space

and launch vehicle charging, and other charge generating mechanisms to avagphificzh and
ordnance hazards, to protect personnel from shock hazards, and to prevent performance
degradation or damage to electronics. Compliance shall be verified by test, analysis,
inspections, or a combination thereof.

Requirement Rationale(A5.7): Voltages associated with statibargingand energyreleased
during discharges are potentially hazardous to personnel, fuel vapors, ordnance, and electronics.

Dust, rain, snow, andce can cause an electrostatic chasgédupon thesystemstructuredueto
charge separation and the phenomenon called precipitation static charging.

Sloshingfuel in tanks anduel flowing in lines can both create a chargeildup resultingin a
possiblefuel hazard dueo sparking. Any other fluid or gasflowing in the system(such as
cooling fluid or air) can likewise deposit a charge with potentially hazardous consequences.

During maintenancegontactof personnelith the structurecan create an electrostatic charge
buildup on both thepersonneland structure (particularly on non-conductivesurfaces). This
buildup can constitute asafety hazard to personnelor fuel or may damage electronics.
Potentiallysusceptibleslectronicparts aremicrocircuits,discrete semiconductors, thick athh
film resistors, integratedircuits, hybrid devices,and piezoelectriccrystals,dependent upon the
magnitude and shape of the electrostatic discharge (ESD) pulse.

Ordnanceis potentially susceptibleto inadvertentignition from electrostaticdischarge. The
primary concern is discharge through the bridgewire of the EID used to initiate the explosive.

Space andaunchvehiclesexperiencecharge separatiogffectsin spacefrom sunlightshiningon
the surface of the vehicles.

Requirement Guidance(A5.7): Any component of thesystemstructurecan accumulatean
electrostatic charge and adequaanamust be providetb dissipatethe chargetlow levelsto
preventany significant voltage from developing. Electrically conductiveand non-conductive
materialsbehavedifferently. Charge deposits aonductivematerialswill migratein the material
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such thatall portions areat the sameelectrical potential. Charges deposited parely non-
conductive material cannot move and large voltage differences can exist over small distances.

Control of staticchargingis accomplishedoy ensuringthat all structuralsurfacesare at least
mildly conductive, thaall components arelectricallybonded, and that aglectricalpathto earth
is provided. Ingeneral,conductivecoatings needo be appliedto all internal and external
sections of theystemstructurewhich areelectricallynon-conductive.For mostapplications10°
to 10° ohms per squares sufficient to dissipatethe chargebuildup. The shock hazarto
personnebeginsat about 3000 volts; therefore, the chargesgatemcomponentshouldnot be
allowed to exceed 2500 volts.

Systemsmust incorporate featurée minimize the possibility of sparkswithin the fuel system.
The system design must consider the electrical conduatiivitye fuelsto be used and control the
conductivity,if necessary.Fuelvapors can benited with about 0.25millijoules of energy. As
with structural features of thgystem,any component of thduel systemcan accumulatean
electrostatic charge and adequateansmust be providedo dissipatethe charge. Electrical
bonding,grounding, and¢onductivecoatingmeasureseedto beimplemented.Fuellinesrouted
throughfuel tanks requirespecialattention. Additional informationon staticelectricity andfuels

is provided in AFAPL-TR-78-56 and AFAPL-TR-78-89.

The fuel systemmust also prevengparkingwithin the fuel tanks during refueling operations.
Someuseful requirementsare: 1) bonding and groundingof fuel components, 2)imiting line
velocitiesto no more than 30 feet per second]iBijting tank entryvelocity to no more than 10
feet per second, and #@fuelingthe tankfrom the bottom. Guidancefor the control of static
electricity during refueling of aircraft is presented in TO 00-25-172.

NASA document TP2361 provides design guidelines for spackanchvehiclechargingissues.
Subsystem&nd equipmentinstalled aboard spacsystemsshould be able to meetoperational
performancerequirementguring and afterbeing subjectedto a 10 kV pulseddischarge. This
value is derived from charging of insulation blankets and subsequent discharges.

Requirement Lessons LearnedA5.7): A maintenancgerson was workinghside a fuel tank

and experiencedan arcfrom his wrenchwhenremovingbolts. It was found thamaintenance
personnelvereroutinely takingfoammats into the tanko lie on while performingmaintenance.
Friction between the mat ardothing alloweda chargebuildup which caused the arcAll static

generating materials should be prohibited from the tank during maintenance.

Many equipment failures have been attributed to ESD damage of electronic parts.

Verification Rationale (A5.7): Verification of protectiondesignfor electrostaticchargingis
necessary to ensure that adequate controls have been implemented.

Verification Guidance (A5.7): The selectederification method must be appropriate for the
type of structuramaterialbeingused and thearticulartype of controlbeingverified. Relatively
poor electricalconnectionsare effective as dischargepaths for electrostatic charges. Therefore,
inspectionwould normally be appropriate foverifying that metallic and conductivecomposite
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structuralmembersare adequatelybonded provided thaglectrically conductivehardware and
finishesarebeingused. Fodielectricsurfacesvhich aretreatedwith conductivefinishes,testing
of the surfaceresistivity and electricalcontactto a conductivepath would benormally be more
appropriate.

For space anthunchvehicles,ESD requirementsare verified by a pulseddischargeat one per
second for 30 seconasa distanceof 30 cmto exposedaceof subsystemandequipment. This
testis then repeatedsinga directdischargefrom the testelectrodeto eachtop corner of the
equipment under test. The discharge network is 100 pF in series with 1500 ohms.

Verification Lessons Learned(A5.7): To evaluateproperdesignof structural components,
verification that all components aradequatelypondedto eachotheroften must be donduring
systemassembly. After manufacturingis completed, acces® some componentsnay be
restricted making verification difficult.

A5.7.1 Vertical lift and in-flight refueling. The system shall meet its operational performance
requirementswhen subjected to a 300 kilovolt discharge. This requirement is applicable to
vertical lift aircraft, in-flight refueling of any aircraft, and systems operated or transported
externally by verticalift aircraft. Compliance shall be verified by test (such as MIL-STD-331
for ordnance), analysis, inspections, or a combination thereof. The test configuration shall
include electrostatic discharge in the vertiddt mode andin-flight refueling mode from a
simulated aircraft capacitance of 1000 picofarad, through a maximum of one ohm resistance.

Requirement Rationale (A5.7.1): Any type of aircraft can develop a static charge on the
fuselage from p-static charging effects addressed in section 5.7.2. Almetdiavethe capability

for lifting cargoor performinginflight refuelinghavespecialoperational concerns. In the case of
vertical lift, the accumulated charge can cause an arc between the hook and tderoaggack-

up or between the suspended cargo and the ehirtimg delivery. In the case oin-flight
refueling,the tanker aircraft can lz# one voltage potential and the airctafte refueledwill be

at a different potential, possibly resulting in an arcduring mating of the two aircraft. The
maximumexpecteddischargeevel for either of these case&s300 kV. Theresultingelectrical
transients can affect both the aircraft and the suspended cargo.

Requirement Guidance(A5.7.1): For verticallift capability,the requiremenshouldbe applied
to both thelifting aircraft and theystembeinglifted. The conceriis for the safeandsatisfactory
operation of thevertical lift systemhardware and no degradationpermanentiamageof other
missionequipment. For in-flight refueling, the requirementshould be appliedto the equipment
and subsystemghat arefunctioning during refueling. Equipmentlocated near theefueling
hardwareis of primary concern. Potential hazards dwethe presence afnitable fuel vapors
also need to be addressed.

For sling loaded ordnancehis requirementis applicablein additionto section5.7.3. Examples
of systemsperatedexternallyby verticallift aircraft aredipping SONAR and apparatus used for
helicopterrescue. Thelischargeoccurs for thessystemsvhenthe item approachesr contacts
the surface of the earth or water.
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Requirement Lessons LearnedA5.7.1): To protectpersonnelon the groundrom receiving
electricalshocks, itis standard practice faptorcraftto touch the ground with the hook before it
is connectedo the cargo. As the cargas lifted, the wholesystem(aircraft andcargo) will
becomerecharged.Again, whenthe cargas loweredto the ground, it must touch the groutal
be dischargedbefore handling by personnel. The aircraftsystemand cargo often seseveral
electrical discharges as the vertical lift process is executed.

During in-flight refueling, pilots havereportedseeingarcingbetween theefuelingprobe and the
fueling basketduring mating. Thesedischargeswere severalincheslong. Based on theses
observations, the 300 kiumberwasderived. Aircraft that haveexperiencedlischargegrom
in-flight refueling have had upsets to the navigation system resulting in control problems.

Verification Rationale (A5.7.1): The path of thedischargeis somewhatunpredictable.
Inspectionsandanalysisare needo verify that assumption®n currentflow path arereasonable
and that protectiofs appropriatelyimplemented. Testingis nhecessaryo evaluatepossiblepaths
where the discharge event may occlihe 1000picofaradcapacitanceised for testing represents
a reasonable value for a large size aircratft.

Verification Guidance (A5.7.1): The testing forvertical lift equipmenton the aircrafthas
involved injecting the cargo hook with discharges from a mini-Marx generator. Testing ifor the
flight refuelinghasinvolved injecting the in-flight refuelingprobe on the aircraft witdischarges
from a mini-Marx generator. Both positive and negativedischargevoltageshavebeenused for
both types of testing. Aircraft equipment are monitored for upset or failure.

Testing of thevertical-lift cargo hasinvolved applying mini-Marx dischargeso the shipping
container or directly to the cargo system depending upon the configuratiom trsetsport. The
containershould have dischargesappliedto severallocationsaround the container. After the
discharge, the system is checked for proper operation.

MIL-STD-331 provides guidance on issues with explosive devices and additional background.
Verification Lessons Learned (A5.7.1):Not available.

A5.7.2 Precipitation static (P-static). The system shall control p-static interference to
antenna-connected receivers onboard the system or on the host platform such that system
operational performance requirements are met. Compliance shall be verified by test, analysis,
inspections, or a combination thereof. For Navy aircraft and Army aircraft applications, p-
static protection shall be verified by testing that applies charging levels representétive
conditions in the operational environment.

Requirement Rationale(A5.7.2): As systemsn motion encounter dustain, snow, and icean
electrostatic chargbuildup on the structureresults dueto precipitationstatic charging. This

buildup of static electricity causessignificant voltagesto be presentwhich can resultin

interferenceo equipmentand constitute a shock hazdaaodpersonnel. For aircraftapplications,
aircrew personnelmay be affected during flight and groundpersonnelmay be affected after
landing.
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Requirement Guidance (A5.7.2): Static electricity accumulaten aircraftin flight (p-static
charging)sincethereis no electrical path for the charge® flow to ground. Specialcontrol
mechanismsbecomenecessary. The developedvoltage on an aircraft with respetd the
surroundingair becomeshigh enough that the aperiodicallybreaks downn animpulsefashion
at sharpcontour points where theeslectric field is the highest. The sharpimpulsesproduce
broadband radiatehterferencewhich can degradeantenna-connectecceivers. The impulses
can occur sorapidly that the receiversproduce only a hissing sound andbecomeuseless.
Precipitationstaticdischargersreusuallyusedto control this effect. Theselevicesaredesigned
to bleedthe accumulatecchargefrom the aircraftat levels low enoughnot to causereceiver
interference.

The total charging current, d pA) is dependent on charging curretensitieql. - pA/m?) related
to weatherconditions,the frontalsurfacearea ($ - n¥) of the aircraft, and the speed of the
aircraft (V - knots). The total charging current can be estimated by the following equation:

I, =1, xS, xV/600

The following current densities have been determined for various types of clouds and
precipitation:

Cirrus 50 to 100uA/m?
Strato-cumulus 100 to 20QUA/mM?
Snow 300uA/M?
On rare occasions, levels as high as480n° have been observed.

Control of static chargaccumulatioris accomplishedy ensuringthat all structuralsurfacesare
at leastmildly conductive(megohms). Conductivecoatings needo be appliedto all external
sections of thesystemstructurewhich are electrically non-conductive. Any component of the
structure can accumulatean electrostatic charge, and adequaieansmust be providedo
dissipate the charge at low levels to prevent any significant voltage from developing.

Requirement Lessons Learned (A5.7.2)A fighter aircraft was experiencing severe degradation
of the UHF receiver when flying in or near clouds. Investigation revealed thait¢hagft was not
equipped with precipitation static dischargers. Installation of these devices solved the problem.

An aircraft had a small section of the exterstalicturemadeof fiberglass. Post-flightinspections
requiredpersonnelto getin closeproximity to this non-conductivestructural component.On

severaloccasionspersonneteceivedsignificantelectricalshockswhich caused theno fall from

laddersand benjured. Corrective action wasasilyaccomplishedbe applyinga conductivepaint

to the surfaces exposed to airflow and personnel contact.
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Static discharges from the canopy were shocking pilots on a fighter aircraft flighhg Charges
accumulatingon the outside of theanopyapparentlymigrated slowly through thedielectric
material and dischargedto the pilot's helmetwhen sufficient charge appeared on thieside
surface. A groundeconductivefinish on theinsideof the canopyfixed the problem. Experience
with an ungrounded conductive finish aggravated the problem.

Whenan aircraft wadlying in cloudsduring a thunderstorm, the pilot wamableto transmitor
receiveon the communicationsradio. Furtherinvestigationswere performed with the most
reasonableconclusionthat the radioblanking was causedy electrostaticdischarge. Several
incidents were alsoreportedwhere pilots and ground crewsceivedshocks dueto static
dischargedrom aircraftcanopies. Theseincidentsoccurred on the carrier deck after tuecraft
had been airborne for several hours.

It was discovered on an aircraft that vexperiencingp-staticproblemsthat the statiaischargers
had been installed using an adhesive that was not electrically conductive.

Verification Rationale (A5.7.2): Systemsgsubsystemsnd equipmentmust beverified to not
pose a hazaravhen subjectedto p-static charging. Conductive coating resistancemust be
verified to fall within the given rangeo asto not cause amxcessiveaccumulatiorof electrostatic
charge.

Verification Guidance (A5.7.2): Relatively poor electrical connectionsare effective as
dischargepaths for electrostaticharging. Therefore,inspectionwould normally be appropriate
for verifying that metallic and conductivecomposite structurahembersare adequatelybonded
provided thatlectrically conductivehardware andinishesare beingused. Adevicecapableof
measuringsurfaceresistancewithin the given rangeshouldbe usedo testthe resistanceof the
coated area.

Testing hardwar&vhich applieselectricalchargeto systemsurfacesmust beableto isolateand
identify corona sources, locaieolatedmetal, identify surfacestreameringproblems,and allow
for evaluation of effects to antenna-connected receivers.

Verification Lessons Learned (A5.7.2):Coordination between structural and electrerajjineer
personneis necessaryo ensure thaall required areas ameviewed. For example,a structural
component on an aircraft wasangedrom aluminumto fiberglassandexperienceclectrostatic
chargebuildup in flight which resultedin electricalshockto ground personnel. The structural
engineer made this change without proper coordination, which resulted in an expensive
modification to correct the shock problem.

A5.7.3 Ordnance subsystems.Ordnance subsystems shall not be inadvertently initiated or
dudded by a 25 kilovolt electrostatic discharge caused by personnel handling. Compliance shall
be verified by test (such as MIL-STD-331), discharging a 500 picotapacitor through a 500

ohm resistor to the ordnance subsystem (such as electrical interfaces, enclosures, and handling
points.
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Requirement Rationale(A5.7.3): Explosivesubsystemare used fomanypurposesncluding

storeejectionfrom aircraft, escapsystemsrocketmotors,and warheachitiation. Voltages and
dischargeenergiesassociated with ESD canadvertentlyignite or fire thesedevices. The

consequences can be hazardous.

Requirement Guidance (A5.7.3):This requirement is based on charge levelsdbald possibly
be developedn personnel. All explosivesubsystemshouldmeetthis requiremento guarantee
safe personnel handling.

Requirement Lessons LearnedAb5.7.3): Explosive subsystemd$ave beeninitiated by ESD
caused from human contact or other sources of ESD.

Verification Rationale (A5.7.3): Due to the safety critical nature of maintaining explosive
safety, the high confidence provided by testing is necessary to ensure that requirements are met.

Verification Guidance (A5.7.3): During testing, circuit inductanceshould be limited to 5
microhenries.

The 500picofaradcapacitor and 500 ohm resismulatethe characteristic®f a humanbody
discharge. A significantnumberof components must bdestedto provide astatisticalbasisfor
concludingthat therequiremenis met. For EIDs, thelischargesnust beappliedin both pin-to-
pin and pin-to-case modes for both polarities.

Verification Lessons Learned(A5.7.3): A ground launchedmissile being removedfrom a
container explodedlt washypothesizedhe accidentcould havebeencausediy an electrostatic
discharge to the propellant (not to the EID).

A5.8 Electromagnetic radiation hazards (EMRADHAZ). The system design shall protect
personnel, fuels, and ordnance from hazardous effectd electromagnetic radiation.
Compliance shall be verified by test, analysis, inspections, or a combination thereof.

Requirement Rationale (A5.8): It has been firmly establishedthat sufficiently high
electromagnetic fields can harm personnel, ignite fuel, and fire electrically initiated devices (EIDS).
Precautions must be exercised to ensure that unsafe conditions do not develop.

Requirement Guidance (A5.8): See guidance for 5.8.1, 5.8.2, and 5.8.3.

Requirement Lessons Learned (A5.8)See lessons learned for 5.8.1, 5.8.2, and 5.8.3.

Verification Rationale (A5.8): See rationale for 5.8.1, 5.8.2, and 5.8.3.

Verification Guidance (A5.8): Guidanceis provided below under sectioss8.1,5.8.2, and
5.8.3.

Verification Lessons Learned (A5.8):Lessons learned are provided below under sections 5.8.1,
5.8.2, and 5.8.3.
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A5.8.1 Hazards of Electromagnetic Radiation to Personnel (HERP). The system shall
comply with current national criteria for the protectiaf personnel against theffect of
electromagnetic radiation. DoD policy is currently found in DoDI 6055.11. Compliance shall
be verified by test, analysis, or combination thereof.

Requirement Rationale (A5.8.1): One of the potentiakffects of personnelexposureto
electromagnetidields is heatingof the humanbody. The fact thaheatingis associatedvith
absorption of RF powedsy humansvas knowmearly50 yearsago anded to the introduction of
RF diathermyfor medicalandsurgicalpurposes. The he&iom RF field interactionssimply adds
to the metabolicheat load of théduman. If the body'sheatgainexceeds itability to rid itself of
excessheat, the body temperature rises. Therefrajgnificant RF poweris absorbedan
increasein body temperaturés expectedwhich could have a competingeffect on metabolic
processes, with potentially deleterious effects.

Requirement Guidance(A5.8.1): DoDI 6055.11implementsthis HERP criteria for military
operations.

Requirement Lessons Learned(A5.8.1): Radar andelectronic countermeasures (ECM)
systemsusually present thegreatestpotential personnelhazard dudo high transmitteroutput
powers and antenna characteristics and possible exposure of servicing personnel.

Personnelssignedo repair, maintenanceand test facilities have a higher potential forbeing
overexposed because of thariety of tasks, theproximity to radiating elements,and the
pressures for rapid maintenance response.

Verification Rationale (A5.8.1): Safety regarding RF hazards to personnel must be verified.

Verification Guidance (A5.8.1): DoDI 6055.11 providesletailedmethodologyfor assessing
hazards.

An RF hazardevaluationis performedby determiningsafe distancesfor personnelfrom RF
emitters. Safeistancesan bedeterminedrom calculationsbased on RF emitteharacteristics
or throughmeasurementOnce alistancenasbeendeterminedaninspectionis required of areas
where personnelhave accesgogetherwith the antenna'ointing characteristics. If personnel
haveaccesgo hazardous areas, appropriateasuresnust be taken such asarningsignsand
precautions in servicing publications, guidance manuals, operating manuals, and the like.

Verification Lessons Learned(A5.8.1): Safe distancecalculationsare often based on the
assumptiorthat far-field conditionsexist for the antenna. These resuli#l be conservativef
near-field conditions actually exist. Air Force TO 31Z-10-4 andNavy OP 3565 provide
techniguedor calculatingthe reduction ofainfor certain types oAntennas.Measurementsay
be desirable for better accuracy.

Before ameasuremensurveyis performed,calculationsshouldbe madeto determinedistances
for startingmeasurementso avoid hazardous exposur&s survey personneland to prevent
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damageto instruments. Sincehazardcriteria are primarily based on average powdensityand
field strengthlevels(peaklevelsare alspecified),caution needs be exercisedwvith the probes
used formeasurementbecause theyave peak powerlimits abovewhich burnout of probe
sensing elements may occur.

Whenmultiple emitters are present and the emittersrartgophase coherent (thesualcase), the
resultant powedensityis additive. This effect needsto be consideredor both calculationand
measurement approaches.

In additionto the main beamhazard,localizedhot spotsmay be producedy reflectionsof the
transmittedenergyfrom any metal structure. These results can occur areashaving general
power densities less than the maximum permissible exposure limits.

Experiencehas shown aboarships,that unlesspersonnebbserve the restrictions (clear zones)
aroundemitting radiators,personnelcan beaffectedby extensiveexposureto electromagnetic
radiation.

A5.8.2 Hazards of electromagnetic radiation to fuel (HERF). Fuels shall not be
inadvertently ignited by radiateEMEs. The EME includes onboard emitters and the external
EME specified in paragraph 5.3. Compliance shall be verified by test, analysis, inspection, or a
combination thereof.

Requirement Rationale(A5.8.2): Fuelvapors can banited by an arcinducedby a strongRF
field.

Requirement Guidance(A5.8.2): The existenceand extent of duel hazard areleterminedby
comparingthe actual RF powedensityto an establishedsafety criteria. TO 31Z-10-4 and OP
3565 provide procedures for establishing safe operating distances.

RF energycan induce currents intoany metal object. The amount of current, and thus the
strength of a spark across a gap betw@enconductorsdepends on both tHeeld intensity of

the RF energy anldow well the conductorsact as aeceivingantenna.Many parts of asystema
refueling vehicle,and staticgroundingconductorscan act aseceivingantennas. The induced
current dependmainly on theconductorlengthin relationto the wavelengthof the RFenergy
and the orientation in the radiated field. It is not feadibleredict nor control these factors. The
hazardcriteria must then be based on tassumptiorthat anideal receivingantennacould be
inadvertently created with the required spark gap.

Requirement Lessons LearnedA5.8.2): Thereis a specialcase where &uel or weaponRF
hazard camxisteventhough the RHevelsmay be within the safelimits. This specialcaseis for
both the hand-held(1-5 watts) and mobile (5-50 watts) transceivers. The antennason this
equipmentcan generate hazardosguationsif they touch thesystem,ordnance,or support
equipment. To avoid this hazard,transceivershould not be operatedany closer than 10 feet
from ordnance, fuel vents, and so forth.
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Verification Rationale (A5.8.2): SafetyregardingRF hazarddo fuels must beverified. A
majority of the verification is done by inspectionand analysiswith testinglimited to special
circumstances.

Verification Guidance (A5.8.2): TO 31Z-10-4 and OP 3565 provid@ethodology for

calculatinghazarddistancegrom RF emitters. An importantissueis that fuel hazardcriteria are

usuallybased on peagower,while hazardcriteria for personnebre basegrimarily on average
power. Any areain the systemwhere fuel vapors may be present need® be evaluated.
Restrictionson use of some RF emittersay be necessaryto insure safety under certain
operations such asefuelingoperations. Any required procedures must barefully documented
in technical orders or other appropriate publications.

The volatility andflash point of particularfuelsinfluencewhether therés a hazard underarying
environmental conditions.

Verification Lessons Learned (A5.8.2):See lesson learned for section 5.8.1.

A5.8.3 Hazards of electromagnetic radiation to ordnance (HERO). Ordnance with
electrically initiated devices (EIDs) shall not be inadvertently ignited during, or experience
degraded performance characteristics after, exposure to the external radistEdf Table IA

for either direct RF induced actuation or coupling to the associated firing circuits. Compliance
shall be verified by system, subsystem, and equipment level tests and analysis. For EME’s in the
HF band derived from near field conditions, verification by test shall use transmitting antennas
representative of the types present in the installation.

Requirement Rationale(A5.8.3): RF energy of sufficient magnitude to fire or dud EIDs can be
coupled from the external EME via explosive subsystem wiring or capacitively coupled from nearby
radiated objects. The possible consequences include both hazards to safety and performance
degradation. Table IA represents a maximum composite of Navy mainbeam, Army aviation land-
based, and world-wide civilian aircraft certification EME levels.

Requirement Guidance (A5.8.3): Ordnance includes weapons, rockets, explosives, EIDs
themselves, squibs, flares, igniters, explosive bolts, electric primed cartridges, destructive devices, and
jet assisted take-off bottles.

The accidental firing of EIDs by RF energy is not a new concern. Commercial manufacturers of
blasting caps have warned their customers for many years about the potential hazard involved in using
electrically fired blasting caps in the vicinity of radio transmitters. Most EIDs employ a small resistive
element called a bridgewire. When the EID is intentionally fired, a current pulse is passed through the
bridgewire, causing heating and resultant initiation of the explosive charge. RF induced currents will
cause bridgewire heating that may inadvertently fire the EID. Interface wiring to the EID generally
provides the most efficient patthr RFfieldsto couple energso the bridgewire. However, RF energy

can also fire extremely sensitive devices, such as electric primers, as a result of capacitive coupling from
nearby radiated objects. RF energy may also upset energized EID firing circuits, causing erroneous
firing commanddo be sent to the EID. Non-bridgewire types of EIDs are being increasingly used for
many ordnance applications. The electrothermal behavior of these devices differs considerably from
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bridgewire devices; many have much faster response times and exhibit non-linear response
characteristics.

EIDs should be the least sensitive that will meet system requirements.

Each EID must be categorized as to whether its inadvertent ignition would lead to either safety or
performance degradation problems. This categorization should be determined by the procuring
activity.

OD 30393 provideslesignprinciplesand practices focontrolling electromagnetihazardsto
ordnance. MIL-STD-1576 providegiidanceon the use antestof ordnancedevicesin space
and launch vehicles.

Requirement Lessons LearnedA5.8.3): The response of an Elid» an RFenergyfield, and

the possibility of detonation, depend omany factors. Some of these factors are transmitter
power output, modulation characteristics, operating frequency, antenna propagation
characteristicsEID wiring configuration (such asshielding, length, and orientation) and the
thermal time constant of the device.

SeveralincidencesonboardNavy shipsinvolving the inadvertentfiring of rocketsand missiles
have resulted in catastrophic loss of life and equipment.

There have been numerous explosive mishap reports involving RF induced, uncommanded
actuation of automatic inflators worn by aircrew personnel both on flight decks and in-flight while
launching from and landing on the carrier. These problems pose a tremendous hazard to aircrews,
especially those in-flight at the time of occurrence.

Use of uncertified systemsonboard ships due to joint operations has resultad operational
restrictions on shipboard emitters.

Verification Rationale (A5.8.3): Adequate design protection for electroexplosive subsystems and
EIDs must be verified to ensure safety and system performance. Unless a theoretical assessment
positively indicates that the pick-up on EID firing lines or in electronic circuits associated with safety-
critical functionsis low enough to assure an acceptable safety margin in the specified EME (bearing in
mind the possible inaccuracies in the analysis technique), it will be necessary to conduct a practical test.

Verification Guidance (A5.8.3): Verification methodsmust showthat electroexplosive subsystems

will not inadvertently operate and EIDs will not inadvertently initiate or be dudded during handling,
storage, or while installed in the system. Assessment of the immunity of an EID is based upon its no-
fire threshold. For acceptance, it must be demonstrated that any pick-up in an EID circuit in the
specified EME will not exceed a given level expressed as a margin in dB below the maximum no-fire
threshold sensitivity for the EID concerned. The maximum no-fire threshold is defined in terms of the
level at which no more than 0.1% of the devices will fire at a 95% confidence level when a stimulus is
applied for a period of time at least ten times the time constant of the device. The maximum no-fire
threshold can also be defined in accordance with MIL-1-23659. Furthermore, there must not be any
RF-induced interference to energized firing circuits that results in an unintentional firing command or
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stimulus to the EID in the specified EME. Acceptable performance is demonstrated as the margin in
dB below the malfunction or switching threshold for an electronic component or system.

The required margins, as specified in section 5.1, distinguish between safety (16.5 dB) and other
applications (6 dB) and allofer measurement uncertainties, suchieasinstrumentation, EMHievels,
system configuration, and so forth.

There are several issues associated with margins during testing.

a. Instrumented tests are preferred over uninstrumented tests. However, in some cases where
instrumentation cannot be ustedmonitor the responsef the EID or associated firing circuits, “go or
no-go” testing is the only alternative. Overtesting as discussed below may be necessary when “go or
no-go” techniques are used.

b. Direct inject tests can be used to achieve “overtest” conditions and thus demonstrate
acceptable margins for uninstrumented EIDs and non-liniegy circuits. Howeverthis requires aa
priori knowledge of the transfer function relating currents flowing into the EID or firing circuit wiring
to specified radiated EME levels. RF currents can be injected directly into the EID or firing circuit
wiring to determine whether the EID will fire. Acceptable performasirelicated by non-initiatioof
the EID when the injected current levels exceed those associated with the specified EME by the
indicated margins.

c. Overtesting to demonstrate acceptable margins can also be accomplished using radiated levels
in excessof the specified EMESs (ifhe capacityo generatehesdevels exists), removing shielding and
fitering protection, or using special test procedures to enhance RF coupling into the EIDs and firing
circuits. In all cases, the degree of overtest should be quantitatively determined to verify that the
required margins can be demonstrated. The procuring activity should approve any such methods.

When the available test EME levels are less than the specified EME levels, the absence of observed
firing circuit susceptibility only assures acceptable performance at or below the available test levels.
Performance of non-linear circuits and devices at the (higher) specified EMEs should not be predicted
on the basis of linear extrapolation.

HERO testing shouldnclude exposuref the ordnanceto the test EMEin all life cycle configurations,
including packaging, handling, storage, transportation, checkout, loading and unloading, and launch.
The system should be exposed to the test EME while being exercised with operating procedures
associated with those configurations. For system configurations exclusively involving the presence of
personnel, such as assembly and disassembly or loading and downloading, the levels in Table 1A may
be lowered to the levels found in the applicable personnel hazards criteria. (section 5.8.1).

Methods used to demonstrate compliance with HERO requirements raguinenentinghe EID and

firing circuits using techniques such as thermocouple and fiber optic temperature sensors, RF voltage
or current detectors, temperature sensitive waxes, or substitution of more sensitive elements. Such
instrumentation must not alter the system’s inherent (non-instrumented) response characteristics. The
instrumentation’s sensitivity and response time must be sufficient to capture maximum RF-induced

85



MIL-STD-464
APPENDIX

The test EME should simulate the specified EME to the extent necessary to stimulate maximum EID
and firing circuit responses. This requires an appropriate representation of the specified EME with
respect to frequency, field strength (power density), field polarization, and illumination angle. For
radar EMES, representative pulse widths, pulse repetition frequencies, and beam dwell periods should
be chosen to maximize system response with due consideration for the response times of EIDs and
firing circuits. In the HF range, transmitting antennas should be the same type used to produce the
service EME.

Determination of system resonances is fundamental aspect of HERO testing. Where possible, swept-
frequency testing is the preferred means of determining resonance frequencies. Mode-stirred
(reverberation) chambers can be used effectively for creating contained, swept-frequency EMESs.

Follow-on testing at discrete, high level EMEs is recommended to determine actual radiated

susceptibility thresholds. In the absence of preliminary swept frequency resonance identification,

Table All provides the recommended minimum number of frequencies for discrete frequency testing.

In cases where the test EME is less than the specified EME, the response of linear devices (such as
bridgewire EIDs) can be extrapolated to reflect the response in the higher specified EME. However,
whenthereis no detected response witie giventest EME, the following restriction on extrapolation

is necessary: the acceptable EME should not be increased by a factor exceeding thbe gias®f

fail limit to instrumentation sensitivity. The response of non-linear EIDs (such as semiconductor
junction devices and electronic safe and arm devices) should not be extrapolated.

MIL-STD-1576 provides guidance on verifying ordnance requirements for space systems. Statistical
Research Group report No. 101-R, SRG-P, No. 40 provides evaluation methods for ordnance.
Franklin Institute report M-C2210-1 provides analysis techniques.

TABLE All. Recommended number of test frequencies

Frequency Band Minimum Number of Test
(MHz) Freguencies per Band

0.01-2 10
2-32 20
32-100 20
100 - 1,000 10

1,000 - 18,000 20

18,000 - 40,000 5

Verification Lessons Learned(A5.8.3): There are anumberof concerns with EIDs and
instrumentationtechniques. The influence of the instrumentationon the normal thermal and
electrical characteristicof the EID must baninimized. Even theremoval of the explosive
powder for both safety and instrumentation reasons will have some effeeatimgandelectrical
characteristicslueto changesn thermalcapacityanddielectricproperties. Deviceswith greater
sensitivity usedin placeof the EID musthave characteristicas close apossibleto the EID,

86



MIL-STD-464
APPENDIX

including electricalwiring andleadconstruction. Similarity of RF impedance and response times of
substitution devices should be verified, if possible, by measurement.

An important parametewhich often doeshot receiveadequate attentioin safetyevaluationsjs
the thermaltime constant of thé&zID. The temperaturdse of EID bridgewiresto a current step
can bemodeledas arexponential. Thetime constanis the pointin time on anexponentiacurve
where the exponemqualsminusone and 63% of thénal temperaturevalue hasbeenreached.
LA-5201-MS reports on a detailed study of EID characteristicswhich found typical time
constants fobridgewiredevicesto be between 1 and Zfilliseconds. Heating andoolingtime
constants are similar. Time constants are not routinely determined as standard practice.

Most instrumentationtechniquesin use are slowesponding,particularly with respectto 1

millisecond. They will producereasonableesults forhigh duty cycle waveformssuch asvoice

communications. For pulsedradar signals,thesetechniquesrely on a long-termeffect called
thermal stacking, which is related to average poviEachpulsecauses amallamount ofheating
followed by a relaxation periogthere someoolingoccurs. Afterseverathermaltime constants,
the temperature of the Elridgewire reaches arequilibrium condition with some small

temperature excursions about the equilibrium point.

This concept worksvell whenthe pulsewidth andpulseperiod aresmallcompared with théme
constant, forexample,a 1 microsecondpulseand a 1millisecondperiod with a 20millisecond
EID time constant. However, radaexist with pulsewidths well over 1 millisecondand pulse
ratesmay be lowor not evenrelevantdue to phased-arrapperation whereonsecutivepulses
may be at completely different azimuth and elevation positions. Some examples foboradar
has a Smillisecondpulsewidth and a Imillisecondtime constant EIDis underconsiderationthe
thermal elementwill essentiallyreachequilibrium during a single pulse and average powes
irrelevant. The radar can beeeatedas continuous wave. If the radar has arfiisecondinter-
pulse period (50 Hzpulse repetition frequency),a 1 millisecond thermal elementwill cool
completely betweepulsesfor practicalpurposes and nihermalstackingtakes place. Undehis
condition, the energyin the pulseis important forpulseswhich are short comparetb the time
constant, and the peak powisrimportant forpulseswhich are long comparetio the time
constant. Most presentinstrumentatiorwill not providereliableresults for these situations, and
analytical techniques or special calibrations may be necessary to correct results.

EIDs with thermal response times less than or equal to the radar pulse width are referred to as “pulse-
sensitive” or “peak power-sensitive” devices. Examples include conducting composition devices, thin
film devices, and semiconductor junction devices.

When the thermal time constant of an EID is known, calculations can be made to assess responses for
varying emitter parameters. If the response of an EID is known for CW or, equivalently, for a pulse
that is long compared to the thermal time constant (> 10 times the time constant), a meaningful
response figure for a particular pulsed emitter casbbened by usinghe following multiplying factor

(MF) for peak power in the pulse.

_ (1_ e—tz/T )

MF = ———7T
(1-e™")
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where t = radar pulse width
t, = radar pulse interval = 1/PRF (pulse repetition frequency)
T = EID time constant

For example, if an EID with a 1Q@sec time constant has a maximum no-fire power of 1 watt CW at
the operating frequency of a radar with gu88c pulse width and 10@@ec pulse interval, the MF is:

(1- 1000 100)

MF (1 _ e—30/ 100)

=3.86

Therefore, the maximum no-fire level for the EID for peak pulse power is 3.86 watts. Similarly, the
MF can be used with known responses from radiated fields. If the installed EID is known to be
capable of tolerating 100 mW/érfor a CW field, then it is reasonable to assume it can tolerate 386
mW/ cntf peak power density for the particular radar. Similar calculations can be made to compare
peak electridields, voltages and currerits CW parameters; however, the square root of MF must be
used to obtain correct values. If a 16.5 dB margin exists for the CW field, then the same 16.5 dB
margin exists for the calculated pulsed field.

When the EID time constant is short compared to both the emitter pulse width and pulse interval, the
MF approaches one as expected indicating that a single emitter pulse has the same effect as CW.

For space applications using ordnance devices, an analysis of margins based in the RF threshold
determination of the MNFS should be performed.

A5.9 Life cycle, 2 hardness The systeroperational performance and®Eequirement®f this
standard shall be met throughout the rated life cyalehe system and includes, but is not
limited to, thefollowing: maintenance, repair, surveillance, and corrosion control. Compliance
shall be verified by test, analysis, inspections, or a combination theoéafystem design
features. Maintainability, accessibility, and testability, and the ability to detect degradations
shall be demonstrated.

Requirement Rationale (A5.9): Advancedelectronicsand structural concepts addfering
tremendous advantagmesincreasederformanceof high-technologysystems. Theseadvantages
can beseriouslycompromisedhowever,if E* protection conceptnpactlife cycle costs through
excessiveparts count, mandatorymaintenancepr costly repair requirements. It is essential,
therefore, that life-cycle considerations be included in the tradeoffs used to deVplopeEtion.

Corrosion control is an important issue in maintaining EMC throughout the system’s life cycle.

It is important that protectiorprovisionsthat requiremaintenancebe accessibleand not be
degraded due to maintenance actions on these provisions.

Requirement Guidance (A5.9): There arenormally a number of approachesavailable for
providing E protection. The particular desigblution selected mugive adequateonsideration
to all aspects of the life cycle including maintenance and need for repair.
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E® hardeningfeaturesshouldeither beaccessibleind maintainableor shouldsurvive the design
lifetime of the systemwithout mandatorymaintenancer inspection. Protectionmeasuresvhich
requiremaintenancehouldbe repairableor replaceablavithout degradation of thimitial level of
protection. The systemdesignshouldinclude provisionsto restorethe effectivenes®f bonding,
shielding, or other protection deviceswhich can bedisconnectedunplugged,or otherwise
deactivated during maintenance activities.

E® protectionschemesnclude specific designmeasuresoth internal to electricaland electronic
enclosuresand in the basic systemstructure. Factors such as corrosioaelectrical overstress,
loose connections, weanisalignmentdirt, paint, grease, sealant, amaintenancectionswill
degrade the effectiveness of some protection measures with time.

To ensure continued protection (hardnebspughoutthe systemlife-cycle, protectionschemes
and devicesmust beidentified and maintenancentervalsand procedurespecified. Emphasis
needs to be placed on critical functions for system operational and npssiormance.The user
mustassumehe responsibilityto maintainthe hardnesdor thelife of the systemandto modify
procedures asecessaryo includeconditionsnot originally anticipated Maintenancegoublications
should document required actions. Some of tbesign features affecting hardnessare
overbraidingof electrical cables,integrity of shieldedvolumes,electrical bonding of surfaces,
linear (resistancecapacitanceind inductance)and non-linear(such as transzorbs, zener diodes,
and varistorsiltering, circuit interface design(balance,grounding, and so forth), andrcuit
signal processing characteristics.

Maintenanceactions must also be addresséiich are performed onon-criticalitemswhich are

in the same area as the critical items to ensaigpersonnetio not inadvertentlycompromiseahe

protectionmeasure®f the critical functions. Proceduresddressingnodificationsto the system
which involve either newor existing subsystemswhich perform critical functions must be

considered. They could alsoinvolve modifications to the system structure or subsystem
components, such as wiring and protective devices.

E® maintenancshouldbe integrated intoormalsystemmaintenancand repaicycles. Separate
independent maintenance is undesirable.

Electromagnetic design features that require scheduled maintenance shall be accessible so they can
be tested or inspected.

In deploymentspace-basedquipmentcannot beoutinely inspectecdor serviced. Therefore, the
spacevehiclemusthavefeatures that ardesignedor unattended operation axdrability for the
life of the mission.

Requirement Lessons LearnedA5.9): Manytimesin the past, & protection hadeeninstalled
without sufficient thought being given to maintenanceand repair. It is often very difficult to
access protectiomeasureso determinef they arestill effective. By consideringhe problemof
access and test during design, it can be relatively simple to provide protection measuresliwhich
allow maintenanceheckso be madewhile minimizing any negativeimpactsto the design. Also,
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designtechniquesorientedtoward better maintenanceaccess can providgapability for quality
control checks during assembly, benefiting both the system manufacturer and user.

“Don't designit if it can't be repaired.Protectionmust bedesignedso asto be easilyrepairable.
The protectiorsystemandany repairdetailsmust beappropriatelydocumented. Fogxample,f
lightning diverter stripor buttons are used on radomes, ii@ntenancénformationmustreflect
any precautions, such as not painting. If fuel tank siwesildnot be paintedo prevent puncture
by lightning, this information must be documented with rationale.

Some key areas which require special consideration are addressed in the sections below.

Accessdoorsmadeof compositanaterialswhich are anelementof the shieldingfor a volumeare
generallydesignedo be bondectlectricallyto the systemstructure. If door springfingers are
employed,they must be keptlean,free from damage, andlignedat all times. Good contact
between theloor framearound the accestoor and thespringfingersis critical for maintaining
shieldingintegrity. The bondingarea must benspectedo ensure that theéondingeffectiveness
has not been degraded by dirt, corrosion, sealant and paint overruns, damage, or misalignment.

Screens using wire mesh have been used to shield openings in strlibese.screens netmbe
treated in a fashion similar to the access doors.

Effective electrical bonding of electricaland electronicenclosuredo systemstructureis often
essentialfor proper operationin the variouselectromagnetieenvironments. Surfaces on the
enclosuresand structure must be keptclean to maintain proper bonding. Documentation
associated with theystemshould clearly show areas needed fbondingand the appropriate
finisheswhich shouldbe on the surfacesPaintingof areasintendedfor electricalbondinghas
beena commoncause of EM(problems. An exampleof bondingdesignis the contactbetween
the back of arenclosureand thefinger washersn the rearwall of the electronicsrack. Other
electricalbondswhich require attentioomay be in the form of flat bandsor braidsacross shock
mounts or structural members.

It is important thatreplacemenhardwareconformto the original designconcept. Forexample,
whendamagedtablesare repairedshieldterminationtechniquesestablishedor the designmust
be observed.

An example of a subtle change in hardware configuration to the original design concegocizlipe

a life vest. The life vest was fielded with an bridgewire EID that could be fired by a salt-water
activated battery pack that had been hardened and certified for HERO. After introduction into the
fleet, an engineering change proposal was developed, and appoavedify the type of battery used

in the battery packThe change was not submitted HERO consideration. Whehelife vests were
equipped with the new battery pack and used on board Navy ships, there were reports of
uncommanded activation of the vests during flight operations and on the flight deck. The subsequent
investigation found that the new battery pack made the EID subsystem réeanahip radar system;
thereby, creating susceptibility problems.
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Verification Rationale (A5.9): Compliancewith life cycle requirementsmust beverified to
ensure that Eprotection can benaintainedand doesot degrade withtime. Verification can
range from inspection of proper documentation to actual demonstration of techniques.

Verification Guidance (A5.9): Some B protection measuressuch aselectrical contact of
critical components andlectromagnetishielding effectivenessgcannot bemaintainedby visual
inspectionsalone. Some testingill probablybe necessaryhowever, the need fany hardness
surveillance testing should be minimized as much as possible.

The techniquesand time intervals for evaluatingor monitoring the integrity of the system
protection features nedd be defined. The usemwill probablyneedto adjust themaintenance
intervalsafter attainingexperiencewith the degradatiomechanisms.BIT capability, test ports,

resistancemeasurementsgontinuity checks, transfeimpedancemeasurementsand transfer
function measurementare some of theneansavailablefor usein the periodic surveillanceof

systemintegrity. For evaluationof possibledegradation, &aselineof the systemasdeliveredto

the user is necessary.

Verification Lessons Learned (A5.9): The manufacturerof the system has the best
understandingf the systemprotectionmeasures.His role in defining appropriaterequirements
for various protectiomeasuresn a mannerwhich can beeffectively verified at the system-level
andevaluatedduring maintenancés key to a successfulife cycle program. Theseonsiderations
include the need foreasyaccessto protection measuregequiring evaluation. Otherwisethe
performanceof some protectiomeasuresnay be neglected. In some casathersystemdesign
considerationsnay be overriding. In such cases, it often possibleto provide featuresn the
design(such adesttabsor specialconnectorshichwill permita testmeasuremerto be made
without time-consuming disassembly.

Most shieldedcablefailuresoccur at the connector and esistancenetercapableof measuring
milliohms is usually sufficient for locating thesefailures. Testing onseveralaircraft has shown
that holesor small defectsin the shieldsthemselvesre not a significantproblem. It takesmajor
damageo the shieldfor its effectivenesso be degraded. laddition,time domainreflectometers
can be usetb locatediscontinuitiesor changesn protectionschemes. Measurementsafter the
system is fielded can be compared to baseline measurements.

Cableshieldtesters areavailablefor morethoroughevaluationof shieldor conduitperformance.
A current driver is easily installed on the outsidé¢he cable;however, a voltagemeasuremendn
wiresinternalto the shieldrequires acceds these wires. If aelectricalconnectoris sufficiently
accessiblethe voltagemeasurements straightforward. In some casesblespass through
bulkheads without the use of connectansl accests not readilyavailable. A possiblesolutionis
to include a pick-off wire attachedo one of thewires within the bundlewhich is routedto a
connector block accessible to technicians.

An aperturetestercan be usedio monitor theintegrity of RF gaskets and screens protecting
apertures on thsystem. An existingtesteruses astripline on the outside of theystemstructure

to drive a current across the aperture and the voltdgeslopedacross the apertungithin the
structureis measured. Thimstallationof the stripline hasnot beendifficult; however, paint and
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non-conductivanaterialson theinsideof structurehavehamperedhe ability to measurenduced
voltages acrosdoorsand windowframes. Test tabsor jackswould have greatly simplified the
measurement.

Frequent performanceof surveillance checks afterinitial deploymentcan help in refining
maintenance intervals by determining degradation mechanisms and how fast degradation develops.

Life cycle considerationsnustincludethe fact thasystemsare oftermodified soon after they are
fielded and frequentlythroughouttheir life. Sometimeghe modificationsare small and canbe
qualified with a limitedeffort. Often there armajorchangedo systemstructureaswell asto the
electronics. The addition of major new subsystemsan introduce new points of entry for
electromagneti@nergyinto protectedareas, and anajor requalificationof the systemmay be
necessary.Also, if enoughsmall modificationsare madeover a period otime, the hardnesof
the system may be in doubt and requalification should be considered.

EMI hardnessevaluationsunder theNavy's Air Systems’EMI Corrective Action Program
(ASEMICAP) have shown that thehardnessof aircraft is degraded ovetime. Electrical
inspections have shown numerous instances of foreign algewgeexcessivechaffing of wires,
and improper splicing angrminations. Bondingmeasuremenigerformed over a ten year period
on aNavy fighter aircraftindicates10-15%out of specificationconditionson a new aircraft, 40-
60% out of specificationconditionson afive year old aircraft and 70-80%ut of specification
conditionson a ten year old aircraft. Theeat of specificationbonding conditionsresultin
inadequatderminationof shieldsand boxes and degradhielding effectiveness. During EMC
tests, the effects of corrosion and maintenance practices on the EMC design have been noted. For
example,composite connectors were incorporatedhe pylons of a Navy attack aircraft to
correct a severe corrosioproblem on the existing aluminum connectors. The composite
connectors are more resistaatthe corrosion thamluminum. They do, however,oxidize and
produce a powdergesidueon the connector. Thmaintenanc@ersonnelvould then wireorush
this residue therebyeliminating the outer conductivecoating, severelydegradingthe connector
conductivity, and introducing potentially more severe corrosion problems.

A5.10 Electrical bonding. The system, subsystems, and equipment shall inclusdedkssary
electrical bonding to meet the’ Eequirement®f this standard. Compliance shall be verified by
test, analysis, inspections, or a combination thereof, for the particular bonding provision.

Requirement Rationale(A5.10): Goodelectricalbondingpracticeshavelong beenrecognized
as a key element of successful system design. An indicator of the importateetrafalbonding
is that thefirst item often assessedvhen EMC problemsoccur is whether thebonding is

adequate. Since electricalbondinginvolves obtaining good electrical contactbetweenmetallic

surfaceswhile corrosion controlmeasuresften striveto avoid electrical continuity between
dissimilarmaterials,t is essentiathat the(potentially conflicting) requirement®f eachdiscipline
be fully considered in the system design.

Systemgyenerallyinclude ground planesto form equipotentialsurfacedor circuitry. If voltage
potentialsappear betweealectronicsenclosuresand the grounglanedue to internal circuitry
operation, theenclosurewill radiateinterference. Similarly, electromagnetidields will induce
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voltagepotentialsbetween poorly bondezhclosuresand the grounglane. Thesepotentialsare
imposedas common-modesignalson all circuitry referencedo the enclosure. Thsametwo
effects will occur for poorly bonded shield terminations.

Without proper bonding, lightning interaction with systems can prodoitageswhich can shock
personneljgnite fuel througharcingand sparking,ignite or dud ordnance, and upsat damage
electronics.

It is essentiathat systemelectricaland electronicequipmentbe provided with adequate voltage
levels from prime power sources foproper operation. Electrical fault conditions must not
introduce potentiafuel or fire hazards dudo arcing or sparking from melted or vaporized
structuralmaterial. Bonding provisionshelp control voltage drops power current return and
fault paths.

The system design must protect personnel from shock hazards.

Requirement Guidance (A5.10): The role ofbondingis essentiallyto control voltageby
providing low-impedancepaths for current flow. Unconventionaljoints shouldreceivespecial
attentionto ensure their adequagyarticularly conductivejoints in fuel vapor areas. SAE ARP
1870 provideddetails on electrical bonding concepts for aerospaystemsand examplesof
bonding techniques. MIL-HDBK-419 provides guidance for grounding, bonadittghieldingof
land-basedacilities, includinginstalledelectronicequipment. MIL-STD-1310 providegjuidance
for electrical bonding onboard ships.

Specialattentionshouldbe given to the interdependentelationshipbetweenelectrical bonding
and corrosion control.Designtechniquedor effective corrosionprotection,such as the use of
finishes which are not electrically conductive, can resuiék of bonding. Converselypbtaining
a good electricalbond canleadto potential corrosiorproblems,if the bondingis not properly
implemented. Detailed corrosion requiremdatssystemsareimposedby otherdocumentssuch
as MIL-STD-1568 for airborne systems.

While specificbondinglevelsrequiredto obtain requiregperformanceare systemdependent, 2.5
milliohms has longbeenrecognized as aimdication of a goodbond across anetallic interface,
particularly aluminum. Thereis no technicalevidencethat this numbermust bestrictly met to
avoidproblems. However,highernumberdendto indicatethat aquality assuranceroblemmay
be present andondingmay be degradingor not underpropercontrol. Higher valuesmay be
more appropriate foothermetalssuch asstainlesssteelor titanium. Also, compositenaterials
will exhibit much higher levels and imposed requirementsshould be consistent with those
materials.

Controls needo be implementedn shield terminationpaths through connect@ssemblies. A
realisticvaluewould be on therderof 10 milliohms from the shieldto the electronicsenclosure
for a cadmium-plated aluminum assembly, with 2.5 milliohms maximum for any particular joint.

Bonding measuredor preventionof fuel ignition hazardsfrom electricalfault currents needo
address areas withammable vapors, installed electrical equipment(such asfuel pumps),
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electricalpaths offault currents,availablelevelsof fault current, and théondingvaluenecessary
for the implemented design architecture to prevent arcing, sparking, and hot spots.

Requirement Lessons Learned(A5.10): Historically, MIL-B-5087 (supersededy this
documentYirst establisheelectricalbondingrequirementsor aircraftin 1949. Severalelectrical
bonding classes were defined and eventually designated in subsequent revisions as follows:

a. Class A for antenna installation - no bonding resistance specified.

b. Class C for current return patfault current versus resistance table provided.
c. Class H for shock hazard - 0.1 ohm.

d. Class L for lightning protection - control internal vehicle voltages to 500 volts.
e. Class R for RF potentials - 2.5 milliohms from electronic units to structure.

f. Class S for static charge - 1.0 ohm.

MIL-B-5087 also providedeveralapprovedoondingtechniquesncluding the specifichardware
that was to beised forelectricalbonding. This approach was essenc@rovidingthe contractor
with a bonding designrequirementfollowed by direction on how to achievethe requirement.
There were alstessobviousrequirementsn the standard such as a 2adliohm requiremenbn
connectorshells,whenusedto electricallybondshields. Over the years, the 2rhilliohm classR
requirementbecamesynonymouswith MIL-B-5087 and wasuniversally accepted as design
requirementor electronicunits to vehicle structure. No scientific basishasbeenfound for this
2.5 milliohm requirementother than the fact that iis a value that can beachievedwith good
metal-to-metatontact. It therefore representsgmoddesignrequiremento ensure thapositive
electrical bonding is included in the design. The rationale behind this class R bond was most likely
to assure that the retugircuit impedancesvere keptvery low dueto the extensiveuse ofsingle
endcircuitsin thattime frame. Modernelectronicsusesprimarily balancectircuits and the need
for this low class R bond is less obvious.

Bonding requirementsare still importantin today’s systems,only from a different perspective.
The equipmenttaseto structureclassR requiremenprobablyis notimportantin mostinstances;
however, the 2.5milliohm is still a good number for severalother electrical bonds such as
terminatingshieldsto connectors antondingconnectorto equipmentcase. It is also agood
valueas adesigngoal where ayjood bondis needed foiother purposes. It mainly requires the
designer to design an intentional bonding path.

The otherbondingvaluesof MIL-B-5087 for shockprotection,current return paths, and static
charge are still valid numbers for use today.

Numerous instancesof the need forgood bonding have been demonstrated. Bonding
improvementr correctionshavesolvedmany systemproblemsincluding precipitationstatic in
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UHF radios, susceptibility of electronics to external electromagneticfields, radiation of
interference into antenna-connected receivers, and lightning vulnerabilities.

The actual need for certabondingin a particularapplicationis not easily ascertained. It is
dependent on variouemssuch as thshieldingtopology, type otircuit interfacesand the use
of theenclosureas a groundeferencedor circuits andfilters. For examplea subsystemwhichis
wholly contained(all enclosuresand cableinterfacesin a continuous unbrokeshield) typically
doesnot necessarilyrequire bonding for RF potential control. External currentswill remain
outside theshield and internal currentswill remaininside. This configurationis rare. The
increasinguse of differential interface circuits makesequipmentenclosure-to-vehicletructure
bonding less critical since there is better rejection of common-mode noise

In systemsusing basically metallic structure,the entirevehicle structureforms a groundplane.
The introduction of compositaaterialsin structure which aremuchlessconductivethanmetals,
has created a need some case$o introduce separate grourmlanesto maintain adequate
control of E.

Verification Rationale (A5.10): Verification of protectionmeasuredor electrical bondingis
necessary to ensure that adequate controls are implemented.

Verification Guidance (A5.10): The electrical bonding areainvolves a numberof different
concerns. Thearticularverification methodologyneedsto be tailored for théondingcontrol
being assessed. Many elemaetguire more than orferm of verification. Whenbondingvalues
in the severalmilliohm rangeor lessis required, accurate testing with a four point prabea
necessity. When much highervaluesare adequatanspectionof surfacefinishesand mounting
techniguessupplementedby analysiscan beacceptable. Verification that bondingfor lightning
protection andintenngatternss adequategenerallyrequiressystem-levetesting. Analysisis an
elementof assessingstructural voltage drops for power returrfsigl ignition hazards, and
personnel shock.

Requirementdor electrical continuity acrossexternal mechanicalinterfaceson electrical and
electronic equipmentare normally verified during the developmentof the equipment. The
equipmento structureinterfaceis normally verified at the system-level. A measuremeris made
from an enclosuresurfaceto the nextmajor assembly. For example,in an installationwith an
enclosuremountedin a tray, separateeasurement&ould beapplicablefrom the enclosureto
the tray andirom the trayto structure. The measuremenis normally performed with a DC
resistancemeter. Ideally, the impedanceshouldbe maintainedas high in frequencyas possible.
The impedancewill normally remainlow for enclosuresthat are hard-mountetb structure.
However, for enclosuresinstallationswhich use bonding straps, such as shock mounts, the
impedance of bonding straps will be significant due to the inductance of the Atkaplengthto
width ratio or less is generally considered to be necessary for a bonding strap to be effective.

Use of low current and voltageonding meters,inspectionand analysisof bondingpaths, and

determination of the number pfechanicainterfacesn a bondingpath are some of the aspects of
verification.
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Verification of electrical bonding measuresfor design against electrical shock is primarily
achievedoy demonstratinghat voltagefaultsto electricallyconductivesurfaceswill not resultin
hazardous voltages on the surface. These typkallts shouldnormally trip circuit protection
equipment.

Verification Lessons Learned(A5.10): The adequacyof much electrical bonding can be
evaluatedthrough DC or low frequency AC resistancemeasurement&nd inspection. RF
measurementsan beperformed;however, they require mosmphisticatednstrumentationcan
providemisleadingresults, and areot recommended DC measurementsaveprovento provide
a good indication of thgquality of a bond. An exceptiorwherehigh frequencymeasurementsan
be effective is transfer impedance measurements of shielded cdblgsrthis type ofevaluation,
a known RF currenis drivenon thecableshieldand the voltageevelopedalong theinsidethe
shieldis measured.Electricalbondinglevelsof shieldterminationsand connectoassembliesre
included in the overall measured value.

Bonding meters arenormally four point deviceswhich determinethe resistanceof a bondby
driving a known current betweenvo probes and themeasuringthe voltagedrop across the
bond withtwo otherprobes. Largappliedvoltages and currents cariluencethe measurement
by burningthroughcontaminatiorthat might be onbondingsurfaces. It is betterto use lower
voltage and current devices to determine the value of a bond.

Torquerequirement®n bolts and screwdaysa rolein the effectivenesandlife-cycle durability
of a bond.

Bondingmeasurementsften require that a protectivimish be penetrated witklectricalprobes
to obtain good electrical contact. Care should be taken so that a corrosigroblemis not
introduced.

For lightning protection, metallic structuralmembers(aluminum, steel, titanium, and so forth)
provide the best opportunitp achieveanelectricalbond on theorderof 2.5 milliohms. A bond
of this level will limit the inducedvoltage onsystemcablingto 500 voltsfrom lightning strike
attachments (200 kA) to system structure.

Overpaintingof structurefor corrosion control prioto ensuringan electrical bond hasbeen
documented as the leading cause of poor or ineffective bonds.

P-static testing has found open bonds su@antsnasvhich areelectricallyisolatedfrom system
structure.

A5.10.1 Power current return path For systems using structure fpowerreturn currents,
bonding provisions shall be provided for current return paths for the elecipmakr sources
such that the total voltage drofetweenthe pointof regulation for thepowersystem and the
electrical loads are within the tolerancekthe applicablepowerquality standard. Compliance
shall be verified by analysigf electrical current paths, electrical current levels, and bonding
impedance control levels.
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Requirement Rationale (A5.10.1):1t is essentiathat systemelectricalandelectronicequipment
be provided with adequate voltadgvels from prime power sources foproper operation.
Electrical fault conditions must not introduce potentiafuel or fire hazards dudo arcing or
sparking from melted or vaporized structural material.

Requirement Guidance(A5.10.1): Powerquality standards, such as MIL-STD-704 faircraft
and MIL-STD-1399, Section 300, fahips,control thesupplyvoltage forutilization equipment
within specifiedlimits. The voltagdas maintainedat a monitoring location termed the “point of
regulation” with allowancesfor voltage dropseyondthis point to the input of theutilization
equipment. These drops must be controlled through wwaductortype andsize selectionand
current return pattlesign. Most aircraft usestructureas the return path for power currents.
Bonding provisions must be incorporated to control the impedance of this path.

Requirement Lessons LearnedA5.10.1): Maintaining required voltagdevels on metallic
aircraftat utilization equipmenthasnot beena problemsincethe current return pathsavelow
impedance. With increasinguse of composites, the need for separate wire retarns
implementation of a ground plane becomes a consideration.

Verification Rationale (A5.10.1): Voltage drops preseirt power current return paths muss
evaluatedo ensure thaelectricalpower utilization equipmentreceivepowerin accordancevith
power quality standards and to ensure that fuel and fire hazards are avoided.

Verification Guidance (A5.10.1): On mostmilitary aircraft, aircraftstructureis used as the
current return forelectricalpower. The controls orbondingbetween structuranembersthe
resistancef structure andelectricalcurrentlevelsneedto be considered. For aircravhich use
wired returns, theesistancef the wireis the primary consideration.The location of the point of
regulation for the power system also plays a role.

Verification Lessons Learned (A5.10.1): With metallic aircraft, voltage drops through
structure are typically very low. Much higher levels are possible with graphite/epoxy structure.

A5.10.2 Antenna installations. Antennas shall be bonded to obtain required antenna patterns
and meet the performance requirements for the antenna. Compliance shall be verified by test,
analysis, inspections, or a combination thereof.

Requirement Rationale (A5.10.2):Good electrical bonding is a key element of successful
antenna installation. Poor bonding can result in changes to the desired antenna patterns and
degradation of the effective apertures.

Communications antennas such as blade antennas, often become attachment points for lightning.
Without proper bonding, lightning can produce voltages which can severely damage antenna-
connected equipment.

Antennas are being connected to composite structures via metallic mesh. This “pseudo ground
plane” must be capable of conducting lightning induced currents.
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Requirement Guidance (A5.10.2):Bonding provisions required to attain adequate antenna
patterns and required antenna gains are system dependent. Typically, counterpoises or ground
planes associated with antennas are designed to provide negligible impedance at the operating
frequencies of the equipment. Additionally, antenna designs that require a low resistance RF path
for efficient operation should have a low impedance path of minimum length to the appropriate
metallic portion of the antenna.

Requirement Lessons Learned (A5.10.2)Poor bonding of antennas has resulted in degraded
operations of communications and navigation equipment. P-static generation at the antenna base
has significantly degraded equipment performance for VHF radios. Additionally, severe lightning
damage has occurred on blade antennas with a poor ground plane, specifically, on composite
panels. Damage has been severe enough as to require replacement of the antenna and the entire
panel.

Verification Rationale (A5.10.2): Verification of bonding for antennas is necessary to ensure
that adequate antenna patterns and gains are achieved while providing sufficient low impedance
paths for currents induced by p-static, RF, and lightning sources.

Verification Guidance (A5.10.2): Verification of bonding measures for antennas is achieved by
demonstrating there is a low impedance path between the conducting portions of the antenna and
the counterpoise or ground plane. Antenna patterns and gains can be verified in anechoic
chambers or in an RF quiet environment.

Verification Lessons Learned (A5.10.2):The adequacy of antenna bonds can be evaluated

through antenna pattern measurements, DC resistance measurements, and inspection. AC
measurements are desired, however, they require more sophisticated measurement equipment and
procedures.

A5.10.3 Electromagnetic interference (EMI). The system electrical bonding shall provide
electrical continuity across external mechanical interfaces on electrical and electronic
equipment, both within the equipment aometweenthe equipment and system structure, for
control of E® such that the system operational performance requirements are met. For Navy
aircraft and Army aircraft applications, thEMI bonds shall have an interface direct current
(DC) resistanceof 2.5 milliohms or less for each faying interfabetweenthe subsystem or
equipment enclosure and the system ground reference. Compliance shall be verified by test,
analysis, inspections, or a combination thereof.

Requirement Rationale (A5.10.3): EMI bonding (formerly designatedClass R (Radio
frequency)in MIL-B-5087) is necessaryo avoid coupling of interferencesignalspresentin the
systemto subsystemsTheseinterferencesignals may be generatedby other subsystemsthe
externalEME, lightning, p-static, powersystemground currents, and so forth. Titerference
signalsfrom subsystemsre usually RF noiseon power and controtircuits that are seen on
subsystengrounds. With a low resistancebetween asubsystemand the rest of theystem,
potentialdifferencescan be controlletb low values. One of thewvorstcase currentss lightning.
At 200 kA and 2.5milliohms, the voltage transiemtevelopeds 500 volts,assuminghat all the
lightning currentis flowing across gparticularinterface. The 2.5milliohm value has alsdeen
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Verification Guidance (A5.10.3): The first step in verification is to review the bonding
implementatiorto determinethe amount ofesistancaequiredfrom the equipmentenclosureto

the systemgroundreference. Next ananalysisis madeof the points where themeasurementan
be made. Based on theeasuremerpoints, theresistancédetween théwo pointsis calculated
usingthe total of the EMbondingin the path. Whenactuallyperformingthe measuremenfjrst

visually inspect the EMI bonds to verify thgiresence androperconstruction. Then, remod

otherconnectiongo the equipmentto ensure thabnly the EMI bondingis beingmeasuredand
not the equipment safety ground or other grounding provisions.

Verification Lessons Learned(A5.10.3): Bonding meters that ushigh voltage and current
which may arc or burn throughcontaminationin junctionsthusgiving optimistic readingsshould
be avoided.

When bondingwas accomplishedas outlined above with thecalculationof the totalresistance
across anumberof faying surfaces, @ommonproblemhasbeenavoided ofover-designinghe

bonding. Measurements can be made usicgmmonpoint on thesystemfor one probethereby
simplifying the test.

A5.10.4 Shock and fault protection. Bondingof all exposed electrically conductive items
subject to fault condition potentials shall be provided to control shazkrd voltages andllow
proper operatiorof circuit protection devices. Compliance shall be verified by test, analysis, or
a combination thereof.

Requirement Rationale(A5.10.4): Personnemust beprotectedrom hazardous voltages. For
circuit protection devicesto work properly, bonding must adequatéo allow sufficient fault
current flow to trip the devices in a timely manner.

Requirement Guidance(A5.10.4): Voltages onconductivesurfacescan resultfrom sources
such as broken componeirisassembliesllowing “hot" wiring to contactthe housingor from
electrically referencinga circuit to the housing(such ascapacitivefiltering). The requirement
addresseany electricallyconductiveportion of thesystemwhich canbecomé‘hot” from contact
with highervoltagewiring. It is not limited to electricalandelectronichousings. MIL-HDBK-
454, Guideline 1, suggests protection from voltages in excess of 30 volts rms and DC.

Requirement Lessons LearnedA5.10.4): Powerline filtering arrangementsn electronics
which isolatethe powerlineneutralfrom chassican resulin hazardous voltages on teaclosure
if the frame ground is disconnected. Typically, filters will be presertioth thehigh sideand the
returnwhich will havecapacitanceo the chassis. If the chassigs floating with respecto earth
ground, the capacitors act as an voltaijeder for AC waveformswith half the AC voltage
present on the case with respecearth. Thevalueof the capacitorsleterminegshe amount of
current that may flow.

For circuit protection to workuickly andeffectively,fault currentswell in excesof the rating of

the circuit are necessary.For example,a circuit breaker can take tens of seconasnterrupt a
circuit at a current twice its rating.
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For fault pathsin areas wherdammablevaporsmay be present, such &s fuel tanks,bonding
must be adequat® preventarcing, sparking,and hot spotswhich may ignite the vapors. A
concernin the past habeenthe possibility of safetywire or debrisbridging a bondedoint and
providing a secondary parallel path for fault current flow. If this conditiarreglisticpossibility,

the intendedbonding path mustimit the currentin the secondarypath to a level sufficient to

prevent ignition of vapors.

Verification Rationale (A5.10.4): Some testing will be probably be necessary to evahaids.
Analysiswill be necessaryo determinewherepotentiallyhazardous voltagesxistandto assess
fault conditions.

Verification Guidance (A5.10.4): Systemelementsvherepotentially hazardous voltagemay

appear need to be identified. Fault current paths and associated electrical bonding provisions need
to beassessetbr adequacy. Araditionalcontrollevelfor shock hazard protectiacontainedn
MIL-B-5087 and MIL-STD-1310 was 0.1 ohmg3his level is somewhaarbitrarybut it maybe a

suitable control for some applications.

Verification Lessons Learned (A5.10.4): The level of bonding necessaryto meet this
requirement will normally require that four point bonding meters discussed in sedtibbe used
for measurements.

A5.11 External grounds. The system and associated subsystems shall provide external
grounding provisions to control electrical current flow and static charging for proteaiion
personnel from shock, preventiai inadvertent ignitionof ordnance, fuel and flammable
vapors, and protection of hardware from damage. Compliance shall be verified by test, analysis,
inspections, or a combination thereof.

Requirement Rationale(A5.11): Externalgrounds areecessaryo providefault current paths
for protection ofpersonnefrom shock hazards artd dissipatestaticelectricity for preventionof
hazards to personnel, flammable vapors, ordnance and electronic hardware.

All telecommunicationsind electronicfacilities are inherentlyreferencedo earthby capacitive
coupling,accidentatontact,andintentionalconnections. Therefore, “ground” must be looked at
from a total systemviewpoint, with various subsystemsomprisingthe total facility ground
system. Thefacility groundsystemforms a direct path of known lownmpedancebetween earth
and the variougppower, communications,and other equipmentsthat effectively extendsin
approximationof ground referencethroughoutthe facility. The facility ground systemis
composed of an earth electrodabsystem lightning protection subsystem fault protection
subsystem, and signal reference subsystem.

For safetyreasons, both the MIL-STD-188-124 and flational Electrical Codein NFPA 70
require thatelectricalpower systemsand equipmentbe intentionally grounded. Therefore, the
facility ground systemis directly influencedby the proper installation and maintenanceof the
power distributionsystems. Theintentionalgroundingof electricalpower systemaminimizesthe
magnitudeand duration of overvoltages on electricalcircuit, therebyreducingthe probability
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A5.11.1 Aircraft grounding jacks. Grounding jacks shall be attached to the system to permit
connection of grounding cables forfueling, stores management, servicing, maintenance
operations andwhile parked. ISO 46 contains requirements for interface compatibility.
Grounding jacks shall be attached to the system ground reference so that the resistaren

the mating plug and the system ground reference does not exceed 1.0 ohm DC. The following
grounding jacks are required:

a. Fuel nozzle ground. A ground jack shall be installed at each fuel inlet. To satisfy
international agreements for interfacing with refuelihgrdware, the jack shall be located
within 1.0 meter of the center of the fuel inlet for fuel nozzle grounding.

b. Servicing grounds. Ground jacks shall be installed at locations convenient for servicing
and maintenance. For Navy and Army aircraft applications, a minimiiwo grounding jacks
shall be required for utility and helicopter aircraft and a minimafrfiour grounding jacks shall
be required for other typesf aircraft, in addition to those required for fueling aveapons
loading or downloading.

c. Weapon grounds. Grounding jacks shall be installed at locations convenient for use in
handling of weapons or other explosive devices.

Compliance shall be verified by test and inspections.

Requirement Rationale(A5.11.1): Groundingbetween airehiclesand servicingequipmentis
essentiato preventsafetyhazarddrom electrostaticchargingeffects. The groundingprovisions
provide paths foequalizationof voltage potentialsbetween various pointsGroundingjacks
must be locatedt a sufficientnumberof locationsto provide ease ahaintenancendto comply
with international agreements.

It is well established that sparks due to voltage potential differences between airdsaftvicing
equipmentan besufficientto ignite fuel vapors. The motion dfiel during refuelingoperations
is a largecontributorto staticcharging. Thereis also a concerto prevent electrostatidischarge
during ordnancehandling. EIDs usedin ordnance argotentially susceptibleto inadvertent
ignition from static discharge.

Electrical resistancebetween thegroundingjack and vehicle structuremust be controlledo
ensure that an adequate connection is present to dissipate static charge.

Requirement Guidance(A5.11.1): Relatively poor electricalconnectiongmuch greater than
the specifiedone ohm) are adequate dissipatestatic charge. However, controls mums
imposedwhich indicatethat areasonablenetal-to-metaconnectionis present. Allowing values
greater than 1.0 ohm could resut questionableor erratic connectionsbeing considered
adequate.

Technical Order 00-25-172 providegequirementsor groundingof Air Force aircraftduring
servicing. MIL-HDBK-274 providesinformation for naval aircraft operations anchaintenance
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personneto ensure that aircraft afoperly andsafely electricallygrounded for both static and
power.

Connectiorbetween the aircraft arsgrvicingequipmenin the presence gdotentiallyhazardous
materialsis necessanto prevent potentiaproblemsdue to electrostaticdischargesbetween
servicing equipment hardware and aircraft structure.

International agreementsrequire common interfacesfor aircraft static grounding. SO 46
provides thephysicaldescriptionof groundingjack provisionsto ensureinterfacecompatibility.
MIL-C-83413 specifies hardware for aircraft static grounding.

Requirement Lessons Learned(A5.11.1): Aircraft fuel fires have been attributed to
electrostatidischarge.Preciselydemonstratinghat an electrostatidischargecaused anishapis
usually not possible due to difficulty in reproducing conditions that were present.

Groundingjacks on aircraftin the field have beenfound to be electrically open-circuitedwith
respecto the aircraftstructuredueto corrosion. It is important that corrosion controheasures
be implemented at the time of installation.

Verification Rationale (A5.11.1): To ensuresafety,compliancewith provisionsfor grounding
jacks must be verified.

Verification Guidance (A5.11.1): Placementand numberof jacks can beverified by test of
requireddistancesand inspection. Properbonding resistancecan beverified by test with an
ohmmeter.

Verification Lessons Learned (A5.11.1):Theavailability of groundingjackson moderraircraft
has minimized the probability of an explosion during fueling and ordnance handling.

Propertreatment osurfaceshouldbereviewedto determinaf measuresiavebeenimplemented
to ensure thalife cycleissueshavebeenaddressed such that corrosisiti not degradeelectrical
bonding of the jacks over time.

A5.11.2 Servicing and maintenanceequipment grounds. Servicing and maintenance
equipment shall have a permanently attached groundiing suitable for connection to earth
ground. All servicing equipment that handlespoocesseslammable fuelsfluids, explosives,
oxygen, or other potentially hazardous materials shall have a permanently attached grounding
wire for connection to the system. Compliance shall be verified by inspection.

Requirement Rationale (A5.11.2): Grounding provisionsare requiredto preventelectrical
shocks to personnel and potential arcing in the presence of hazardous materials.

Requirement Guidance (A5.11.2): Electrical fault conditions within the servicing and
maintenanceequipment can cause hazardous voltages appear on thestructure of the
equipment. The groundingwire for connectionto earthis necessaryo allow fault currentsto
flow andactuatecircuit protectiondevices therebyremovingthe hazardous voltage. If an earth

105






MIL-STD-464
APPENDIX

Army: DeputyChiefof Staff forIntelligence ATTN: DAMI, 1000 Army PentagonWashington,
DC 20310-1000. Telephone: (703)-695-8909.

Requirement Lessons LearnedA5.12): In some cases, the RE10@its of MIL-STD-461D
are consideredan acceptablerisk level for TEMPEST control of unintentional radiated
electromagnetic emissions.

Additional TEMPEST lessonslearnedfall into three categories: 1) cases wharadequate
requirementswere levied on the system;2) cases whereequirementswere appropriate, but
implementatioror procedurakrrorsresultedin potentiallycompromisingemissionsand 3) cases
where unnecessarilyharsh requirementswere levied on the systemresulting in questionable
expenditureof programfunds. The former and latter categorieavebeenjudgedto be equally
inappropriate. The second must dmnsideredas costand risk trades for the programrlo
address these thressuesNational Policy establishedhe CTTAsto ensure dalanceof risk and
cost through implementation of a risk management process.

Verification Rationale (A5.12): Good EMC designpractices camignificantly reduce, but not
necessarileliminate,the risk ofcompromisingnationalsecurityinformation.Dependingupon the
environmentin which thesesystemswill operate,this risk may be unacceptable. The CTTA

shouldtake into account the risk (such as the location Jetel being processed, amouteing

processed, and so forth) ameigh it againstthe costprior to acceptingTEMPEST compliance
by analysis or inspection.

Verification Guidance (A5.12): Test guidelines can be found in the documents referendbd
verification requirement.

Verification Lessons Learned (A5.12):Due to the nature of TEMPES#®@sting,lessondearned
are oftenclassified. While most programs takEEMPESTinto accounduringthe designphase,
a large number of discrepanciesare still found. Strictly using analysisto verify system
performancean benherentlyrisky. Whencertificationtestshavebeenrun onsystemsthe tests
havesometimesevealedthat asystemdid not meet theapplicablestandards.lIt is importantto
note that the CTTAmay considerthe option ofanalysisor test certificationas a trade-off for
possible cost savings versus the risk associated with a specific program.

A5.13 Emission control (EMCON) For Army applications, Navy applications, and other
systems applications capabté shipboard operation, unintentional electromagnetic radiated
emissions shall not exceed -110 dBfréinone nautical mile (-105 dBm7rat one kilometer) in
any direction from the system over the frequency rafgg00 kHz to 40 GHz; for aircraft,
EMCON shall be activated by a single contfahction, unlessotherwise specified by the
procuring activity. Compliance shall be verified by test and inspection.

Requirement Rationale (A5.13): Operations onNaval ships are frequently conductedin
electromagneticsilencewhich is the most stringenstate of EMCON. Othersystemslocated
onboard theship (such as aircrafttow tractors,fire control radars, anghip communication
systemshre not permittedto transmiton anyradios, radars, andavigationequipmeniover the
frequencyrange of 500 kHzo 40 GHz. This operation has resulted requiring systemsthat
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deployon shipsto be capableof controlling emissiongrom their onboardactive transmittersoy
quickly changingoperating modé¢o receive,standby or off andto control all otherunintentional
emissionssuch that they are undetectable. $hmgle EMCON controlfunction is necessaryo
quickly put all the complicatedsubsystenin the correctnon-emittingmodeto meet the EMCON
level with minimal error by the human operator.

After aircrafthavebeenlaunchedrom the ship, EMCON is frequentlyusedto avoid detection of
the aircraft.

Army surfacesystemsimpose EMCON requirementdo minimize detection and provide inter-
platform compatibility between one system’s radios and another system’s unintentional emissions.

Requirement Guidance (A5.13): The higheststateof EMCON used aboar#laval shipsis
complete RFsilence;however,otherstates of EMCON exist. Based on th&ivity of possible
threats and operational needs $afetyand security,normal active emissionsare permitted for
selectedrequencyranges. Foinstance,if normal UHF communicationss authorized, then it
could becalled EMCON Alpha. Further states are sefependingupon which transmitters
(frequencyranges) are authorized be active. Typically, the systemdeingdevelopedunderthis
standard will be either all on or all in the EMCON mode with no sub-states. stdrsygstemare
normallyin a non-emittingmode and araot controlledby the EMCONfunction. A systemsuch
as the UHFcommunicationds alwaysin receiveunlessthe operatorpresses the push-to-talk
button. Therefore, itis alreadyin a non-emittingmode, andf EMCON Alpha was authorized,
the radio couldransmitwithout deactivatingthe EMCON function. It is recognized that the
single EMCON function does not fit all systems.The procuringactivity should tailor this
requirement to the system.

It is importantto note the need for completectromagneticsilencefrom all aspects of the
system. Positively no emissionin excessof the specifiedlevel are permittedfrom antenna-
connected sourcew from unintentionalsources such asablesandequipment. The electronic

protect (EP) requirement(section 5.14)allows transmissionswith the intention of denying

detection by the use of space, time or energy level.

In an effortto reduce thecomplexity of developinggroundsystemgor the Army, the EMCON
requirementis being usedto set levels for unintentionalemissionsfrom systemsthat would
interfere with other platform’s radio operations. At theametime they areminimizing the
vulnerability of exploitationof unintentionalemissionssuch as EMI radiated due ignition noise
and electronic control systems.

Guidance on EMCON can be found in NAWCWPNS TS 92-78.
Requirement Lessons LearnedA5.13): Radiosilence,now called EMCON, was usedery
effectively during World War Il to hidethe location ofNaval shipsfrom the Japanese. EMCON

was usedy Navalforcesin the VietNamand Korean Wato deploy aircraft over the forward
edge of the battle area. These tactics continue today in modern Naval forces.
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The single EMCON button has significantly reduced operator workload on systems where it could
be supported. The singleEMCON buttonis only practicalon atightly integratedsystemsuch as

an aircraft. However, care must be exercised to ensure that the control circuit to the transmitter is
maintained as functional and means are provided for the operator to know of a malfunction.

Local oscillator emissions must be controlled for a system to meet EMCON requirements.

Verification Rationale (A5.13): Almostall systemshavea variety of apertures that are sources
of unintentional radiation. Since many of these apertures are inadvertent, it is only possible to find
some emissions by test. Analysis is not reliable.

Verification Guidance (A5.13): The measuremerf the EMCONIevel is normally conducted

in a anechoic chamber at a distance close to the system where normal laboratory equipment can be
usedto detectthe emissions. After severalyearsof EMCON testshy the Naval Air community,

the distancecommonlyusedis 10 meterdrom the system. At this distancethe valuesmeasured

are relatedto the EMCON limit through theinverse squarelaw of EM propagation. The
following equation is used:

p, = 15
4rr
where:
Pg = Power density (watts/me#dr
Pt = Power transmitted (watts)
Gt = Gain of transmitting antenna

Radius from aircraft (meters)

Since the power density is proportionall/r* with otherparametersemainingconstant, thdimit
at 10 meters, assuming far-field conditions are maintained, is calculated by:

Limit = -110 dBm/m + 20 log (1852 meters per nautical mile/10 meters) = -64.6 dBm/m

EMCON measurementare madeat 4 positionsaround thesystem,usuallyat 45, 135, 225 and
315 degreefrom the front. Additional positionsare added above, below and aroundsystem
based omantennagpositionsand apertures. Thmeasuremenequipmentusedto detectthe
emissionis a spectrumanalyzeraugmentedvith a preamplifieror a EMI receiverwith a noise
figure capableof having6 dB or more marginbetween thaoisefloor and thederivedEMCOM
limit. Typical band widths used are 1 kHz for 500 kHz tdHz, 10 kHz for 1 MHzto 30 MHz,
30 kHz for 30to 1 GHz and 100 kHz for 1 GHo 18 GHz. No distinctionis madebetween
narrow or broadbandsignals. At each position, ammbient measurements made with all
equipmenton thesystemturned off, followed immediatelyby a systemEMCON measurement.
The two measurementare comparedo removeemissionscommonto both. Emissionsthat
remainin the emissionmeasuremenare evaluatedif they exceed théerived EMCON level.
Those emissionsthat exceed thdevel undergo further testing andnalysisto determine
compliance. Issues such asear-fieldeffect and groundelectionsneedto be considered.On
maturesystemswhich are having additional capability added, theambientmeasurementan be
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nautical mile or 1 km should meet the EMCON limits. Detection can be controlled by power level
of the transmitter, spacpositioning of the emittedsignal, pulse coincidence,and frequency
coincidence. The secondvay is to precludeclassificationof the signal being emitted by the
system. A signal’'sfingerprint can bemodified to be otherthan the normmakingit difficult to
decidewho, what,or why the signalis beingemitted. The thirdvay is to precludeidentification

of the signal. The detector of the emission is denied displaying of the infornmattbe, response

to the emission is denied (such as missile response and network alert).

Requirement Lessons Learned (A5.14)Not applicable.

Verification Rationale (A5.14): The EPsubsystemsnust beverified to ensure there are no
emissionswhich would could beexploitedby a threatto the system. The verification mustbe
accomplishedinder various types of methods because of the numeeyssavailableto control
and deny access to the emissions.

Verification Guidance (A5.14): Testing for EP can be performatithe benchlevel (spectrum
signature andlentificationtests),during systemtests(systemintegrationand secure testing), and
during operation tests (forexample, flight tests for spacecoincidence,classification, and
identification testing).

Verification Lessons Learned(A5.14): Past effortdhaveconcentrated osinglesubsystentP.
Integration of the variousubsystemat the systemwill leadto a morecapablesystemthatis less
vulnerable.

Operationakesting of EP modeis very restrictiveand costly. Maximum effort shouldbe made
during bench and system laboratory testing to minimize the operational testing.
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